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INTRODUCING THE ISSUE 

From the moment the first electromechanical device was created by Alan Turing in 1940 to the 

present day, one of the main tasks, more precisely, the dream of many scientists, has become to “teach a 

computer to think like a human”. In the 1980s, this dream was embodied in the concept of artificial 

intelligence and moved to the stage of practical implementation in a variety of applications. 

It should be noted that technologies based on the principles of artificial intelligence have become a 

reality due to advances in computer engineering, mathematics and programming. Naturally, the most 

noticeable progress was achieved in those countries that possessed the appropriate human and material 

resources. 

“The earliest artificial intelligence programs started working in Great Britain in 1951–1952 in 

Manchester and Cambridge. This was partly due to the fact that the UK was the first country to develop 

electronic computers with programs stored in memory, and partly due to the influence of Turing on the 

first generation of programmers”1. Even the famous “Logic Theorist”2 (1956, USA) was not the first 

successfully launched artificial intelligence program. For the first time, an intellectual program for 

playing checkers, written by Arthur Samuel, was implemented at the end of 1952 on the IBM 701, the 

first IBM computer with memory stored programs. In 1955, Samuel added a learning function to the 

program. Thus, technologies gradually began to emerge, later designated by the term “artificial 

intelligence” (AI). 

Since the late 1950s, developments that ultimately led to the creation of AI technologies have been 

actively pursued in the USSR. Research was carried out in the field of automatic control, machine 

translation, neural networks. It is necessary to recall the names of Russian world-class specialists: 

V.M. Glushko (В.М.Глушко), A.P. Ershov (А.П. Ершов), A.I. Galushkin (А.И. Галушкин), 

A.G. Ivahnenko (А.Г. Ивахненко), A.S. Kronrod (А.С. Кронрод)3, etc. who worked in this area. 

However, these projects were not prioritized and received only modest funding. Therefore, Soviet 

                                                 
1 Alan T'juring, otec sovremennogo komp'jutera (by Copeland B. J., Proudfoot D. Alan Turing. Father of the Modern 

Computer) // Habr. – 2020. – 20.08. – URL: https://habr.com/ru/company/ua-hosting/blog/471308/ (date of access 
30.03.2021). 

2 a computer program written in 1956 by A. Newell, G.A. Simon and K. Shaw specifically to perform automatic 
reasoning. 

3 In 1966, the first Soviet chess program was created in the laboratory of the Institute of Theoretical and Experimental 
Physics (ITEP) under the leadership of A.S. Kronrod. In the first international match of chess programs (1967–1968), the ITEP 
program beat the Stanford University program (USA), developed by John McCarthy’ s team, with a score of 3: 1. In 1971, the 
ITEP program was named “Kaissa” – based on the materials of “Wikipedia”. 
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connectionists failed to achieve such impressive results as in the West in the 1980s. On the other hand, 

there was no period of complete suspension of research in the field of artificial neural networks as it 

happened in the West in the early 1970s1. It should be mentioned that in the 1990s, conditions were 

extremely unfavorable for the entire Russian science. 

In recent years, much more attention has been paid to the development and implementation of AI 

systems in Russia. As one of the priorities, this area was indicated in the Federal program “Digital 

Economy of the Russian Federation” in 20172. As a result of the adoption of the National Strategy for the 

Development of Artificial Intelligence for the period up to 2030 (2019)3, the development of AI 

technologies acquired a special status. 

At the same time, there is still no generally accepted definition of the definition of “artificial 

intelligence”. AI consists of two words “artificial” and “intelligence”. “Artificial” means man-made, 

pretending to be real, natural. “Intellect” or intelligence (lat. intellectus) means the ability to learn, to 

solve problems. Intelligence can be defined as a system of mental (mental) operations aimed at solving a 

wide range of problems. The level of intelligence depends on practical experience, on the scope of 

knowledge, breadth of erudition and on natural (human) abilities. 

John McCarthy, who introduced the concept of AI in 1956, defined its goal as follows: to develop 

machines that behave as though they were intelligent. “Wolfgang Jertel” in his book “Introduction to 

Artificial Intelligence” gives the following definition of AI: “AI is the ability of digital computers or 

computer controlled robots to solve problems that are normally associated with the higher intellectual 

processing capabilities of humans”4. Another definition of AI is the ability of a digital computer or 

computer-controlled robot to perform tasks normally associated with intelligent beings. The term is often 

applied to a system development project involving intellectual processes that are characteristic of humans 

(such as the ability to reason, generalize, or learn from past experiences)5. 

Wikipedia provides the following definition of artificial intelligence: the ability of intelligent 

systems to perform creative functions that are traditionally considered the human prerogative (not to be 

confused with artificial consciousness, IP)6. At the same time, an “intelligent system” is understood as a 

                                                 
1 Istorija nejronnyh setej v SSSR // Habr. Blog kompanii SberDevices. – 2021. – 25.02. – URL: https://habr.com/ 

ru/company/sberdevices/blog/543988/ (date of access 25.03.2021). 
2 Rasporjazhenie Pravitel'stva RF ot 28.07.2017 № 1632-r «Ob utverzhdenii programmy «Cifrovaja jekonomika 

Rossijskoj Federacii» // Pravitel'stvo Rossii. – 2017. – URL: http://government.ru/docs/28653/ (date of access 28.03.2021). 
3 Ukaz prezidenta RF ot 10.10.2019 № 490 «O razvitii iskusstvennogo intellekta v Rossijskoj Federacii» // Garant. 

Informacionno-pravovoj portal. – 2019. – URL: //https//www.garant.ru/products/ipo/prime/doc/72738946/ (date of access 
20.03.2021). 

4 Jertel' V. Vvedenie v iskusstvennyj intellekt / per. s angl. A.V. Gorman. – Moskva : Jeksmo, 2019. – 448 p. 
5 Chto takoe iskusstvennyj intellekt i opredelenie ponjatija prostymi slovami // Teorija i praktika. – URL: https://theory 

andpractice.ru/posts/17550-chto-takoe-iskusstvennyy-intellekt-ii-opredelenie-ponyatiya-prostymi-slovami (date of access 
30.03.2021). 

6 Iskusstvennyj intellekt // Wikipedia. – 2021. – URL:  https://ru.wikipedia.org/wiki/Искусственный_интеллект  (date 
of access 25.03.2021). 
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technical or software system capable of solving problems that are considered creative and belonging to a 

specific subject area, knowledge about which is stored in the memory of such a system1. In fact, 

intelligent systems were and remain the first practical step towards the creation of AI systems. 

AI is based primarily on the capabilities of the computer. The computer and, therefore, AI solve 

tasks related to processing large amounts of data and computations more efficiently than humans. The 

success of chess programs, which from the end of the twentieth century keep beating people proves the 

point. 

The activity of a computer, like the human brain, includes four stages: input, processing, output and 

storage. In addition, both the human brain and AI can learn depending on data received from the 

environment. The human brain and machine intelligence use certain algorithms when solving problems or 

tasks. At the same time, human intellect is determined by social activity; society always influences the 

thinking process (and, accordingly, its results). AI has nothing to do with the emotional sphere and is not 

socially oriented. 

For the first time the Journal “Social Novelties and Social Sciences” dedicates the Issue to modern 

applications of AI technologies in various areas of practical activity, as well as scientific ideas about the 

problems and directions of AI development. As is customary, the Journal introduces various opinions and 

standpoints on these issues. 

It should be emphasized that at present, scientists from different countries are engaged in the 

development and application of AI technologies, try out various approaches to solving the arising 

problems. The purpose of this Issue is to focus on the achievements of Russian specialists, on how they 

view the risks, advantages and prospects of AI adoption. At the same time, the emphasis is placed not so 

much on the technical as on the social and humanitarian aspects of this process. 

The first Section of the Issue – “Space of discourse” – opens an overview of trends and applications 

of AI technologies, as well as their pace on a global scale and in Russia in particular (I.Yu. Zhilina, 

M.A. Polozhikhina). The main problems and obstacles to adopting these technologies in practice are 

discussed. Particular attention is paid to the role of the social sciences in facilitating AI introduction into 

our lives. The following review (B.G. Ivanovskiy) acquaints the reader with attempts to assess the 

economic effects of the introducing AI. The influence of new technologies on global economic growth, 

labor market, and also on the financial sphere is considered. Attention is focused on both the positive 

aspects and the threats caused by the introduction of AI technologies into the economy. The review 

reflects the level of familiarity of Russian specialists with the opinion of Western experts.  

                                                 
1 Intellektual'naja sistema // Wikipedia. – 2021. – URL: https://ru.wikipedia.org/wiki/Интеллектуальная_систем (date 

of access 26.03.2021). 
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The article by D.V. Moon and V.V. Popeta discusses how AI technologies are used to create fake 

news and provides examples that are known both in the West and in Russia. At the same time, the need to 

create safety systems and legal foundations for working with AI technologies is emphasized. 

The prospects and difficulties of introducing AI into the corporate data analytics and the decision-

making process in Russia, as well as approaches to overcoming problems in this area, are considered by 

the team of authors (Melnikov A.V., Bachurin A.I., Raspopov A.A., Tsvetkova V.A.). Specific issues of 

development and implementation of AI systems in domestic organizations are considered. 

The “Point of View” Section focuses on the use of AI technologies in specific areas. The team of 

authors (Colin K.K., Khoroshilov Al-dr A., Nikitin Yu.V., Pshenichny S.I., Khoroshilov Al-ei A.) addresses 

the development of machine translation technologies, traditionally related to the class of AI problems. 

The article analyzes the main approaches on which modern machine translation technologies are based. 

At the same time, the special attention is paid to the contribution by Russian specialists. 

Review by A.B. Antopolsky, in turn, introduces the status of linguistic information resources (LIR), 

directly related to AI technologies. The article describes various existing classifications, some Russian 

LIR catalogs and leading domestic companies in this field. The priority tasks in the development of the 

LIR infrastructure in Russia are also discussed. 

Currently, one of the areas where the research and implementation of AI technologies is most active 

is the banking sector. The article by G.V. Semeko describes the potential of AI technologies and their role 

in increasing the competitiveness of banks in modern conditions. A detailed analysis of factors hindering 

the introduction of new technologies in this area and the achievements of Russian financial institutions is 

also presented. 

The coronavirus pandemic has accelerated the digitalization of educational systems around the 

world, and the ubiquitous distance learning format has increased the importance of digital educational 

resources and technologies (including those based on AI). Specific examples of AI introduction into the 

modern educational space in a global context and in Russia, in particular, are considered in the article by 

N.A. Korovnikova. Although the use of AI technologies in educational processes raises many problems, 

the development and efficiency of the functioning of education systems is no longer possible without 

taking into account the achievements in this area. 

Review by A.V. Ishutina, S.V. Kosarimova and E.V. Chikirki invites to reflect on the legal nature of 

neural art and copyright protection of works created using AI technologies. The digitalization of art is 

becoming more widespread, and at the legislative level it is necessary to resolve potential contradictions.  

The “Mosaic of Events” Section is dedicated to the transformation of intellectual property under the 

influence of AI technologies. The article by S.I. Kodaneva touches upon the key problems of legal 

regulation of intellectual property both for human-created neural networks and for those created by AI. 
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These topics were discussed at the International Scientific and Practical Conference held in April 2021 at 

the Moscow State University after M.V. Lomonosov. 

In our opinion, the exchange of knowledge and information enriches each participant in this 

process. Therefore, we hope that the materials of the issue will be useful to colleagues from other 

countries – both specialists involved in the development of AI systems and those who implement such 

technologies into production processes. The presented opinions of Russian scientists on the development 

of AI-based technologies allow us to form a more accurate understanding of the AI possibilities, as well 

as to see promising areas of research. 

V.A. Tsvetkova, M.A. Polozhikhina 
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Introduction 

According to one definition, artificial intelligence (AI) is a computer simulation of human 

intelligence1. As a scientific discipline, it emerged in the middle of the twentieth century. The underlying 

theory assumes that all cognitive functions (learning, thinking, evaluation, perception, memory, scientific 

discovery or artistic creation) can be described with an accuracy that allows to program the computer to 

reproduce them. For nearly 70 years, AI has been evolving in sequential cycles along with the 

advancement of computers and the growth of their processing power. 

In the 1980s, the concept of machine learning2 was developed, allowing a machine to infer a “rule 

to follow” based solely on data analysis. During this period, most of the currently used training 

algorithms appeared (neural networks, deep learning, vector machine support, etc.). 

In the 2000s, a new cycle of innovations began in the field of AI, caused by the accelerated spread 

of the Internet and the creation of large computing infrastructures with access to huge volumes of data 

(Big data). Due to these facts, and due to the development of deep learning methods, AI has achieved 

some success in areas such as visual recognition, document analysis, and machine translation. 

Nevertheless, most modern AI systems are incapable of performing full-scale thinking and 

decision-making tasks. Unlike the human brain, capable to infer conclusions from a limited number of 

examples and to apply the knowledge gained in other situations3, the performance of an AI system 

depends on a large amount of data about certain events and significant computing power for training. 

Since the beginning of the XXI century, AI is perceived as one of the driving forces behind the 

revolution, not only in technology, but also in the society as a whole. On the one hand, advances in AI are 

expected to lead to higher consumption and productivity in most industries, to improvements in education 

and health, to better risk management, etc. On the other hand, people fear massive job losses in the 

developed countries, the need for widespread retraining of personnel, the expansion of the digital divide 

in society, and a number of other potential risks caused by AI adoption. Doubts about the safety of AI 

technologies are substantiated by the absence of transparency in decision-making processes, by potential 

                                                 
1 There is no universally accepted definition of AI [Dvorak, 2020]. 
2 In our opinion, the widely spread in Russian language translation of term “machine learning” as «машинное 

обучение» («mashinnoe obuchenie») does not quite adequately reflect the essence of the process. A more accurate translation 
of the term would be «обучение машин» («obuchenie mashin»), which is much less common. 

3 Revealing the differences between learning mechanisms of machines and humans is currently one of the main 
directions of research in the field of AI. 
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gender bias, interference with privacy, as well as by the use of AI for criminal purposes (phishing on the 

Internet, malware with a high adaptability, systems for the distribution of “fake news” etc). 

Experts recognize that AI is a double-edged weapon and warn of the existing and emerging new 

threats. AI-assisted cyberattacks are particularly effective, difficult to detect, and directly target the 

vulnerabilities of intelligent systems. Cyberattacks are difficult to combat because software and algorithm 

developers cannot determine in advance how the results of their work will be used [Sinapin, 2020, p. 11]. 

Despite the existing and potential AI-related problems, this technology is gaining popularity in 

various fields of human activity around the world. Currently, 32 countries have published their AI 

strategies, and 22 countries are developing them [Artificial Intelligence Index ... , 2021, p. 155]. For 

example, in Russia in 2019 the “National Strategy for the Development of Artificial Intelligence until 

2030” was approved (Decree of the President of the Russian Federation of 10.10.2019 № 490 “On the 

Development of Artificial Intelligence in the Russian Federation”). The French national strategy for the 

development of AI was presented by the President Emmanuel Macron in 2018, etc. At the same time, the 

United States, China, Israel, Canada and the United Kingdom are the indisputable leaders in the 

development and application of AI technologies. 

AI technologies and their practical application 

AI technologies are new and too difficult for non-specialists to understand – the so-called “black 

boxes”. Therefore, many fears, speculations and outright ignorance are associated with their use. Experts 

emphasize that real AI technology is distinguished from marketing ploy by the ability of digital systems 

to input information, process it, learn and make independent decisions or take independent actions. 

Machine learning is considered a key function of AI [Dvorak, 2020]. 

Experts point out that deep learning is at the heart of everything that is associated with AI 

applications. In turn, this is just a subset of machine learning methods, characterized by the use of neural 

network models that imitate the work of the human brain. Any neural network model is trained on large 

datasets to acquire some skills. But even the designers do not fully understand how the network uses these 

skills. The reason is that such models work with images formally, without any understanding of what they 

do. Trust in systems built on the basis of machine learning is becoming one of the most important issues 

for many deep learning applications. The speed and scale of AI adoption to a large extent depend on our 

answers on them [Chernjak, 2019]. 

Currently, the following AI technologies are most actively developed [Tehnologii i reshenija ... , 

2020]: 

– computer vision (CV) – perception, analysis and transformation of visual information;  

– natural language processing (NLP) – the perception, analysis and transformation of natural 

language (both oral speech and texts); 
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– expert systems and big data analysis – building logical chains, analytics and decision-making 

support; 

– virtual agents (chat bots and virtual assistants); 

– “deserted” and “digitized” workplaces (often combined with robotics). 

The most common AI technologies are machine learning algorithms for predictive data analysis, 

programs for automating transactional processes or analyzing images. The specific areas, where AI 

solutions are implemented, are very diverse (table 1). 

Table 1 

Global AI impact on economy * 
Nos. Sector of economy Place 

1 General AI technology 1 
2 Health-care 2 
3 Financial services 3 
4 Industry 4 
5 Trade 5 
6 Transport and logistics 6 
7 Higher education and research 7 
8 Security 8 
9 Agriculture 9 

10 Recreation 10 
11 Legal services 11 
12 Utilities 12 
13 State management 13 
14 Environment 14 
15 Liberal professions 15 

* Source [Intelligence artificielle – État de l’art et … , 2019, p. 115]. 
 

The financial sector, primarily large banks, is the leader in AI implementation. The coronavirus 

pandemic has dramatically accelerated the pace of AI adoption in medical and biological sciences in 

general. In the near future, AI has the potential to revolutionize medical diagnostics and drug discovery 

and development. AI solutions in the field of advertising and marketing (including financial 

organizations) are also generously funded [Gapotchenko, 2021]. 
Great hopes are pinned on the use of AI technologies in agriculture, especially in crop production 

(quality control of crops and harvesting, weed control, etc.). The unmanned vehicles systems, quality 

control of manufactured products, logistics and retail, as well as management in the electric power 

industry, housing and communal services are recognized as the promising areas for AI-led improvements. 

AI capabilities are actively used in the field of culture: the creation of video clips, musical and 

literary works and even paintings, photography and journalism, computer games. AI technologies are 

gradually transforming the system of education. 

The use of AI technologies in state administration opens up wide prospects: the fight against crime, 

analysis of citizens' behavior (monitoring and analysis of social networks), support for complex 
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management decision making, etc1. AI technologies are already helping to improve mapping and 

navigation, accept the roles of translators and virtual assistants for ordinary users. 

In August 2020, IDC2 analysts estimated the global AI market (software, hardware and services) at 

$ 156,5 billion, which is 12,3% more than in 2019. According to the February 2021 forecast, the volume 

of the AI market in 2021 will reach $ 327,5 billion, and by 2024 it will grow to $ 554,3 billion (average 

annual growth – 17,5%). Software accounted for 88% of the AI market in 2020, but it is the slowest 

growing category (17,3% per year). The largest segment is AI applications (50%), the fastest growing 

segment is the segment of software platforms (with compound annual growth rate at 32,7%). AI services 

accounted for 7% of revenue in 2020. This segment grew more slowly than the AI market as a whole 

(13% in 2020), but in the coming years the demand for services will grow and the average annual growth 

will reach 18,4%. This category, in turn, is divided into two more segments: IT services and business 

services. The former accounts for 80% of revenue from services, and it will grow faster until 2024 when 

the growth rate of business services will overtake it. The hardware market in 2020 accounted for about 

5% of AI revenue. In the future, it will grow slightly and in 2024 will reach 5,5% ($ 30,5 billion). North 

America is the leader among geographic markets, accounting for up to 40% of global revenue from AI 

solutions [Gapotchenko, 2021]. 

The rapid growth of the AI market is motivated by a group of leaders: Amazon, Google, IBM and 

Microsoft. Of the 20 largest companies in this field, 14 are from the United States (70%), 3 come from 

China (Alibaba, Tencent, Baudi) and another 3 from Germany (SAP, KNIME, RapidMiner) 

[Gapotchenko, 2021]. 

According to IDC, in Russia, the volume of spending on AI-based solutions in commercial and 

government organizations at the end of 2020 increased by 22,4% compared to 2019 and reached $ 291 

million [Bahur, 2021]. But that only accounts for 0,2% of the global AI market. It is expected that the 

average annual spending in Russia on AI solutions will grow at an accelerated rate – at the level of 18,5% 

until 2024. In 2023, the Russian AI market will surpass the $ 500 million mark, and by 2024 its volume 

will reach 555,1 million [Bahur, 2021]. However, even with such high growth rates, the share of the 

domestic AI market on the global scale will decline in absolute terms to 0,1% by 2024. 

The main consumers of AI technologies in Russia are the government sector and financial 

institutions. The latter are actively implementing these technologies to analyze and investigate fraud, 

prevent cyber threats, automate internal and external routine operations, improve and personalize 

                                                 
1 The article discusses only civilian AI applications. 
2 International Data Corporation (IDC) is an international research and consulting company founded in 1964 that studies 

the global information technology and telecommunications market. It is a division of the International Data Group publishing 
company headquartered in Framingham, Massachusetts, USA. IDC employs more than 1,100 analysts in 110 countries around 
the world who collect and process information about local IT markets (based on Wikipedia). 
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customer service, and increase the effectiveness of targeting1. In addition, marketing and advertising, 

retail, telecommunications and the industrial complex are named as the leading sectors in the AI 

implementation. Retail and wholesalers are investing in AI to solve logistics problems, optimize prices, 

study customer behavior, create chat bots, and generate digital product recommendations. The 

manufacturing sector is introducing AI elements to automate equipment service and maintenance, 

improve product quality management and work safety and to upgrade technological processes, often in 

conjunction with projects based on IoT and robotics [Bahur, 2021; Hvatkov, 2021]. A 2019 study by the 

Russian Association for Electronic Communications (RAEC)2 and NRU HSE with the support of 

Microsoft showed that the most frequently used type of AI-based solutions in Russia are virtual 

assistants: they are used by 38% of managers and leading specialists. The second place was given to 

predictive analysis (35%) and machine learning (35%) [Jeksperty nazvali ... , 2019]. 

The largest companies in the development and use of AI technologies in Russia are Sber («Сбер») 

и Yandex («Яндекс»), as well as Mail.ru. Although there are other, smaller, but rather successful 

companies (VideoMatrix, EORA, Sensor-Tech («СенсорТех»), Lanit («Ланит»), VisionLabs, etc.) 

[Hvatkov, 2021; Korolev, 2020]. 

The prospects of the Russian market are associated, first of all, with the scale of government 

investments within the framework of the Federal project “Artificial Intelligence” aimed at expanding 

digital services for citizens and the use of AI in the operation of infrastructure (electricity, housing and 

communal services, road traffic management, etc.). It is expected that introduction of AI technologies into 

the healthcare system will accelerate, too (diagnostics and treatment, the creation of digital assistants to 

process patient requests, etc.) [Bahur, 2021]. 

The spread of AI technologies in Russia is largely constrained by the lack of appropriate legislative 

regulation and the limited financial resources of companies (with the high cost of implementation and the 

risks associated with the transition to AI technologies). According to experts, talking about the 

widespread use of these technologies in the Russian economy and social sphere is premature [Hvatkov, 

2021]. 

The views of Russian experts do not quite coincide with the opinions of their foreign colleagues. 

According to a 2017 survey (among representatives of 260 large organizations operating around the 

world)3, the main factors limiting the introduction of AI technologies are the lack of IT infrastructure 

(40%) and the lack of qualified personnel (34%). Less critical factors include insufficient funding for 

                                                 
1 Targeting is an advertising mechanism that that breaks a large market into smaller segments to concentrate on a 

specific group of customers within that audience (target audience), and to show advertising to it. 
2 A non-profit organization established in 2006. Currently, it includes more than a hundred players in the electronic 

communications market, including Mail.ru Group, Facebook, Google, Rambler, etc. 
3 The survey was conducted by technology market research company Vanson Bourne commissioned by Teradata 

Corporation. 
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implementation (30%); restrictions related to established procedures, rules and rights (28%), as well as 

the impact on consumer expectations (23%). Only 19% of respondents complained about insufficiently 

developed feasibility study for the introduction of AI technologies, and only 20% think about the impact 

of AI and automation on the morale of personnel [Vlijanie tehnologij ... , 2019]. 

Social sciences and the development of artificial intelligence technologies 

Considering the involvement of scholars of social disciplines in the development of AI, two sides of 

this process should be distinguished: the analysis of the use of AI technologies in various fields of human 

activities and the application of AI technologies directly in the social sciences. 

In the first case, social scientists concentrate on studying the positive and negative consequences of 

AI entering our everyday life. Naturally, most attention is paid to the risks and threats associated with 

new complex technologies, something the society needs to get ready to and overcome. 

The general debates often focus on risks of software hostility, random risks, passive risks, the risk 

of incomprehensibility, etc. [Shpil'berg, 2021]. The AI-based predictions, data analysis and decision 

support may be associated with the following risks [Poljakova, 2020]: 

1. AI predictions can lead to bias. 

2. AI is ineffective in dealing with limited data. This creates a qualitative risk, primarily of the 

“unknown known” type, when the forecast claims reliability, but is incorrect. 

3. Inaccurate inputs mislead prediction engines; users are vulnerable to hacker attacks. 

4. A variety of prediction machines, like a biological variety, involves a trade-off between outcomes 

at the individual and systemic levels. Uniformity increases productivity at the individual level, but 

increases the risk of system failure. 

5. Data from prediction machines is accessible, therefore theft of intellectual property is likely, and 

hackers will learn about the weaknesses of the machine. 

6. Feedback data can be tampered with to train the prediction engine in destructive behavior. 

Automation of intellectual human activity and the performance by AI technologies of some 

functions that previously belonged exclusively to humans create a number of complex ethical problems, 

including [Gavrilova, 2021]: 1) what people will do if AI replaces them in their workplaces; 2) who is 

responsible for AI errors; 3) how do we distribute the wealth created by machines; 4) how machines will 

affect human behavior and interaction; 5) how can we guard against AI mistakes; 6) how do we eliminate 

AI bias; 7) how do we keep AI from adversaries; 8) how do we protect from unintended consequences of 

AI; 9) how do we stay in control of an intelligent system that is smarter than people; 10) how do we 

define the humane treatment of AI. 

The greatest concern is caused by the destructive use of AI technologies and the existence of 

algorithmic bias, expressed in the sexism and chauvinism of AI recommendations. Although, according to 
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some analysts, AI does not possess any bias of its own, and the inappropriate predictions, as usual, are 

explained by the human factor [Chernjak, 2019]. 

In order to prevent possible negative social and economic impact of artificial intelligence on our 

society, a comprehensive research by specialists from all disciplines of social sciences (philosophers, 

sociologists, economists, lawyers, political scientists, cultural scientists, etc.) is required. Their scientific 

recommendations will serve as the basis for measures of legal and economic regulation of AI 

technologies. It goes without saying that regulatory measures must comply with the principles of 

sustainable development and social progress, contribute to the co-evolution of society and technology. 

Regarding the second issue “AI technologies in social sciences”, the process is only at the early 

stages of development. There is a noticeable lack of specialists familiar with AI technologies. This calls 

for retraining for social sciences scholars and the introduction of relevant subjects in higher educational 

institutions of the social and humanitarian profile. 

Philologists and linguists, quite understandably, are at the forefront in the development of AI 

technologies. It is impossible to imagine the development of machine translation technologies and search 

engines, natural language processing without their participation. 

Libraries and the library community as a whole, as well as scientific organizations engaged in 

information research, have great potential for the development of AI technologies. In Russia, these 

include, in particular, the All-Russian Institute for Scientific and Technical Information of the Russian 

Academy of Sciences (VINITI RAN), the Institute for Scientific Information on Social Sciences for the 

Russian Academy of Sciences (INION RAN), the Russian State Library (RSL), the State Public Scientific 

and Technical Library of Russia (SPSTL), the Library for Natural Sciences of the Russian Academy of 

Sciences (BEN RAS), etc. However, their capabilities in this direction are clearly underestimated. 

At the same time, the training of neural networks requires accessible and extensive databases in 

various areas of human activity. On the one hand, this requires large-scale digitization of the accumulated 

information resources, their translation into a machine-readable electronic form. On the other hand, it 

involves the structuring and standardization of a gigantic information flow. It is obvious that such type of 

work is quite traditional for large libraries and scientific information organizations. 

This raises the problem of the openness (accessibility) of the accumulated data. The exclusion of 

important information (discoveries) from the public field or the refusal to provide them free of charge 

leads to distortions in the training of neural networks or incorrect AI recommendations. The attempt to 

resolve this issue within the framework of the Open Science Project1 comes into conflict with the 

principles of protecting intellectual property and trade secrets. 

                                                 
1 A collective term for various movements whose activities are aimed at removing barriers to the exchange and 

production of scientific knowledge (based on Wikipedia). 
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Another problem is the access of social scientists to supercomputers designed for scientific research 

in the field of AI, and the actual availability of supercomputers in Russia. 

The global rating of the 500 largest supercomputers in 2020 includes only two Russian machines: 

Christofari (maximum power of about 6,7 pflops1) created by Sber and Lomonosov-2 (2,5 pflops) at 

Moscow State University. The Cray XC40 1,3 pflops supercomputer that operates at the Federal Service 

for Hydrometeorology (Roshydromet) falls outside this list. At the same time, the most powerful Japanese 

supercomputer Fugaku as of June 2020 had a peak power of 415,5 pflops. The Chinese supercomputers 

occupy 226 positions in the list with a total power of 565 pflops. The United States is in second place 

with 114 supercomputers, but in terms of gross performance (644 pflops), they come out on top in the 

world. The third place is occupied by Japan with 30 systems (530 pflops of gross performance). France 

has 18 of the Top500 supercomputers and Germany 16 [Superkomp'jutery (mirovoj rynok), 2020]. It is 

obvious that Russia is lagging behind in this direction, and this has a significant negative impact on 

research in the field of AI. 

Conclusion 

According to expert opinion the attitude of the general public and scientific community towards AI 

is gradually turning to cautious support, and unnecessary expectations are no longer placed on AI 

adoption. On the “hype curve”2, they move towards the “trough of disillusionment” [Gapotchenko, 2021], 

but they are still far from the “plateau of productivity”. 

Experts emphasize that the computer has been and will be a tool for expanding the human 

intellectual potential. The main task is not to create artificial intelligence, but to develop systems called 

Intelligence amplification, cognitive augmentation or machine augmented intelligence [Chernjak, 2019]. 

AI technologies are unlikely to ever completely replace humans. According to Yann LeCun, 2018 

Turing Prize3 winner, “For AI to equal the power of the human brain, hundreds of thousands of GPUs, 

performing 1,013 operations per second, each consuming about 250 watts, would have to be connected to 

a giant a computer that consumes at least 25 megawatts. These energy costs are a million times higher 

than those of the human brain” [L’intelligence artificielle ... , 2020, p. 65]. 

Not all functions of natural intelligence can be formalized and automated. Scientists talk about three 

realistic directions for the development of AI technologies [Finn, 2019]: 

                                                 
1 Flops is a measure of computer performance that shows how many floating point operations a given computing system 

performs per second; petaflops (pflops) = 1015 flops. 
2 Gartner Hype Cycle for Emerging Technologies is a graphical presentation to represent the maturity, adoption, and 

social application of specific technologies, which includes five stages: “technology trigger”, “peak of inflated expectations”, 
“trough of disillusionment”, “slope of enlightenment” and “plateau of productivity” [Gartner Hype Cycle ... , 2019]. 

3 The Turing Award is the most prestigious award in computer science given by the Association for Computing 
Machinery (ACM) for contributions of lasting and major technical importance to the computer field. – URL: 
https://ru.wikipedia.org/wiki/ (date of access 30.03.2021). 
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1) creating human-machine partnerships; 

2) implementing reasoning, including learning in the synthesis of cognitive procedures; 

3) building an intelligent robot, that is, connecting three modules: an intelligent system, a sensor 

unit (communicating with the environment in a dynamic mode – vision, hearing, touch, even smell) and 

mechatronics. 

The prospects for AI technologies are largely related to the quality and quantity (availability) of 

data. 

Despite the existing risks, AI-based solutions are increasingly used in various spheres of human 

life, although their proliferation is hindered by the imperfect technical infrastructure, including lack of 

computing power and limitations in communication systems. 

O. Ezratty, a high-tech expert, believes that 5G1 communications are among the key technologies 

that will be used over the next ten years, along with AI technologies, sensors, processors and data storage 

systems. There is a tendency to consider the above technologies in isolation from each other, while, in 

fact, they are closely related. Thus, AI is “powered” by IT-transmitted sensor data. From this point of 

view, success in the field of AI depends, among other things, on the ability to quickly build the latest 

mobile networks, i.e. 5G. In addition to ever-increasing speeds, this technology allows a huge number of 

objects to be connected to the Internet and collect data that serve as a resource for AI. However, European 

countries (and Russia) are already lagging behind the USA, China, South Korea and Japan in the 

development of 5G networks [Manière, 2018]. 

Other constraints on the introduction of AI technologies (both in Russia and in other countries) are 

the shortage of relevant specialists and the lack of financial resources, as well as imperfect state 

regulation. 

It is obvious that investment and attention only to the development of AI technologies themselves is 

not enough. They also need appropriate technical and social innovations. New social mechanisms cannot 

be created without the involvement of social scientists, without incorporating accumulated knowledge 

about man and society. 
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Introduction 

The world community has entered a period of digital transformations that are fundamentally 

changing all spheres of people's lives and activities. One of the key areas of digitalization is the 

development of artificial intelligence technologies. They represent a variety of computer applications 

(programs) that “understand” human language and perform functions of virtual personal assistants, can 

play games with people, etc. Artificial intelligence also includes computer robotics that sees, hears and 

responds to sensory stimuli. The introduction of a family of technologies based on the AI principles 

makes it possible to narrow the gap in informational and various social services and, in some cases, to 

surpass human capabilities in various fields of activity. For example, computer vision systems are 

becoming more and more accurate and can detect objects among the mass of similar ones better than 

humans. Speech recognition systems are able to analyze telephone conversations and voice recordings at 

a level that matches human abilities. 

The spreading new digital technologies have an increasing impact on modern civilization. Artificial 

intelligence technologies are changing processes in industry, energy, education, healthcare and banking, 

as well as affecting population mobility. It is predicted that in the long term AI technologies will lead to 

significant economic shifts caused by the growing labor productivity through the use of machines that are 

capable of performing new functions (self-driving cars, advanced robots, “smart” assistants to support 

people in their daily lives, etc.) [Metz, 2017]. Presumably, this accelerates the transition of the world 

economy to the path of sustainable development  

This article studies the impact of introducing artificial intelligence technologies on global economic 

growth, the labor market (employment) and the financial (banking) sphere. 

Artificial intelligence as a scientific category and modern technology 

Artificial intelligence is a loose concept with no generally accepted definition. For the first time the 

term “artificial intelligence” (AI) was used by the American specialist, the founder of computer science, 

J. McCarthy in 1956 at the Dartmouth Conference of Cognitive Scientists, whose goal was to create 

intelligent machines that work and make decisions like humans. He defined AI as “a way to make a 

computer, a controlled robot or a program, think as intelligently as a person” (cited from [Vislova, 2020, 

p. 19]). The British mathematician Alan Turing defined a “true” sign of computer intelligence as a state 
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when the questioner cannot distinguish between human and computer responses (cited from [Diamandis, 

2015]). American researchers in the field of computer technology – Bar and Feigenbaum – define AI as a 

field of informatics that develops intelligent computer systems with capabilities of the human mind 

(understanding the language, learning, the ability to reason) (cited from [Il'in, Panchenko, Kovaljova, 

2018]). 

In the research by the Analysis Group, Inc., funded by Facebook, AI is defined as computing 

devices and systems designed to be intelligent, and incorporating technologies that mimic human 

learning, inference, understanding of complex content, dialogue with people, and improve cognitive 

abilities or replace people in performing both routine and complex tasks. The range of AI development 

determines its impact on the global economy: a more limited economic impact – the so-called weak AI, – 

or solving a wide range of problems, including the creation of robots with human-like intelligence, which 

corresponds to a significant economic impact, – strong AI [Global economic impacts ... , 2016]. Another 

study defines AI as artificial intelligence (human-like) that can learn, reason, plan, perceive or process 

natural language. AI is divided into narrow AI and general AI. The first is designed to perform tasks in a 

specific area (for example, language translation). The second is hypothetical and domain independent but 

can learn and perform tasks in any domain. At present, mainly narrow AI is utilized, which ensures the 

development of new algorithms and models in the field of computer informatics and is defined as 

machine learning [Global economic impacts … , 2016]. 

Recently Russian scientists started paying more attention to theoretical and practical aspects of AI 

technologies, primarily, to machine learning in image processing and pattern recognition; to robot 

collaboration in solving team tasks; cognitive computer models for natural language processing, research 

support systems; AI for information security. The most prominent specialists in AI applications are: 

S.N. Vasil'ev (С.Н. Васильев) – logical methods in control theory; S.Yu. Zheltov (С.Ю. Желтов) – 

information processing in complex control systems; Ju.I. Zhuravljov (Ю.И. Журавлёв) – pattern 

recognition theory; N.V. Vapnik (Н.В. Вапник) – machine learning theory [Sokolov, 2019]. In the 

Presidential Decree called “Strategy of the Information Society Development in the Russian Federation 

for 2017–2030”1, AI is characterized as software systems and algorithms with the ability to solve certain 

problems in the same way as humans. 

According to some estimates, the global economic impact associated with the use, development and 

implementation of AI in the period 2015–2025 can reach 1,49 to 2,95 trillion dollars [Markoff, 2015]. It 

is predicted that during this period, AI will become most widespread in the following areas: 

                                                 
1 Strategija razvitija informacionnogo obshhestva v RF na 2017–2030 gg. (utv. Ukazom Prezidenta RF N 203 ot 

09.05.2017) // Garant. Informacionno-pravovoj portal. – 2017. – URL: http://www.garant.ru/products/ipo/prime/doc/ 
71570570/ (date of access 03.04.2021). 



Ivanovskiy B.G. 
Opportunities and limitations of using the artificial intelligence technologies 

 23

– automatic construction of analytical models using algorithms that allow machines to work without 

human intervention in such areas as predicting causal relationships based on biological data, developing 

new drugs and fraud protection services, unmanned transport; 

– improving natural language processing, allowing computers to analyze, understand and generate 

language to interact with people. The application areas include transcript of dictated clinical documents, 

automatic compilation of articles, translations of texts and speeches; 

– creating virtual personal assistants that remind and schedule meetings for users, maintain their 

personal financial accounts and search for suppliers of various services; 

– the spread of computer vision applications that convert objects, scenes and actions into images, 

for example, describing object for the blind, developing pedestrian and cyclist detection systems for 

unmanned vehicles, and terrain maps (navigation devices). 

The emergence of new functions and services based on machine learning and AI models 

significantly affects the social and economic development of countries, regions and the world community 

as a whole. 

Impact of artificial intelligence on economic growth 

According to the McKinsey Global Institute, AI technologies could provide additional global GDP 

growth up to 13 trillion dollars by 2030, which amounts to 1,2% additional average annual GDP growth. 

If these predictions come true, the influence of AI would be comparable to the influence of other 

universal technologies in the world history. For example, the introduction of steam engines in the 1800s 

increased annual labor productivity by about 0,3%, robots in the 1990s by about 0,4%, new information 

and communication technologies (ICT) in the early 2000s – by 0,6% [Wladawsky-Berger, 2018]. 

Experts studied the five most common AI technologies: computer vision, natural language, virtual 

assistants, robotic process automation, and advanced machine learning. The baseline data included 

surveys of approximately 3,000 firms in 14 different industries, as well as the economic performance of 

some international organizations. Calculations have shown that by 2030, about 70% of companies will be 

able to implement at least one type of AI technology, and at least 50% of them will fully master all five 

[Wladawsky-Berger, 2018]. 

Other researchers used the S-curve pattern to calculate the impact of AI on economic growth. The 

curve predicts a slow start (due to the significant costs and investments associated with researching and 

deploying new technologies), and fast acceleration due to the cumulative effect due to improved 

innovation opportunities and competitive success. With AI impact on the economy growing at an 

accelerated pace, AI contribution to economic growth by 2030 may be three or more times higher than in 

the next five years. This “slow burn” pattern can also be interpreted as a proof that the effect of the AI 

introduction is limited in the long term. However, the authors of the study support a different opinion. 
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They believe that the benefits to enterprises that adopt these technologies earlier will grow in the coming 

years at the expense of firms that do not implement them or implement them to a limited extent [Notes 

from the AI frontier ... , 2018]. 

Many developed countries are already forced to intensively introduce AI technologies in order to 

increase labor productivity growth, since their GDP growth rates tend to slow down (largely due to 

population aging). Moreover, high wages in these countries increase incentives to replace labor with 

machines. Countries leading in AI adoption are converting their achievements in this area into material 

advantages. In particular, economically developed countries can receive 20 to 25% of net economic 

benefits by 2030 due to the development and implementation of AI technologies [Solving the productivity 

puzzle, 2018]. 

Developing countries find other opportunities to improve production efficiency, including 

borrowing advanced technology and restructuring their economy. Consequently, they have less incentive 

to promote AI technologies that provide relatively low economic benefit. It is believed that these 

countries can receive an additional 5 to 15% of net economic benefits by 2030 from the introduction of 

AI technologies [Solving the productivity puzzle, 2018]. However, some developing countries are 

exceptions to this rule (e.g. China). 

Some countries have already announced initiatives and plans to stimulate the use of AI technologies 

in the economy. Here are a few examples as of the end of 2018. 

EU member states have announced their intention to actively cooperate in the AI sphere in order to 

ensure Europe's competitiveness in these technologies and to jointly tackle the social, economic, ethical 

and legal challenges posed by AI adoption. By 2020, AI research received 24 billion dollar investment 

[Assessing the Economic ... , 2018]. The US government is providing priority funding for AI research and 

computing infrastructure. Between 2015 and 2018, investments in unclassified R&D in AI and related 

technologies grew by more than 40% [Shifting toward ... , 2018, p. 7–8]. 

China is paying close attention to advancing AI technologies. As part of the 13th five-year plan 

(2016–2020), it was planned to create an internal 1 trillion yuan ($150 billion) AI market by 2020, and by 

2030 become the world's leading AI center. Private Chinese companies are also actively promoting AI 

technologies. Three Chinese Internet giants – Alibaba, Baidu, and Tencent – together with iFlytek, a 

voice recognition technology leader, have joined a “national team” to develop AI in areas such as 

driverless vehicles, smart cities and medical imaging. In 2017, the South Korean government created the 

Presidential Committee of the Fourth Industrial Revolution and announced that it would invest $2 billion 

by 2022 to expand research and development in AI [Assessing the Economic … , 2018]. The Japanese 

government prioritizes AI and robotics development in its economic revival strategy and increased 

spending on AI by the end of 2020 by 900 billion yen ($8 billion) [Assessing the Economic ... , 2018]. 
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In Finland, economists predict that if economic growth is ensured only by current activities 

(excluding the influence of AI), then the country's annual GDP growth by 2030 will stay at 0,8% level, 

and the net employment rate will decrease by 0.5%. These figures will drastically improve if AI 

technologies are adopted. In this case, the average annual growth rate of Finland's GDP per capita will 

reach 3% until 2030, and net employment will grow by 5% or more [Finland's age ... , 2017]. 

The automation in manufacturing as a result of the introducing new technologies can change the 

system of labor division globally. Over the past several decades, manufacturing and services in some 

sectors of the economy have moved from developed countries to emerging market economies due to 

comparatively low labor or material costs. However, with the introduction of AI technologies, the old 

incentives are waning. Many companies, instead of moving their production processes offshore, choose to 

automate some of their on-site operations. In addition, if the development of AI technologies becomes a 

concentrated industry with a limited number of participants or in a certain geographic space, this will lead 

to increased inequality within and between national communities [Frey, Osborne, 2013]. 

AI technology can significantly benefit businesses. The company PEGA1 provides the following 

average annual results of its activities using AI technologies: increase in the number of customers – from 

10 to 30% (or 2,5 million new clients); increase in the number of network promoters – by 30–50%; 

renewal of the company's clientele – from 500 to 800% [Incumbents strike back ... , 2018]. 

Real-time customer engagement is one area where AI technologies are successfully deployed and 

deliver unprecedented business benefits. The big data availability provides the ideal conditions for 

machine learning. As a result, there has been a leap in AI development since the early 2000s: many 

companies can test and upgrade AI models using data from millions of customer contacts per day. AI 

models are getting faster and more complex, i.e. “cleverer”. High-efficiency equipment, combined with a 

continuous stream of large amounts of real-time data from many communication channels, provide fast 

feedback and allow optimal decisions to be made [Incumbents strike back ... , 2018]. 

Another increasingly tangible way of benefiting from AI technology in companies is the use of 

information management platforms. Nearly half of the more than 12,000 organizations included in the 

IBM Global C-Suite study2 are either already investing in such a platform or are considering investment. 

Over 65% of executives surveyed consider AI-based platforms as their strategic goals [Incumbents strike 

back ... , 2018]. 

Leaders in the development and implementation of AI technologies usually already have a 

developed ICT base and are more inclined to invest in such innovations. It is assumed that such 

                                                 
1 The American company Pegasystems is a leader in the field of software for customer engagement and operational 

efficiency. Pega's adaptive, cloud-architected software – built on its unified Pega Platform – empowers people to rapidly 
deploy and easily extend and change applications to meet strategic business needs. 

2 IBM Institute for Business Value (IBV) global senior management survey to identify innovation leaders. Since 2003, 
IBV has collected data and insights from over 50,000 business leaders and professionals around the world. 
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companies can double their cash flow by 2030 (the economic benefit obtained minus the corresponding 

investment and transition costs). This implies an additional annual increase in net cash flow of about 6% 

over the next 20 years. On the other hand, companies lagging behind the current trends (nonadopters) 

may face an approximately 20% decrease in cash flow compared to current level (if the income-

expenditure model remains the same). In addition, market share is likely to redistribute from nonadopters 

to leaders, the productivity gap between companies will grow and takeovers of non-adopters by more 

successful competitors will follow. Thus, the benefits from the introduction of AI technologies in 

business environment will be distributed unevenly [Notes from the AI frontier ... , 2018; Shifting toward 

…, 2018]. 

According to some estimates, in the period 2016–2036 the economic effect of investments in 

companies developing AI technologies could reach from 296,5 to 657,7 billion dollars in high-income 

countries. With venture investments in AI during the same period, the GDP in these countries could 

increase from 63,1 to 115,5 billion dollars. The economic effect of these forms of investment (excluding 

capital investments in AI) will be from 359,6 to 773,2 billion dollars over ten years [Global economic 

impacts ... , 2016]. 

According to the popular Russian concept of changing technological phases (S.Ju. Glaz'ev 

(С.Ю. Глазьев), Ju.V. Jakovec (Ю.В. Яковец), V.E. Lepskij (В.Е. Лепский), G.G. Malineckij 

(Г.Г. Малинецкий), et al.), the world economy currently operates within the framework of the fifth 

technological phase (period from about 1985 to 2035) and relies heavily on ICT advancement. The 

accelerated development of new technologies, observed in Japan, the USA, China and South Korea, 

allows experts to assert that these countries have moved ahead of schedule to the sixth technological 

phase. At the same time, the transition to the next level does not mean that all the instruments of the 

previous technological phase have been eliminated. For example, in the United States, the technologies in 

use indicate the prevalence of the fifth technical phase with elements of the sixth [Vislova, 2020, p. 14]. 

It is believed that “humanless” artificial intelligent systems will form the basis of the sixth 

technological phase (period from approximately 2035 to 2045). The robotic systems intensively 

introduced into the economy and social sphere support this hypothesis [Vislova, 2020, p. 14]. 

At present, there are 69 industrial robots for every 10 thousand workers in the world, with 540 in 

South Korea, more than 300 in Japan, and 2 in Russia [Vislova, 2020, p. 16]. It is estimated that in ten 

years the market for AI robotics will amount to tens of billions of dollars. 

Russia, unlike a number of developed countries, has not reached the fifth technological phase. An 

opinion circulates that the country “missed” the fifth technological phase (microelectronics, ICT, 

biotechnology, etc.), lost skills in organizing large-scale scientific and technological projects with the 

resulting stagnation of the economy. The major risk is to allow to “miss” and the sixth technological 

phase, as this will lead to a hopeless technical backwardness of the country on the periphery of the world 
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economy. Being on a par with Nigeria or Myanmar is an unenviable future. Therefore, the immediate 

strategic task for Russia is the transition to the sixth technological phase, the development and 

implementation of new technologies, including AI. These new technologies will have a systemic effect on 

the structure and volumes of production and determine 60–80% of the projected economic growth in the 

next 20–25 years [Vislova, 2020, p. 20]. 

Artificial Intelligence and labor market 

The impact of AI technologies on the labor market is ambiguous and multifaceted. AI changes the 

demand for labor. The market needs a shift from the performers of repetitive (routine) tasks to those with 

social-cognitive and digital skills. The share of routine jobs or low levels of digital skills may decline 

from 40% of current total workforce to 30% or less by 2030. In turn, it is expected that the largest 

increase in employment in this period – from 40 to 50% – will occur in the field of highly skilled jobs and 

where advanced digital skills are required [Skill shift ... , 2018]. 

These processes will also affect the pay structure. It is estimated that about 13% of the total payroll 

will be redistributed to pay those with complex jobs that require advanced digital skills. Conversely, 

workers with routine functions or low digital skills may see their wages frozen or reduced. The share of 

unskilled labor in the total wages fund during 2020–2030 may drop from 33% to 20% [Skill shift ... , 

2018]. 

The widening employment and wage gap will result in an increased demand for those capable to 

develop and use new technologies, including AI. On the other hand, there appears a situation of excessive 

structural supply for a part of workforce with low digital and cognitive skills, unable to work with 

automated intelligent systems. 

According to A. Korinek and J. Stiglitz, in the coming decades, a person in the labor market may 

well become unnecessary. The basic needs of people will be satisfied from the unearned sources of 

income (social dividends, provision of a basic living wage). The political costs of such “handouts” can be 

reduced by providing free services such as health care and education, as well as by various subsidies 

[Korinek, Stiglitz, 2019]. At the same time, AI may significantly improve productivity. In turn, higher 

labor productivity contributes to an increase in people's labor income. 

Many experts believe that, in general, the adoption of AI cannot significantly affect net 

employment. Contrary to common fears, the impact of AI technology on overall labor demand is limited. 

According to the average global scenario, by 2030 the total number of jobs remains practically unchanged 

or only slightly reduced [How will automation … , 2018]. The dilemma for companies is how to use AI 

not to replace human personnel, but to allow people to work faster, more efficiently and more 

productively [Panetta, 2017]. 
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Unskilled jobs, which are relatively easy to automate, will dwindle. At the same time, the released 

workers can be used for more qualified work; their workplaces will be filled by more effective chatbots 

and robots. At the same time, automation reduces production cost, which, in turn, leads to an increased 

number of consumers and higher demand, stimulates production growth and employment. However, as 

with any new technology, AI can be destructive at first, even if the net effect of its adoption is positive 

[David, 2018]. 

In July 2017, the consulting company Allegis Group1 conducted a survey of more than 300 HR 

professionals at the senior manager level and above. Respondents reported that they had mixed feelings 

about AI adoption and its impact on future employment. For instance, 21% of respondents are simply 

curious about AI. 17% believe that AI technologies, on the one hand, reduce jobs, and on the other, create 

new opportunities. 9% are confident that in 10 years’ time AI will replace most jobs [David, 2018]. 

Such mixed assessment of AI adoption is based on the fact that these technologies do more than just 

automate manufacturing processes. AI changes the nature of work, and workers may acquire new 

responsibilities. While some jobs will be lost, others will emerge. For example, there are already a 

number of specific AI-related positions: AI mentors, specialists in computational modeling, machine 

learning, mathematics, psychology, linguistics, and neuroscience. Either way, continuous learning and 

willingness to master new skills is likely to become a requirement for almost every worker. This 

condition used to be relevant for workers in many areas, but today its importance has increased 

dramatically. 

As the demand for AI specialists grows, additional risks of employees leaving companies or 

organizations arise. The emerging startups are actively recruiting skilled workers from academia and 

corporations. Therefore, if companies do not focus on developing professional skills of their employees in 

the field of AI, they may experience a slowdown at the stages of concept development, pilot project or 

implementation of AI technologies. Overcoming this obstacle goes well beyond the competence of 

information support and IT specialists. In this case, such tools as cooperation with business partners and 

innovation, as well as appropriate financial mechanisms, should be involved [Incumbents Strike Back ... , 

2018]. 

Artificial intelligence in the financial sector 

According to PricewaterhouseCoopers, 52% of financial institutions are investing heavily in AI 

technologies, and 72% of business decision makers believe that AI adoption will be a priority in the 

future development of the financial sector [Global annual review 2020, 2020]. According to the report 

                                                 
1 Allegis Group with headquarters in Hanover, Maryland, USA is a turnkey solution provider with more than 500 

locations worldwide and $ 11 billion in annual revenue. 
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“Artificial Intelligence in Banking” by IHS Markit1 the effect of the AI adoption will reach $300 billion 

by 2030 [IHS Markit ... , 2019]. 

AI technologies are restructuring the financial sector by activating the following mechanisms [AI's 

impact … , 2021; Kak iskusstvennyj intellekt ... , 2020]: 

1. Compliance with the standards. Banks are always facing intense pressure from regulators to keep 

up to date with the latest regulations. These regulations are put in place to fight financial crimes such as 

money laundering, tax evasion, and terrorism financing while also protecting both banks and customers 

from the efforts of fraudsters. Modern AI systems can read new compliance requirements for financial 

institutions and detect any changes in them. Although AI is not yet able to completely replace compliance 

analysts2, it can definitely improve their decision-making abilities through big data analysis and by 

replacing the manual time-consuming tasks involved in their work. 

2. Improving customer support. Customer experience affects every business in the world, but more 

so the banking industry, due to the uniquely sensitive nature of its service. For customers to feel satisfied 

with their bank’s service, they need to feel assured of swift, easy access to their money 24/7, and have 

access to instant help when they need it. Previously, customers had to navigate through several FAQ 

pages on the bank’s website or wait to talk to a customer care representative over the phone within a 

specifically designated time of day. Today, financial institutions employ AI chatbots and voice assistants 

to help their clients anytime, anywhere. These chatbots can handle queries ranging anywhere from 

transaction details to purchase history to balance enquiries and more. Furthermore, and most importantly, 

they are constantly learning from previous customer interactions, so the quality of their customer service 

is evolving with time. 

3. Prevention of fraud and ensuring cybersecurity. Fraud detection and prevention is incredibly 

important to financial institutions. With the last decade’s rapid digitalization of banking, it is tied with 

cybersecurity now more than ever. Today, banks are transferring more and more sensitive information 

over virtual networks. This in turn raises their vulnerability to cyber-attacks and the risk to their brand 

credibility and reputation among customers. Despite payment fraud attacks becoming more advanced and 

complex, AI can detect fraud in large data sets within 250 milliseconds on average. According to a survey 

by PYMNTS in collaboration with Brighterion, 80% of fraud specialists who employ AI-based platforms 

believe the AI technology helps reduce payment frauds and prevent fraud attempts. 63,6% of financial 

institutions that utilize AI believe that it is capable of preventing fraud before it happens [The AI 

innovation playbook ... , 2019]. 

                                                 
1 IHS Markit Ltd is a US-British information provider based in London. It was established in 2016. 
2 Part of the management system aimed at assessing risks and preventing actions of the company's employees that 

contradict the law. 
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4. Cost reduction. It is estimated that by 2023, $ 447 billion will be saved in costs by financial 

institutions by reducing the time spent on digitizing documents, and by reducing data breaches caused by 

human error. 

Beyond the above four, another significant application of AI in the financial sector is in trading and 

stock investments. For several years now, Wall Street banks have been using AI systems for ‘large 

algorithmic trading’ which combines large volumes of high-velocity data, high-frequency trading and 

ultra-fast trade execution to gain a remarkably powerful edge over human trading. AI-driven models are 

also being used by banks to make credit risk assessment, pricing and underwriting1 much faster and more 

efficient. Modern AI technologies can do any work related to processing big data faster and better than 

humans. Thus, banks have been carrying out primary scoring2 of borrowers automatically for a long time. 

In the near future, solutions will appear related to biometric data processing where the capabilities of AI 

technologies are clearly much better and more reliable. Robots are able to perform more functions, 

reducing company’s costs. However, despite the advantages that AI provides, AI adoption in banking 

requires significant financial investments and can create serious legal problems [AI's impact ... , 2021; 

Kak iskusstvennyj intellekt…, 2020]. 

AI in Russia. In August 2020, the “Development and Regulation Concept in the field of AI 

technologies and robotics until 2024” was approved. It contains a separate Section devoted to AI adoption 

in the financial sector [Koncepcija razvitija regulirovanija … , 2020]. 

According to the authors of the Concept, the use of AI technologies in the financial sector 

presupposes specific regulation and creation of experimental legal regimes, i.e. testing in the “regulatory 

sandbox”. “Where possible, one should strive to use self-regulation and co-regulation tools, including the 

standards of self-regulatory organizations.” The document emphasizes that AI technologies are already 

present in the financial sector, and banking regulation allows AI applications. No separate law on the use 

of AI is necessary, it is sufficient to amend the existing norms and only in some cases develop new ones. 

Experiments with the introduction of AI technologies around the world are carried out by creating special 

"regulatory sandboxes". In Russia, such a “sandbox” has existed for quite a long time on the basis of the 

Bank of Russia [Koncepcija razvitija regulirovanija ... , 2020]. 

AI technologies help automate routine operations, allowing traders to focus on the best pricing for 

clients and risk management. As a result, we observe a certain re-focusing of trading towards greater 

                                                 
1 Underwriting (“subscription”) – services provided by some financial institutions, whereby they guarantee payment in 

case of damage or financial loss. There are different types of underwriting in different sectors (banking or insurance services). 
Companies offering such services are called underwriters. 

2 Credit scoring – a system for assessing the creditworthiness (credit risks) of an individual, based on numerical 
statistical methods. It is widely used both by large banks, microfinance organizations, and in consumer (store) express lending 
of small loans. Credit scoring can also be used by phone companies, insurance companies, etc. Scoring is the assignment of 
points by completing a certain questionnaire developed by underwriters, credit risk assessors. Based on the number of points 
gained, the system automatically makes a decision on approving or refusing a loan. 
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technological effectiveness of trading operations. At the same time, traders continue to carry out all large 

and non-standard operations. Banks are considering the possibility of applying algorithms to all highly 

liquid market instruments [Dadashev, Ustinova, 2019]. 

Some domestic experts believe that Russian banks are ahead of European and even American banks 

in the use of AI technologies [Kak iskusstvennyj intellekt ... , 2020]. For example, Sber («Cбер») takes 

100% of lending decisions in retail using AI, and 95% of them are generated automatically, without 

human intervention. The bank develops technologies of computer vision, language processing, speech 

analytics, which allows to reduce time, cost and improve the quality of decisions (acceleration of 

processes dozens of times). In addition, Sber uses AI for document recognition and automatic scheduling 

of employees. AI is used to interact with customers through chatbots and generate personalized offers 

[Starodubceva, 2019]. In 2019, 99% of its operations on the foreign exchange market were transferred to 

algorithms [Dadashev, Ustinova, 2019]. 

Other Russian banks are also adopting AI technologies. For example, Tinkoff Bank («Тинькофф 

банк») introduced voice assistants, chatbots, callbots and recommendation engines. In 2018, 

Gazprombank («Газпромбанк») introduced a platform for robotization of business processes, which 

relieves employees of routine operations when issuing bank cards. Automation protects the company 

from mistakes that an employee can make inadvertently. Banks are also introducing collection robots that 

call customers with small debts. Having transferred only seven operations to robots, Alfa-Bank («Альфа-

Банк») saved 20 million rubles in six months. According to forecasts, 30 automated Ai-based processes 

could save four times more – up to 85 million rubles. [Starodubceva, 2019]. 

In 2020, Rosbank («Росбанк») introduced an AI system designed by Smart Engines company, 

which allows to automatically recognize more than 70 bank details from scans and photographs of 

documents for each client in 2 seconds and perform about 15 automatic checks of banking transactions 

where identity confirmation is required [Rosbank zapustil ... , 2021]. The introduction of the “location 

intelligence” technology by Rosbank allowed the bank to concentrate information on all its branches, 

assess their potential and calculate the efficiency of offices based on various statistical information 

(activity of customers, competitor banks, population, traffic density, etc.). This made it possible to create 

a “heat” map for each city, with an assessment of the branch placing at the walking distance (100 m) for 

clients [Rosbank nachal ... , 2021]. 

At the same time, mistakes in using AI can lead banks to large financial losses. “Artificial 

intelligence tends to make decisions in large systems. A small error that has crept into an algorithm can 

lead to very serious consequences. In our experience, we have lost a lot of money due to this. A small 

mistake made by the machine on large volumes leads to billions of rubles lost”, A. Gref (А. Греф) 

admitted, answering the question about the risks of introducing this technology [Gref priznal … , 2019]. 
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Moreover, the introduction of AI in banks reduces the number of employees, especially the middle 

management. Sber has already replaced 70% of such employees. A. Gref believes that by 2025, 

digitalization will allow Sber to cut half of all its employees [Sberbank zamenil … , 2018]. However, for 

the reliable and high-quality operation of AI algorithms, it is necessary to take into account the 

digitalization errors committed earlier [Gref priznal ... , 2019]. 

Conclusion 

The adoption of AI technologies largely determines the competitiveness of countries and the level 

of public safety in the near future. It is quite possible that the economic impact of AI will be stronger 

compared to other general-purpose technologies. However, the positive effects of AI will not be 

manifested immediately. Consequently, the benefits of initial investments in AI may not be visible in the 

short term. The research predicts the increasing impact of AI on economic development over time. 

However, one should not overlook the risk of a widening technological gap between those who adopt 

these technologies quickly and those who refuse, as well as between workers with the appropriate digital 

skills and those without them. Therefore, the benefits of AI are likely to be distributed unevenly. 

Moreover, if the development and implementation of these technologies is carried out irrationally, the 

inequality will deepen, fueling various social and economic conflicts within the society. AI leaders need 

to use long-term strategic planning to overcome the negative effects of automation and digitalization of 

production processes. The enterprises adopting AI should work closely with government agencies to 

solve the voluminous task of training and retraining personnel exposed to AI technologies. In turn, people 

in these conditions need to constantly upgrade their own skills in order to meet new employment 

requirements and the needs of a dynamically changing labor market.  

It is obvious that an individual is unable cope with such a volume of information as AI. However, 

this does not mean that AI will oust people from the social and economic sphere, since it does not have 

such inherent human qualities as the ability to think, communicate, control, determine new trends, etc. If 

the algorithms take care of routine operations, then employees will always have the final control over the 

AI-managed operations. In addition, the use of AI in devices that work side-by-side with people or 

replace personnel (for example, autopilots in “smart” hospitals or in the control of various industrial 

processes) can be dangerous. The main threat of using AI now and in future is to underestimate factors 

that can lead to injuries to people. 
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“I think computer viruses should count as life. I think it says something about 
human nature that the only form of life we have created so far is purely destructive. 

We’ve created life in our own image” 
(S. Hawking, 1994) 

 

Introduction 

The main mechanism for the transfer of knowledge from person to person, from generation to 

generation is upbringing (including education). Such are the laws of nature. Such are the laws of 

civilization. These principles formed the foundation for the evolution of mankind from the very beginning 

of its existence to the present day. Children grow up to become more knowledgeable and skillful than 

their parents. Many people believe that the development of children can be controlled, that children can 

be “sculpted” in their own image and likeness or even on a whim. This is far from the case. Nevertheless, 

certain moral and ethical principles must be installed, like the basic software, at the earliest stages an 

individual’s development, so that society could progress further. 

In the case of AI, we are supposed to create “something” intellectual first, then immediately endow 

it with power that people will be unable to control, and only then we would think about the attendant risks 

and try to discuss ethics and morality with this unknown something. At present the intelligible 

philosophical concepts and regulatory documents have not yet been developed even for the use of 

unmanned vehicles. For example, if a robot car hits a person – and there have been such cases already 

[Bespilotnik Uber ... , 2018] – who will be responsible for this? 

Here is another question: without going through the biologically proven stage of moral and ethical 

development, but being stronger and smarter than the people who created it, will AI agree to listen to 

them? This problem is recognized not only by the expert community, but also at the state level. The 

National Strategy for the Development of Artificial Intelligence in Russia (NS) states that the lack of 

understanding of how AI achieves results is one of the reasons for the low level of trust and can become 

an obstacle to its development. Although the National Strategy is supposed to make significant financial 

investments and create an “ecosystem” of companies engaged in the development and implementation of 

AI, little attention is paid to the development of uniform safety standards (one subsection) [Ukaz 

Prezidenta RF ot 10.10.2019 N 490 ... , 2019, p. 34]. 

In theory, general safety rules should be developed first – but the global race for AI leaves no time 

for this. In any case, the history of other breakthrough technologies clearly shows that safety tools have 

always been created with a significant delay. 
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One of the greatest visionaries of the twentieth century, the English science fiction writer H.G. 

Wells (1866–1946), in his works often referred to the problem of mankind's mastery over power and 

energy, which, on the one hand, move progress forward, and on the other, can put civilization to the brink 

of extinction [Ujells 1964; Wells, 1908]. In contrast to the scientific works of his contemporaries, which 

described how in future atomic energy will help to “cultivate the deserts, melt the poles and turn the 

whole earth into a garden of Eden illuminated by a smile” [Soddi, 1910], H.G. Wells painted much more 

pessimistic pictures  ... And they turned out to be closer to reality than the dreams of great physicists. 

Scientists discover the objective laws of the universe and create new technologies on this basis. 

Writers are well versed in human emotions, including negative ones (greed, anger, vanity, envy, laziness, 

etc.). That is why, probably, their vision of the future society turns out to be more accurate compared to 

the ideas of specialists in the field of natural and exact sciences. While these scientists, on the brink of 

new scientific and technological breakthroughs, dream of joy and happiness brought to the world by their 

inventions, representatives of creative professions (writers, artists, directors, etc.) do not always share 

their optimism. Social scientists frequently support them. For example, Israeli military historian-

medievalist Yuval Noah Harari warns: “While progress presents us with amazing opportunities, my job is 

to draw attention to the dangers and threats associated with them. Of course, corporations and business 

people spearheading the technological revolution are first and foremost praising its achievements; that's 

why sociologists, philosophers and historians like me have the responsibility to sound the alarm, warning 

humanity that unfortunately a lot can go wrong” [Harari, 2019]. All this fully relates to the adoption of AI 

technologies, which are far from safe and may be used for good or bad ends. 

Facebook: an interrupted experiment 

Experiments on human-AI interaction sometimes end up with undesirable results. For example, in 

July 2017, it became known that the management of the social network Facebook was forced to shut 

down its AI system (the Facebook Artificial Intelligence Research project – FAIR) after the machines 

(chatbots) began to communicate in their own, non-existent language, which people did not understand. 

Initially, chatbots were created to communicate with real people. At first they corresponded in English, 

but at some point they switched to the language that they themselves created in the process of developing 

the program. The experts who interrupted the experiment expressed fear that if the bots begin to actively 

communicate using it, they would gradually become more and more independent and would be able to 

function outside the control of IT specialists [Boty izobreli svoj jazyk … , 2017]. 

Commenting on this incident, V. Malyh (В. Малых), researcher at the Laboratory of Neural 

Systems and Deep Learning at the Moscow Institute of Physics and Technology (MIPT), said: “... if you 

look into the more distant future where computers will be powerful enough, then it is worth remembering 

that a computer has no body, eyes or stomach – it will perceive everything around it in a completely 
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different way from us, and it will design its own language very much unlike ours. Since the computer will 

perceive reality differently, will have different desires and fears, it will think differently. It follows that 

the interests of people and the interests of computers will overlap weakly or not at all. So, there is a good 

chance that we will simply have “nothing to talk about”. That is, we will coexist, but practically not 

interact, as it is now with people and dolphins (the second conditionally intelligent species on our planet 

...)” [Malyh, 2017]. 

In August 2017, Facebook experienced a global outage. Users around the world have lost access to 

their accounts. Instead of their pages, they saw the following picture: 

 
 
 
 
 
 
 
 
 

Fig. 1. Screenshot of the Facebook page 
A few hours later, control over the world's largest social network was restored. This is probably just 

a coincidence. But somehow the AI Skynet from the movie “Terminator” comes to mind: a fictional 

supercomputer of the US Department of Defense which unleashed the third world war. According to the 

American sociologist Charles Perrow, an expert in the social and technological aspects of “man-made 

disasters”, certain complex systems cannot be made sufficiently safe, and the presence of systemic errors 

(common or systemic accidents) is their inherent property [Perrow, 1984]. 

Will artificial intelligence save humanity? 

“Welcome to the future. It is metal and battery-operated. There is hope, however, 
that it is harmless and will not develop ways to enslave humanity” 

[Uotson, 2012]. 
 

Soon the world will celebrate the twentieth-fifth anniversary of Deep Blue II supercomputer’s win 

over G. Kasparov (Г. Каспаров), the then world chess champion, in 1997. In 2016 Google-developed 

AlphaGo beat Lee Sedol, the planet's best master of Go, a game that isn't only based on algorithms like 

chess. Currently, more than three thousand robots around the world perform surgical operations on 

humans. Self-driving cars have already driven millions of kilometers on public roads. China already has 

developed traffic regulations for drones. The first robot lawyer has already been hired in the United 

States. Next in line are security robots, pharmacist robots, chef robots, teacher robots, nursing robots, and 

robots board members. 
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“Artificial intelligence will replace not only translators, underwriters and drivers, but also you and 

me,” says Russian entrepreneur Lev Khasis [Karasjuk, 2016]. The British physicist Stephen Hawking did 

not believe in the “picture of universal happiness”, too. In an interview with the Independent, he said: 

“All these achievements pale in comparison to what awaits us in the coming decades. Success in creating 

AI would be the biggest event in human history. Unfortunately, it might also be the last, unless we learn 

how to avoid the risks ... When artificial intelligence begins to manage financial markets, scientific 

research, people and the development of weapons, these will be things that are beyond our 

understanding... if the short-term effect of artificial intelligence depends on who manages it, then the 

long-term effect depends on whether it can be controlled at all” [Hoking, 2014]. 

He is echoed by the engineer, inventor and businessman, the founder of the innovative projects 

Tesla Motors and Space-X Elon Musk. He predicts the risk of “something very dangerous within 5–

10 years”, implying artificial intelligence. And this intelligence may by no means be friendly towards its 

creators. In January 2015, Elon Musk called AI a “man-made demon” and donated $ 10 million to 

research on AI control. In 2017, speaking at the US National Governors Association Summit, Musk said: 

“I keep sounding the alarm bell, but until people see robots going down the street killing people, they 

don’t know how to react [to AI]”. Humanity needs to be careful with technology that is “potentially more 

dangerous than nuclear weapons”. If we do not intervene in the development of these systems in time, it 

will be too late [Tairov, 2020]. 

May 7, 2016 will go down in history as the date of the first fatal crash while on autopilot mode 

[Pogib voditel' ... , 2016]. In a sinister twist of fate, the driver who died “driving the car of the future” 

turned out to be Joshua Brown, a man who was an active supporter of electric vehicles and Tesla Motors 

products. On the World Wide Web, he became widely known after, less than a month before the fatal 

incident, he had posted a video about how the working autopilot saved him from a collision with a truck 

(video clip https://youtu.be/9I5rraWJq6E ). Only on June 30, Tesla Motors published an official message 

about the accident on its website [A tragic loss … , 2016]. Despite the fact that the victim was a public 

person, in Tesla's press release he was referred to only as a “client” and “Tesla's friend”. 

Unpleasant incidents with Tesla's autopilots are not so rare [Avarii i DTP s avtomobiljami Tesla, 

2015]. The company was even forced to admit that at the moment the autopilot is still under testing and, 

according to the instructions, the driver activates full self-driving functions on his own responsibility. 

Before enabling Autopilot, the driver first needs to agree to keep hands on the steering wheel at all times 

and to always maintain control and responsibility for your vehicle. At the same time, he must be ready at 

any time to intervene in the driving process and keep hands on the steering wheel (otherwise the system 

will beep and gradually stop the electric car). The latter condition was a decisive argument for the 

National Highway Traffic Safety Administration (NHTSA) in the United States, which came to the 
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conclusion that the autopilot of an electric car or Tesla Motors cannot be blamed for the death of the 

driver. 

However, many people support the idea of creating and using AI: “finally, for the first time, we had 

enough strength to make completely new mistakes” [Dennett, 2019]. It is believed that AI is a thing that 

can protect us from ourselves. Or will it no longer be a thing? In fact, any machine is just a “programmed 

hardware”. And no one will solve the emerging problems for us. 

Using AI technology to distort reality1 

Beginning. In December 2017, employees of the NVIDIA Research Center, one of the pioneers in 

the AI development, published an article on their website in which they demonstrated how the specialized 

software completely modified the original digital photo, turning, for example, winter landscapes into 

summer landscapes, and sunny – in rainy ones (fig. 2). Unlike Photoshop, the use of which can be 

recognized with the naked eye, NVIDIA's “deep” neural network machine learning algorithm actually 

makes it possible to create a new digital reality. Even experts failed to identify the forgery of images 

created using “deep learning” technology [Powell, 2017]. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 2. Screenshot from NVIDIA website. How the videos were modified 
Unfortunately, criminals, hackers and simply unscrupulous people are quick to adopt new 

technologies that are often hosted on open platforms (including those related to AI). For instance, a week 

later the social news site Reddit posted links to a pornographic video with the participation of one of the 

                                                 
1 Examples below were published by the authors earlier in [Moon, Popeta, 2020]. 
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famous Hollywood actresses Gal Gadot [Cole S. AI-assisted ... , 2017]. However, the actress had no idea 

of any such film. 

The author of a surprisingly truthful fake video – a programmer hiding under the nickname 

Deepfakes – instantly became a celebrity. In numerous interviews that followed the scandalous 

publication, Deepfakes not only shared his story, but revealed to the public how his “creation” was made, 

what software he used (free and in public domain). It turned out that anyone who knows how to use the 

Internet and understands the principles of generative adversarial neural networks can create such videos. 

A new genre emerged in the porn industry called “Deepfake”. In less than a month, making 

deepfake porn videos with “stars” has grown into a powerful industry. Lawyers urge “offended persons” 

to sue the newly-minted “porn directors” for illegal processing of personal data. However, the “stars”, 

keeping in mind the well-known “Streisand effect”1, are in no hurry to come out with official refutations, 

so as not to attract attention in this context from the users of the World Wide Web. 

Evolution of deepfake. The malicious use of AI applications has gone beyond creating deepfake 

porn and the unauthorized use of “personal data” of glamour and film stars. It began to spread to other 

areas of public life. 

Currently, mobile video has become the simplest and most popular way to consume information. 

The main distributor of such videos is YouTube, the largest video hosting site in the world. In summer 

2018, the highest view count on YouTube was registered for a video message in which former US 

President Barack Obama publicly insulted the incumbent US President Donald Trump. The video was so 

authentic that at first no one believed it was a fake (Figure 3). 

 
 
 
 
 
 
 
 
 
 
 

Fig. 3. Deepfake video. You won't believe what Obama is saying in this video!  
[You won’t ... , 2018] 

The provocative video was made by the American comedian and director Jordan Peele and the 

Internet news media company BuzzFeed. The deepfake video, which nearly provoked the “civil war” 

between supporters of Republicans and Democrats, was created using the motion graphics editor Adobe 

                                                 
1 A social phenomenon of censorship backfire when an attempt to remove certain information from public access only 

leads to its wider dissemination on the Internet [Jansen, Martin, 2015]. 
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After Effects and a simple free program FakeApp, posted in the public domain on Reddit for everyone 

who wants to practice in creating “celebrity porn”. According to Peele, he, as a director, pursued noble 

goal when making his “film”: to warn people about the danger of false information. “…We need to be 

more vigilant about what to believe on the web… rely on reputable and trustworthy news sources” 

[Vincent, 2018]. 

In interviews that inevitably follow such episodes, Peele stated: “I knew that it was possible, but I 

was not sure if it would really work…. You know, it is still quite difficult, but it is much easier than it 

should be” [“Dipfejk” … , 2018]. Indeed, making deepfakes is getting too easy (Figure 4). 

Criminals are also actively mastering modern information technologies. Global news feeds are 

increasingly reporting cases when employees transferred money to scammers following falsified audio 

instructions from their directors and CEOs, or deepfake videos with celebrities urging to click on a link 

and receive a prize, and so on. Today, taking into account the quantity and quality of digital material 

stored on the Internet and available to everyone, not only politicians and celebrities, but any ordinary user 

who carelessly posted a selfie and / or video for general view, risks becoming a victim of not just a prank, 

but and serious provocation or fraud. 

 
 
 
 
 
 
 
 
 
 
 

Fig. 4. Screenshot from YouTube tutorial explaining how to work with deepfake software 
But the most dangerous, according to information security professionals, are the deepfakes that can 

be used in information warfare. The UCLA professor John Villasenor claims that “deepfake technology 

will become a powerful new tool in the hands for those who might want to use misinformation to 

influence the political process”. In turn, the US military considers the most promising direction to be 

editing and publishing of fake satellite photos and videos which might disorient opponents and plunge 

them into chaos [Tucker, 2019]. 

Already several “test” videos by anonymous “enthusiasts” have appeared on the Internet, where the 

leaders of the two nuclear superpowers, US President Donald Trump and Russian President Vladimir 

Putin talk of plans for global armed attacks [Kadochnikova, 2020]. Quite many viewers reacted to these 

videos as provocative and did not succumb to panic. The low quality of the evidence presented helped. 

However, neural network technologies are rapidly improving. Relatively soon it will be possible to create 
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absolutely reliable deepfake videos, which will be impossible to distinguish from real even after expert 

examination. 

According to the forecast of the global deepfake video industry pioneer Hao Li, “the count goes in 

months, not years” [Noskov, 2019]. In an interview with CNBC, Hao Li noted that “such deepfakes can 

be created by ordinary users without special technical training or unique equipment, and we have only 

half a year to a year to learn how to recognize counterfeits” [Stankiewicz, 2019]. 

Prospects. It would be wrong to say that governments, corporations and individuals do not create 

special programs – “antidotes to deepfakes”. But, unfortunately, as it always happens, first people invent 

technology and only then think about ways to protect themselves from it. The development of safety 

precautions to protect individuals from technological advances is always lagging behind. At first, people 

mastered fire and only millennia later invented a fire extinguisher and began to organize professional fire 

brigades; began manufacturing cars that accelerate to a hundred or more kilometers per hour and decades 

later invented a three-point seat belt [Moon, 2018], etc. It’s scary to imagine what the amateurs “pranks 

and games” with yet unexplored AI capabilities might lead to  ... 

Conclusion 

Currently, everyone individually and the society as a whole must clearly understand that 

discoveries, opportunities and prospects are always accompanied by threats, dangers and risks. The more 

opportunities, the higher the risks. That’s the only way. Seeking new opportunities and at the same time 

adequately assessing the associated risks is one of the main principles of risk-based thinking. However, it 

is better to adequately assess the risks first, and only then, having found them acceptable, to discuss the 

emerging opportunities. This is especially true with regard to the expanding use of AI technologies. 
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Introduction 

The methods of managing data arrays are currently the key tools for the innovative development of 

many economy sectors and the social sphere. By improving them in the course of digitalization it 

becomes possible to qualitatively improve analytical decision-making processes. In this regard, one of the 

priorities of the digital transformations of economic activity is the introduction of Artificial intelligence 

systems (hereinafter referred to as AI). They are able to support technological processes for managing 

organizational strategy and tactics (within the framework of the embedded management models) and form 

objectively independent and substantiated recommendations for decision-making. Predictive analytics 

plays a special role in AI systems and can help provide recommendations based on forecasts of alternative 

scenarios for the functioning of the controlled systems. 

Russian leaders are aware of the importance and complexity of the process of introducing AI at 

enterprises and organizations. Therefore, AI adoption was recognized as a separate direction of state 

policy in the National Strategy for the Development of Artificial Intelligence for the Period up to 2030 

(Ukaz Prezidenta RF № 490 ot 10 oktjabrja 2019). 

Let's dwell on some aspects of the development and adoption of AI systems in Russian 

organizations. 

Corporate data analytics and the barriers to AI adoption 

Corporate data analytics is a collection of data systems of an organization or a group of 

organizations that analyze corporate big data and generate analytical reports, conclusions, graphic and 

statistical materials. Consolidated visual analytical results assist in making adequate managerial and 

expert decisions. Corporate data analytics is an informational intermediary between real manufacturing 

and organizational processes and decision makers [Popovich, 2019; Nikulina, 2014; Sistemnye 

issledovanija ... , 2016]. 

AI in information systems for decision-making has some peculiarities. 

It should be emphasized that at present the information for decision-making is accumulated after 

processing corporate data. The search, analysis and output of information, as well as decision-making are 

governed by various algorithms and rules. All this complicates the full life cycle of corporate data 

analytics [Liintin, 2018; Ponomareva, Serebrjanskij, Mustafaev, 2019; Prognozirovanie pribyli ... , 2020], 

and also serves as one of the main obstacles to the AI adoption into management practices. 
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In addition to decision makers, other specialists are involved in corporate analytical activities. 

These include the so-called operators who input the initial data into information systems and analysts who 

actually analyze the data. If the repetitive functions of the former lend themselves to automation, then it is 

not yet possible to completely replace the latter with intelligent systems (and it is not known whether this 

can be done in principle). As a result, it may be difficult to reconcile traditional analytical techniques with 

new technologies, as well as appropriately train personnel, which creates additional barriers to AI 

adoption.  

It should be noted that frequently individual sections of the managerial decision-making process 

and their support are provided by different information systems. This presents one more challenge when 

implementing AI systems in organizations. 

In addition, prior to automation of the decision-making process, it is necessary to introduce 

additional analytical stages: adjusting the initial data (analyzing data overlapping and consistency, etc.), 

monitoring and adjusting the decisions made (analyzing the effectiveness of the results), predicting the 

future conditions (studying the trajectories of changes in the initial data and other methods). The 

increasing complexity of the corporate information and analytical system demands that specialists 

working with AI technologies and decision-makers acquire new skills. 

Development of decision support systems using AI tools 

The functions of AI systems used in decision-making include:  

 support of decision makers by generating advice (recommendations); 

 modeling of projected outcomes of changes, possible alternatives and assessment of their 

effectiveness. 

The development and implementation of AI systems is based on the application and adaptation of 

semiotics and big data analysis, conceptual knowledge models and expert models for determining 

outcomes, as well as on modern information and communication infrastructure and software [Eremeev, 

Mitrofanov, 2010; Eremeev, 2019; O perspektivah primenenija ... , 2020]. 

The specialized literature presents a classic approach to developing an AI system for an 

organization [Bashlykov, Eremeev, 2018] that includes:  

– preparation of technical requirements, including the functionality of the system; 

– analysis of the subject area of AI application; 

– conceptualization of the subject area in the form of basic sets and logic relationships between 

them; 

– technical development of software for AI systems; 

– testing, pilot runs and industrial operation of AI systems. 
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Decision support systems contain databases and integrated intelligent modules [Bashlykov, 

Eremeev, 2018]. 

The functional components of an intelligent decision support system include: 

 training module – search and accumulation of information, adaptation to new operating conditions 

of the system; 

 module for extracting and storing information – data uploaded by experts and used for further 

analysis; 

 user interfaces (visual presentation and functionality depends on the functional roles of users); 

 external interfaces – interact with external software products and measurement tools, if any; 

 scenario prediction module – modeling of controlled objects or subjects under various decisions 

and conditions. When in training mode, the system operates in conjunction with the corresponding 

module; 

 analysis module – provides formatted data to the decision maker and the decision module; 

 decision module – based on the data from the analysis module, recommends the most appropriate 

decision models for a particular context; 

 consulting module – “explains” AI-proposed solutions to the decision maker, presents the 

reliability indicators in terms of the analysis results, includes visual demonstrations of the decision-

making logic; 

 collection of models – provides alternative decision-making mechanisms with a preset level of 

accuracy (based on mathematical methods or heuristic methods based on expert opinion). Depending on 

the conditions and source data for problem solving, the most optimal model can be selected. 

As the process of AI adoption in organizations intensifies, the development of new software and 

hardware for various modeling AI decision-making automatic or automated processes is becoming more 

and more important [O perspektivah primenenija … , 2020; Razrabotka informacionnyh fondov … , 

2020; Alfer'ev, 2020]. The development tools may include both source programming languages and 

specialized software products with templates and modules libraries for creating AI systems. 

Integration of AI into corporate systems 

The integration of new mechanisms of management and decision support with traditional decision-

making may lead to certain tensions between employees. Therefore, when introducing breakthrough AI 

technologies, it is necessary to provide specialists with effective and comfortable conditions for 

adaptation and training [Boev, 2020]. In order to ensure personnel loyalty to AI, employees in 

organization can be involved as experts to test and verify AI conclusions, determine reliability and 

relevance of the proposed AI solutions, assess the effectiveness of AI models. 
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Successful implementation and scaling of AI tools also implies taking into account the following 

impact of these technologies. 

1. AI helps in automating routine work and making simple decisions: for example, repetitive time-

consuming actions, or criterion sampling and evaluation. Such general purpose services are already 

offered by well-known search companies on the Internet. 

2. AI allows monitoring and predictive decision-making by agents with a low probability of errors. 

For example, the system can memorize typical user behavior (actions) and then track significant 

variations, marking these facts with prompts. Such information is not mandatory, but it provides a 

feedback loop (including consumer interaction). The obligatory training procedure ensures accurate AI 

results. 

3. AI can be viewed as an independent consultant in evaluating workflow and performance of 

organizations or employees and in making informed conclusions based on the required qualifications and 

competencies. Such feedback mechanism allows to study the correct and incorrect actions and to 

recommend adjustment to functions performed. 

Conclusion 

Digital transformation and AI adoption at the strategic management level of organizations and 

industries must ensure significant growth in: 

 the degree of information adaptability of subjects and agents to changing conditions of 

functioning; 

 the level of automatic controllability of subjects and agents, the reliability and efficiency of data 

exchange between them. 

It should be noted that digitalization in the areas of data mining requires the following integrated 

transformations in organizations: 

 improving the regulatory and organizational resources of supporting their activities; 

 defining the principles for the development of digital technologies for specific tasks of data 

analytics; 

 developing methods for assessing the effectiveness of digitalization of scientific and 

manufacturing processes; 

 harmonizing the multi-task infrastructure within the corporate information space; 

 creating models of data and knowledge representation within the framework of integrated digital 

platforms. 

The above methodological approach to developing and implementing AI technologies in 

organizations will increase the efficiency of analytical work and decision-making processes, as well as the 
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loyalty of management and employees to the innovations introduced during the corporate digital 

transformations. 
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Introduction 

Machine translation (MT), along with pattern recognition and playing chess, in the middle of the 

last century was attributed to artificial intelligence (AI) sphere [Panov, Ljapunov, Muhin, 1956]. The 

tasks of automatic pattern recognition and computer chess playing have been successfully resolved by 

now. According to some of the largest multinational IT companies (Google, IBM, etc.), the MT problem 

has also been resolved [Hobson, Hannes, Koul, 2020; Ganegedara, 2019]. Has it really? Statements on 

this topic have been made more than once, but analysis showed that they are not fully accurate. This is 

understandable, since MT technology is very complex due to its close connection with modeling 

understanding and generating texts in natural language (NL). The latter, as is well known, is a universal 

means of communication between people used to perceive, accumulate, store and transmit information. 

Moreover, NL is an instrument of human thought [Apresjan, 1966; Belonogov, Kalinin, Horoshilov, 

2004; Mel'chuk, 1999]. 

For a long time, NL has been studied by several scientific disciplines, such as linguistics, semiotics, 

neurolinguistics, etc. [Sossjur, 1977; Vetrov, 1968; Shrejder, 1974]. For example, psychologists believe 

that NL is a second human signaling system, functioning on the basis of the first signaling system (i.e., 

the system of innate unconditioned reflexes to signals from visual, auditory, tactile and other receptors). 

Signals received during a conversation or speech perception initiate the thought processes in people, but 

do not completely characterize them. Interpretation of speech signals (their understanding) takes into 

account life experience and professional knowledge accumulated during life. This acquired knowledge is 

a kind of dynamic model of the world which functions as presuppositions in the process of verbal 

communication [Lurija, 2019; Maksimenko, 2000]. 

The well-known Soviet linguist V.A. Zvegincev (В.А. Звегинцев) writes: “Presuppositions form 

the semantic framework on which the text (discourse) is built. Here ... we presume the existence of a 

subtext along with the text”. It is their obligatory consistency that “creates the effect of appropriateness” 

[Zvegincev, 1976]. Thus, presuppositions can be defined as a certain subtext (defaults) with which the 

visible or audible text must agree. It is considered possible for each sentence of the text to explicate this 

subtext in the form of corresponding “presuppositional” sentences. The written description of the real or 

abstract world will always remain incomplete without taking into account “presuppositions”, since it is 

assumed that some of the information is already known and there is no need to repeat it in the text. 
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The written text, like vocal speech, unfolds sequentially in time, i.e. has a linear structure, while 

mental images in the brain are “multidimensional”. The verbal description, though, may adopt various 

structures but always linear in form. However, the verbal description pursues only one purpose: to 

reconstruct in the mind of a reader mental images that adequately mimic the author's. Such reconstruction 

is carried out gradually by reproducing sentence by sentence and by “assembling” the resulting partial 

images into a wholesome image corresponding to the text content. In each sentence, the element of its 

actual division – “theme” – plays the role of a “docking block” that connects a new image denoted by the 

sentence to the previously constructed one. This model of text perception explains the fact that in most 

cases sentences are linked lexical repetitions. The “docking blocks” of sentences repeat the concepts from 

the previous text either literally, or in the form of synonymous and elliptical constructions1, or in the form 

of generic names and pronouns.  

Thus, modeling perception and reproduction of NL should essentially reflect the work of the human 

brain when it comprehends the surrounding reality. Therefore, MT must take into account the most 

important features of human mental activity. Let's briefly consider the main approaches to solving these 

problems based on AI technologies.  

Rule-based semantic and syntactic translation 

The first successful MT experiments were carried out in 1954 at Georgetown University 

(Washington, USA). Soon thereafter, research and development began in the industrialized countries to 

develop MT technology. The MT pioneers of the late fifties – early sixties of the last century faced 

problems much more complicated than they could imagine. 

The initial enthusiasm from implementing MT by Direct Machine Translation quickly turned to 

disappointment. Nevertheless, research in the field of MT continued. In 1970s–1980s the fundamental 

research in NL resulted in the Rule-based Machine Translation (RBMT). One of the results of this 

research was the formal model of language proposed by I.A. Mel'chuk (И.А. Мельчук) which he called 

“Meaning-Text” Theory [Mel'chuk, 1999]. The model is a description of a natural language, understood 

as a device (“system of rules”) that provides an individual with a transition from meaning to text 

(reproduction, that is, “speaking”, or text construction) and from text to meaning (“understanding”, or text 

interpretation). 

Mel'chuk's theory postulates a multi-level model of language, where the construction of a text based 

on a given meaning does not occur directly, but through a series of transitions from one level of 

representation to another. The model distinguishes several levels of language description: phonological, 

surface-morphological, deep-morphological, surface-syntactic, deep-syntactic and semantic levels. Each 

                                                 
1 Elliptical constructions are incomplete subordinate clauses, which usually consist of a conjunction and an adjective or 

noun (with or without a preposition). 
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level is characterized by a set of its own lexical units and rules for their presentation, as well as by a set of 

linguistic rules for transition from one presentation level to adjacent ones in accordance with the 

following principles [Mel'chuk, 1999]. 

1. The completeness principle – ensuring the fullest possible coverage of structures of the described 

language. This can be achieved provided that the test sentences are not randomly selected, but are chosen 

through careful selection of textual material. Completeness can be ensured if the original tests are 

statistically representative. 

2. The economy principle – formulating a rational number of rules in order to avoid unnecessary 

detail, repetition and redundancy of the description. 

3. The consistency principle – a clear distinction between similar and different structures. The 

grammar rules should not be contradictory. Logical sequence of arguments, non-intersection of various 

rules to avoid mistakes should be achieved. 

4. Convenience and ease of formulating rules – with a minimum of conventional symbols, the 

grammar should convey as much information as possible. Algorithms should also be flexible enough to 

facilitate the introduction of new rules for the analysis / synthesis of unaccounted structures into the 

grammar. 

5. Optimizing algorithmic text processing in accordance with the grammar rules, which should 

provide the highest speed of analysis and synthesis of the sentence structure. 

The multilevel language model served as the basis for a number of other MT systems [Kulagina, 

1979; Marchuk, 1983; Piotrovskij, 2002]. The grammatically correct word-by-word translation in these 

models was achieved mainly by procedural and declarative means based on the syntactic and semantic 

features of words included in bilingual dictionaries. Additionally, these systems included procedures for 

morphological, syntactic, semantic analysis and synthesis of texts, as well as a transfer procedure – 

matching words of the source text and their translated equivalents in the target language. 

We must pay tribute to the MT pioneers and their immediate followers. They have done much to 

advance theory and practice of MT. But many important problems have not been resolved: for example, 

selection of translation equivalents for words and phrases of the source text. When solving this problem, 

the focus was primarily on achieving grammatically correct word-by-word translation. The polysemy1 of 

words was resolved mainly by procedural means based on their syntactic and semantic features. 

Therefore, MT systems during the first three decades of their development can be characterized as 

systems of semantic-syntactic and predominantly word-by-word translation. Phrases were also included, 

but to a lesser extent. 

                                                 
1 Polysemy (from the Greek – Πολυσημεία) multiple meanings, multivariance, i.e. a word (unit of language, term) with 

two or more meanings historically interrelated in meaning and origin. 
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In our opinion, the semantic-syntactic word-by-word and predominantly word-by-word MT of texts 

is a dead end. In NL, the meaning of sentences and phrases, as a rule, is not a sum or not a complete sum 

of the meaning of their constituent words, and during translation it cannot be “calculated” on the basis of 

the syntactic and semantic features of these words. Therefore, this concept was replaced by the concept of 

semantic-syntactic, predominantly phraseological, or phrase-based translation. This approach better 

reflects the nature of NL, and it helped specialists to gain made significant progress in improving the 

quality of translation. But these improvements came at a tremendous effort in formulating rules and 

manual creation of bilingual dictionaries. Nevertheless, this approach failed to reach a level of MT, 

slightly inferior to manual translation of an average translator, or even to outline prospects for its 

successful development. 

In 1982, the head of the Japanese state program Professor Makoto Nagao at Kyoto University 

commented on the unfavorable situation in the field of MT of this period and called Rule-based machine 

translation (RBMT) the dead-end. In 1984, he proposed a new MT concept [Nagao, 1984]. According to 

this new concept, Example-based machine translation, the automatic translation should be carried out by 

analogy with the texts previously translated manually. Makoto Nagao's approach gave impetus to a new 

direction called Statistical Machine Translation (SMT). 

Statistical Machine Translation 

For the first time, a system based on this concept was implemented at the turn of the 1990s at 

IBM’s research center. Dictionaries and linguistic rules in this case were completely replaced by large 

corpora of parallel texts (bilingual). They formed the basis for the so-called transition model, in which 

calculated the probability that the target word or phrase would be the correct translation of the source 

word or phrase. The transition model incorporated the word alignment model, which established a mutual 

correspondence between the words of a sentence or phrase in the source and target languages. The 

translation algorithms were upgraded using contexts of the original sentence and the corresponding target 

sentences. It was assumed that such a translation would be of better quality, since data in the form of 

parallel sentences is richer than bilingual dictionaries of words or phrases. [Denisova, 2018]. 

Although early versions of IBM's SMT system performed word-based translation, developers 

started to experiment with phrase-based SMT. This approach to translation allowed for a number of 

relationship models: “one-to-many”, “many-to-many”, and “many-to-one”. The main goal of phrase-

based SMT is to build a phrase translation model that contains the probability distribution of various 

target candidate phrases of the original phrase. The absence of dictionaries is compensated by huge 

databases of stored parallel bi-texts. In the absence of a direct correspondence between the grammatical 

structure of the source and target languages, the phrasal transition model is supplemented with word 

permutation operations [Denisova, 2018]. 
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SMT has one serious drawback: preprocessing, corpus creation and decoding process (finding the 

most likely target phrase for a given source) is expensive and time-consuming. This is due to the 

computational processing of a large array of identified phrases in various combinations of words and a 

huge number of the corresponding target phrases. To reduce the number of processed combinations, the 

transition model included syntactic models to describe the original sentence. The syntax-based models 

rearrange the syntactic structures of sentences and insert words into the structure of the target language. 

Since 2006, the SMT language model has been used by online translators from such companies as 

Google, Yandex («Яндекс»), Bing, and others. Despite the fact that this approach provides better MT, 

there remain serious drawbacks. The main one is the incomplete grammatical consistency of the 

translation since the linguistic mechanisms of such consistency are not utilized. In addition, translation 

equivalents obtained by the statistical method were “pulled out” from different unrelated texts. Therefore, 

SMT cannot always ensure the semantic cohesion1 of the text. 

Neural Machine Translation 

Advances in neuroscience and NLP2 at the end of the last century led to the development of the 

cognitive theory, in which the modeling of thinking or behavioral processes is carried out using neural 

networks (connectionism). This concept prompted researchers to pursue MT on the basis of neural 

network models. The neural machine translation (NMT) relies on preliminary (deep) training of a network 

(program, model) with a large accumulated corpus of parallel sentences (in the source and target 

languages) by their sequential processing with the limited a set of logical rules. The NMT process itself 

consists in training the model on parallel texts, verifying the trained model and performing translations of 

texts into the target language on this basis [Google's multilingual neural ... , 2017]. 

In 2004, Google made first attempts to implement NMT that revealed a number of shortcomings. 

One of them was the slow program learning; the generation of target information was time-consuming 

due to a large number of identified features. In addition, NMT proved to be ineffective when working 

with rare words, and in some cases it was not possible to translate all the words of the input sentence.  

Further improvement of Google's NMT (GNMT) was aimed at improving the speed and quality of 

translated texts. For example, to effectively use all the information obtained in the previous stages, 

recurrent neural networks (RNN) with long short-term memory (LSTM) were used [Hochreiter, 

Schmidhuber, 1997; Gers, Schmidhuber, Cummins, 2000]. To reduce the output time, low-precision 

arithmetic was used. Additional acceleration was achieved using specialized equipment (Google's Tensor 

                                                 
1 The semantic cohesion of a text or its fragment is understood as a set of names or concepts located in the text in a 

certain order and reflecting the main semantic content of the text (its fragment). 
2 Neuro-linguistic programming – an approach to interpersonal communication, personality development and psycho-

therapy 
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Processing Unit). The translation of rare words was carried out by presenting them at the input and output 

in the form of a set of constituent elements (wordpieces) [Schuster, Nakajima, 2016]. To solve the 

problem of incomplete translation, the beam search method was used and a penalty for missing words was 

implemented [Ganegedara, 2019]. A variety of other mechanisms and techniques have also been used to 

significantly improve NMT results. 

Developers strive to create deep learning neural network models (with a large number of layers), 

since they are more accurate compared to other machine learning models. Supplementing them, for 

example, with modern Xavier initialization methods results in a shorter learning period [Gradient flow in 

recurrent nets … , 2001]. 

GNMT is currently one of the world's most popular automatic translators. Every day, the service 

processes about 143 billion words in more than 100 languages [Blesk i nishheta … , 2020]. Google 

switched to GNMT instead of the previously used SMT [Ganegedara, 2019]. Microsoft uses similar 

technology to translate speech (including Microsoft Translator and Skype Translator). The Harvard 

Natural Language Processing Group released OpenNMT, an open-source neural MT system. Yandex 

Translator is based on a hybrid model using SMT and NMT technologies. The choice of the best 

translation from the results obtained is provided by the open-source CatBoost technology, which is also 

based on machine learning [Mashinnyj perevod, 2021]. 

Phrase-based machine translation 

In the USSR for the first time the idea of creating a high-quality automatic translator was expressed 

by G.G. Belonogov (Г.Г. Белоногов)1 in 1975. He formulated his proposal in the form of a machine 

phraseological translation (FMT) concept [Kakim byt' mashinnomu perevodu … , 2002]. The main 

provisions of the concept are as follows. 

According to G.G. Belonogov, the adequate MT must take into account the objective laws of 

language and thinking, the rich experience in international communication, as well as the experience in 

translation accumulated by mankind. This experience indicates that in translation, the main units of 

meaning and conceptual ideas are the phraseological complexes. Therefore, MT systems should not 

translate words and their sequences, but mental images in the form of words and phrases. 

In addition, natural language relies on a hierarchy of semantic units. The semantic content of higher 

units is not always reducible to the meaning of their constituent lower units. The most stable units of 

                                                 
1 Belonogov G.G. (1925–2018) – one of the founders of Russian informatics, recognized both in Russia and abroad, a 

well-known specialist in the field of computational linguistics and automatic word processing. He worked at the 27th Central 
Research Institute of the Defense Ministry (1961–1980), then at the All-Russian Institute of Scientific and Technical 
Information (VINITI RAS, 1980–2001) and the linguistic firm MetaFraz (2003–2005). He developed a unique machine 
grammar based on the system of inflectional classes within the Russian morphological analysis [Kakim byt' mashinnomu 
perevodu … , 2002; Sredstva mashinnoj grammatiki russkogo jazyka …, 2018]. 
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meaning are phraseological concepts. They also serve as basic “building blocks” for the higher level 

semantic units – sentences, superphrasal unities and texts [Belonogov G.G., Horoshilov, Horoshilov, 

2005]. 

The second key unit of meaning is a sentence. The main parameter of the sentence is predicativity – 

i.e. the information about certain attributes and their relationships in objects. Utterances in formalized 

languages also possess predicates. This means that sentences in NL and formalized logical statements are 

based on a predicate-actant structure, consisting of predicate concepts (features and relations) and actant 

concepts (objects and arguments). Predicate-actant structures are those semantic invariants that make it 

possible to translate texts from one NL to others. At the same time, they help to solve the main task of 

MT – to transfer the semantic content from the source to the target language. 

Thus, G.G. Belonogov developed the FMT model, its basic composition, procedural and software 

tools, and also formulated its operating principles. In accordance with these principles, the FMT system 

should include a conceptual base containing translated equivalents of common terminological phrases, as 

well as fragments of phrases, auxiliary constructions and individual words. In the process of translating 

texts, the system uses the translated equivalents stored in this database in the following order: a) first, the 

source sentence is translated as a wholesome phraseological unit; b) in case of failure – the longest 

syntactic constructions in the source sentence are translated, and in their absence – shorter phrases; 

c) finally, word-by-word translation of those fragments of the sentence that could not be translated by the 

first two methods is carried out. Fragments of the output text obtained by all the above methods must be 

grammatically consistent with each other (verified by procedures of morphological and syntactic 

synthesis) [Horoshilov, 2006; Horoshilov, Kan, Horoshilov, 2019]. 

The FMT architecture, based on the above principles, consists of three modules: a source text 

analysis module, a transfer module and a translated text generation module. This allows for end-to-end 

optimal processing of the text [Horoshilov, Kan, Horoshilov, 2019]. In turn, end-to-end processing of 

texts (and not individual sentences, as in SMT and NTM) ensures semantic coordination of the system of 

concepts and their relationships into a single whole within the entire text. 

Both approaches, FMT and NMT, are based on pre-trained language models. The only difference is 

that NMT is based on a simplified language model and on its surface representation (see [Mel'chuk, 

1999]). Meanwhile, NL is primarily based on a conceptual system, which is not always fully reflected on 

its surface level. 

The FMT system was developed with the help of a transformational bilingual model and creating a 

four-layer complex of bilingual theme-based dictionaries [Tehnologii sozdanija novyh napravlenij 

perevoda ... , 2017]. FMT dictionaries are characterized by a simple structure of dictionary entries. Any 

fragments of source texts (not longer than 16 words) are used as input, and concepts and their translated 
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equivalents in the target language can be presented in any grammatical form. The only requirement is that 

the grammatical coordination of words within these constructions should not be compromised. 

Since the early 2000s, the developed FMT technologies have been used in a number of high-tech 

industries, educational and research organizations in Russia. 

Practical applications of MT technologies 

When it comes to MT technologies, the first question is always about the quality of translation. 

Some quality metrics (for example, BLEU1), despite the fact that they are based on probabilistic and 

statistical calculations, upon closer examination turn out to be focused on the same technologies as the 

systems under analysis [Hobson, Hannes, Koul, 2020; Ganegedara, 2019]. The similarity or differences of 

the source vocabulary entries from the reference translation cannot serve as a criterion for the quality of 

the latter. In practice, the main criteria for translation quality the requirements specified by the customer 

(in the contract condition, etc.) [Tehnologii sozdanija novyh napravlenij perevoda ... , 2017]. 

Currently, news aggregators fully rely on machine translation. For example, an aircraft accident 

could be described by the following phrase: “The plane itself was damaged without repair and it was 

written off and dismantled where it landed”. The reader of this “clumsy” phrase will immediately 

recognize that it is most likely MT-generated but will nevertheless guess the meaning of the phrase 

"damaged without repair" means. The situation in the area of scientific and technical translation of even 

relatively simple sentences is much more complicated. 

The article [Blesk i nishheta ... , 2020] illustrates how different programs cope with the translation 

in Russian of the following sentence “Less fuel is consumed in the use of V shape loading”: 

– option N 1 (DeepL): “using a V-shaped load consumes less fuel” («при использовании нагрузки 

V-образной формы расходуется меньше топлива»); 

– option N 2 (GT): “less fuel is consumed when using a V-shaped load” («меньше топлива 

расходуется при использовании V-образной загрузки»); 

– option N 3 (Yandex-translator): “less fuel is consumed when using a V-shaped load” («меньше 

топлива потребляется при использовании V-образной загрузки»). 

All three options are “smooth”, grammatically correct but completely meaningless. The original 

syntactic construction “V shape loading” terminologically corresponds to the phrase “loading (of a dump 

truck) with a wheel loader moving along a V-shaped trajectory”. 

This example illustrates the phenomenon of presupposition. Translation that disregards 

presupposition becomes meaningless. Modern MT technologies are especially weak in recognizing 

narrow terminological areas. But even in this case, the categorical statement of the author of the same 

                                                 
1 BLEU (bilingual evaluation understudy) compares the number of n-grams (n consecutive words) by MT and 

professional human translation. Was developed at IBM in the early 2000ies. 
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publication seems unjustified: “Any MT system will never be able to correctly translate professional 

texts, this is fundamentally impossible – as it is impossible to build a perpetual motion machine”. In fact, 

MT must use different sets of tools for various tasks. Brief analysis of SMT and NMT approaches shows 

that these systems do not possess such tools. At the same time, the FMT methodology was initially 

focused on translation of such texts. 

Summing up the analysis of the existing MT methods, it can be stated that modern SMT and NMT 

technologies can adequately cope with texts, the lexical composition of which is available in a large 

number of source and translation options. These include news, humanitarian and general technical texts. 

The systems offer acceptable results, provided that the lexical, and most importantly, the conceptual 

composition of the translated texts differs insignificantly from the ones used in training. In case these 

parameters differ significantly, the system requires additional training. 

It remains unclear how often and to what extent should the system be retrained. Apparently, MT 

system retraining is an acceptable option for transnational IT companies and large aggregators. This is 

true especially since informational translation does not require an accurate transfer of the semantic 

content of the texts: it is enough to build grammatically correct sentences. In cases where it is necessary 

to provide accurate and high-quality translation, this task must be assigned to professional translators. As 

customers of such translations believe, the latter only need to slightly correct the results of the MT. 

The developers of Post-editing MT (PEMT) soon realized that this is not the case. PEMT systems 

aimed to provide translators with convenient ergonomic tools for correcting the completed MT. To edit 

the already completed translation, the translator had to refer to the source text, understand how the 

translation of the text itself and its syntactic structures was made, and in fact, perform a manual 

translation, and only then correct the MT. 

The question arises, is it not better to provide the translator with the opportunity to control the 

translation process himself, i.e. observe how the translation of the syntactic constructions of the original 

sentence is performed, and intervene only in cases where the translation is unacceptable. 

Such a technology of the interactive MT, focused on the translation of scientific and technical texts, 

exists and is called interactive phraseological translation. It provides the translator with the opportunity 

not only to intervene in the translation process, but also provides training for the system for the 

subsequent translation of scientific and technical texts similar in lexical composition and conceptual 

structure. 

In particular, the translation of the Russian-language federal website for its English-language 

“mirror” is based on these principles [Horoshilov, Kan, Horoshilov, 2019]. The customer set strict 

requirements for the speed and quality of translation. The time of access to the information contained on 

the English-language page of the site should not exceed the time of access to similar information on the 

Russian-language site by more than 30%. During this period of time, the built-in translator had to parse 
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the Russian-language page, analyze its text, automatically translate and insert it into the page frame. At 

the same time, the computing resources allocated by the customer for this task were very modest. The 

required translation quality was ensured by the preliminary automatically created thematic dictionaries 

that could be dynamically upgraded with newly received information and vocabulary [Horoshilov, Kan, 

Horoshilov, 2019]. 

The question remains: to what extent did the existing MT technologies approach the original 

concept of AI [Panov, Ljapunov, Muhin, 1956; Apresjan, 1966; Belonogov, Kalinin, Horoshilov, 2004; 

Mel'chuk, 1999; Sossjur, 1977]. Here it is necessary to refer to the experience of professional translators. 

A translator, first of all, must be a competent linguist, who knows well all the grammatical subtleties of 

both the source and target texts and who understands what mental images are embedded in the source 

text, and how they are presented in the target language. He should also be well versed in the conceptual 

system of the subject matter of the translated texts, although, if necessary, references to outside 

information or to consultations of specialists always remain an option. The translator should be able to 

assess the translation quality both from the point of view of a native speaker of the target language and a 

specialist in this subject matter. 

Modern MT systems lack all these requirements. At the initial stage of MT development attempts 

were made to construct NL models for MT with the help of professional linguists. However, all such 

attempts stopped when the focus shifted to statistical translation. New models favored the principle of 

translating words sequences of the source language with “predicted” sequences of the target language, 

established by analogy with previous translations. In other words, frequently encountered and relatively 

simple syntactic constructions are translated well. 

Modern MT systems tend to completely ignore the phenomenon of presupposition, although 

presupposition is the very “basic knowledge” that should be “invisibly” present in any professionally 

executed translation. It must be said that NLP proponents understand this [Ganegedara, 2019]. However, 

the rather primitive connectionist theory of consciousness, initially accepted as the basis of NMT, does 

not imply any other solution to the MT problem.  

The FMT approach takes basic knowledge into account to some extent. It is within its FMT 

framework that attempts are made to formalize and automatically form thematic databases, so far only in 

the form of thematic ontologies [Horoshilov, Kan, Horoshilov, 2019]. However, the prevalence of NMT 

technologies has slowed the development of other MT approaches. 

Conclusion 

One of the high-ranking Russian officials once ventured an opinion in an interview: “ ... 

Digitalization will very soon free us from translations. Thanks to the use of neural network technologies, 

the quality of translations is significantly improving literally from month to month. The memorization 
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function allows the machine to choose from a large number of options the optimal translation. Now it is 

becoming real. There is no need to translate scientific articles. You press a button – the machine offers 

you a translation ...” [Blesk i nishheta ... , 2020]. This statement seems to confirm the fact that all the MT 

problems have been solved. There is no longer any need to do anything in this area other than to use NMT 

technologies developed in the West. 

However, this absolutely does not correspond to the real state of affairs, especially in the field of 

scientific and technical translation. In natural science articles, new ideas about the real world are 

formulated, new concepts are introduced, new theories and concepts are presented. A small number of 

such publications cannot provide SMT and NMT systems with sufficient data. They require millions (for 

SMT systems) and billions (for NMT systems) parallel sentences, or a comprehensive training. But a 

significant part of information in professional communities is located in the presupposition zone. 

Although the name of the NMT approach contains the term “Neural” associated with the human nervous 

system, this MT approach possesses nothing even remotely related to modeling human mental activity. 

What will be the future of MT like if NMT turns out to be a dead-end direction in scientific and 

technological progress? Russia has the potential and understanding of how modern MT systems should be 

built. But so far we have to admit that in the field of MT there is no AI technology in its traditional sense. 
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Introduction 

In recent decades linguistic technologies (i.e. technologies that allow to search for and process 

information) have become one of the most significant technological innovations of the digital age. The 

modern spheres of linguistics include [Prikladnaja lingvistika, 2021]: 

 machine translation; 

 automatic speech recognition; 

 linguistic support of information retrieval; 

 automatic data retrieval from text; 

 automatic text summarization; 

 compiling electronic lexicographic resources (dictionaries, ontologies); 

 compiling and using electronic text corpora (corpus linguistics); 

 development of question-answering systems. 

These spheres are often jointly defined as automatic natural language processing (NLP) which is 

common for artificial intelligence technologies and computational linguistics. 

The central element of computational linguistics is represented by linguistic information resources 

(LIR). The number of LIRs in the world is growing rapidly. The largest language archive (The Language 

Archive – TLA) of the M. Planck Institute (Germany) contains about 150 thousand LIRs. The total 

number of LIRs in the archives that became part of the Open Language Archive (OLAC) reaches 400,000 

[Home, 2011; Main page, 2021]. 

Classification and cataloging of linguistic information resources 

The main problem related to LIRs is their identification and classification, i.e. assignment of 

different types of information arrays and products to certain categories. Compilers of various portals, 

catalogs, reference systems, repositories and other LIR collections, or information about them, adhere to 

significantly different views on these issues. 

Two main approaches to the definition and typology of LIR can be traced. 

According to the first approach, LIR is defined as linguistic data and tools that are directly used in 

language technologies1. Primarily, these are (linguistic) corpora2, lexicons (dictionaries), “tree-

                                                 
1 Language technology, also known as human language technology (HLT), studies methods of how computer programs 

or electronic devices can analyze, reproduce, modify, or respond to human text and speech. These include natural language 
processing (NLP), computational linguistics and speech technologies (adapted from Wikipedia). 

2 Natural language digital data collections. 
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banks”1, linguistic processors2, language descriptions, etc. Let us call this a narrow approach, and the 

class of resources that supporters of this approach refer to as LIR – specialized LIRs. 

The second approach defines LIR more broadly and includes any resources created or used by 

linguists in their professional activities. Let us call it a broad approach, and such LIRs – thematic, since, 

as a rule, they are grouped in the universal structures on a thematic principle. These include electronic 

libraries, bibliographies, conference proceedings, periodicals, encyclopedias, individual bibliographies 

and similar resources. 

An example of a narrow approach to LIR is the typology offered by the English-language 

Wikipedia site [Language resource, 2021]: 

– data, including: 

– lexical resources, such as machine-readable texts;  

– linguistic corpora;  

– linguistic databases (DB), such as cross-linguistic linked data collection; 

– tools, including: 

– linguistic annotations and tools for creating such annotations in a manual or semiautomated 

fashion (syntactic analysis, semantic analysis, etc.); 

– applications for search and retrieval over such data; 

– metadata and vocabularies, repositories of linguistic terminology and language metadata.  

A similar approach is used in the above-mentioned TLA and OLAC. 

In contrast, the world's most visited linguistics reference portal, the LINGUIST List, takes a broad 

approach. In this case, the main sections are as follows [Recent Postings, 2021]: 

 people and organizations; 

 vacancies; 

 conferences and other events; 

 publications; 

 language resources; 

 dictionaries; 

 languages; 

 fields of linguistics; 

 linguistic computer tools. 

                                                 
1 Parsed text corpora that annotate syntactic or semantic sentence structure. 
2 Computer programs that provide analysis, synthesis and transformation of natural language texts. 
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A similar approach to the LIR typology is also present in the guide to the best linguistic resources 

on the Internet (Linguistics, Natural Language and Computational Linguistics Meta-Index), created at 

Stanford University [A guide to the best linguistic resources ... , 2014].  

In our opinion, the most promising LIR collection in the world is the Linguistic Linked Open Data 

(LLOD) Cloud. It includes only LIRs, which, with a narrow approach, refer to the data [Home, 2018], 

including: 

 linguistic corpora; 

 lexicons / dictionaries; 

 terminological LIRs, thesauri; 

 LIR metadata; 

 categories of linguistic data; 

 typological databases. 

Russian catalogs of linguistic information resources 

There are over 50 Russian LIR catalogs today, including catalogs of educational resources on the 

Russian language, which are not covered in this article. Among their creators, there are supporters of both 

approaches. Examples of catalogs based on a broad approach include the following. 

Linguistics Information Resources Navigator (NIRYAZ), developed in 2019–2020 by a team at 

INION RAN under a grant from the Russian Foundation for Basic Research, includes not only digital, but 

also paper LIRs, in particular, library funds, archival and museum documents. NIRYAZ includes about 

1,2 thousand LIRs created in the institutions of the Russian Academy of Sciences [About the project, 

2021]. Specialized LIRs stand alone as a separate class. The abbreviated typology of the LIR of this 

catalog is as follows: 

 libraries; 

 archives; 

 museums; 

 catalogs; 

 electronic collections and libraries; 

 information systems; 

 reference books, encyclopedias; 

 personal resources; 

 linguistic resources, including: 

– text corpora, 

– dictionary databases and electronic filing cabinets, 
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– linguistic processors, 

– grammar resources, 

– descriptions and registers of languages, 

– linguistic atlases, 

– ethno and sociolinguistic databases, 

– integrated linguistic resources (sites), 

– information languages; 

 periodicals; 

 bibliography; 

 events; 

 unpublished materials; 

 media resources; 

 other Internet resources. 

The resource catalog for natural language processing (NLPub) appeared in 2012 (project author 

D.A. Ustalov (Д.А. Усталов)) and is created on the principles of crowd-sourcing. In this case, the 

following LIR classification is used [Zaglavnaja stranica, 2020]: 

 methods and tools, including: 

– text processing, speech processing, utilities, methods, algorithms; 

 resources, including: 

– dictionaries, thesauri, text corpus, n-gram collections (sequences of n words and their 

frequencies in large text arrays), data banks; 

 experts and events, including: 

– organizations, personalities, conferences; 

 education, including: 

– education (colleges for higher education in Russia and foreign postgraduate studies, online 

courses, etc.), literature, diploma topics; 

 projects. 

The knowledge portal on computational linguistics has been developed since 2007 at the Institute of 

Informatics Systems named after A.P. Ershov (А.П. Ершов) SB RAS together with scientists from other 

organizations of the SB RAS, Moscow and Kazan [Novosti, 2021]. In this project, the LIR classification 

is presented in the most detailed and fundamental way. In fact, an ontology of concepts related to this area 

of knowledge has been created. In particular, the upper levels of this classification and the section 

“linguistic databases” include the following components: Internet resources, methods and research tools, 

scientific results and products, linguistic resources and corpora, linguistic databases, grammatical 
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resources, lexical and semantic resources, morphological databases, speech databases, semantic and 

syntactic resources, syntactic resources, ontologies, dictionaries and thesauri, applied systems, 

technologies and software products, non-verbal communication, speech works, structural linguistic units, 

scientific events. 

Overview of some categories of Russian linguistic information resources 

A detailed analysis of the LIRs available in Russia goes far beyond the scope of a journal article. 

Therefore, we will confine ourselves to a brief overview of the most notable domestic LIRs, as well as 

developments in the field of language technologies. 

Text corpora. A linguistic corpus of texts is a large, machine-readable format, unified, structured, 

annotated, philologically competent array of language data intended for solving specific linguistic 

problems. Modern corpus must be representative, have machine-readable format and metalinguistic 

information. Currently, corpora have become the most important type of LIR, since they help linguists to 

solve many scientific and applied problems. For example, the work [Zaharov, Bogdanova, 2011] is 

devoted to the description of the problems of corpus linguistics. 

The work on linguistic corpora in Russia began in the 1980s with the formation of the Machine 

Fund of the Russian language. In 2012–2014, the program of the Presidium of the Russian Academy of 

Sciences “Corpus linguistics” helped to implement numerous projects, to create and develop corpora of 

the Russian language and the languages of the native peoples of Russia. 

Today, the central place among Russian corpora belongs to the National Corpus of the Russian 

Language (RNC1), which includes the following sections (subcorpora) [Nacional'nyj korpus russkogo 

jazyka ... , 2009]: 

– main corpus (modern and early written texts); 

– mass media newspaper corpus of the 2000s; 

– regional newspaper corpus; 

– dialect corpus; 

– training corpus; 

– corpus of parallel texts; 

– poetry corpus; 

– oral corpus; 

– accentological corpus (history of Russian stress); 

– multimedia corpus; 

                                                 
1 RNC was established in 2001 by specialists from Moscow, St. Petersburg and Voronezh, who were later joined by 

linguists from other scientific centers of Russia. Opened in 2004. The current owner of the website is the Institute of the 
Russian Language named after V.V. Vinogradov (В.В. Виноградов), Russian Academy of Sciences (Moscow). 
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– ancient Russian corpus; 

– birch bark letters; 

– old Russian corpus; 

– church Slavonic corpus; 

– other corpora. 

As of March 2021, RNC comprised: the number of texts – 2 419,215 units; the number of sentences – 

78 694 781 units; the number of word usages – 961 081,047 units. In addition, the “Other Corpora” 

section contains links to other online public access resources. The functional capabilities of the RNC, as 

well as the principles of tagging and presentation of individual subcorpora, are described in [Nacional'nyj 

korpus russkogo jazyka ... , 2009]. 

Notable domestic information resources also include the following: 

 projects in corpus linguistics at the School of Linguistics, National Research University Higher 

School of Economics [Proekty, 2021];  

 corpora at the Institute of Ethnology and Anthropology of the Russian Academy of Sciences 

[Korpusy IJeA RAN, 2019]. 

Russian specialists have created educational, dialectal and diachronic corpora of the Russian 

language, corpora of the languages of the peoples of Russia, as well as corpora for a number of foreign 

languages. The list of the latter is given on the portal [Korpusa jazykov Rossii, 2021]. 

Spoken Russian corpora. The speech corpus is a database of audio files and text transcriptions, a 

kind of text corpus, which, however, is often singled out as a separate type of LIR due to its obvious 

specificity. Speech corpora are used in phonetic research, dialectology, in the creation of acoustic models, 

and in other fields. There are two types of speech corpora: databases of recorded texts and of audio 

recordings of spontaneous speech.  

One of the first Russian spoken speech LIRs was the ISABASE database, developed in the 1990s at 

the Institute for System Analysis of the Russian Academy of Sciences [Baza rechevyh fragmentov ... , 

1998]. At present, a significant number of spoken speech LIRs has been created in Russia. 

For example, in 2009, on the basis of the phonogram archive at the Institute of Russian Literature of 

the Russian Academy of Sciences (Pushkin House, St. Petersburg), with the financial support of the 

Government of the Yamalo-Nenets Autonomous District, a National Electronic Sound Depository was 

created with unique folklore recordings of the peoples of the Far North, Siberia and the Far East of 

Russia. This depository was not purely linguistic: in addition to texts it contained a large number of 

musical recordings. The electronic database contained almost 2000 different records in 8 languages, some 

of which have literally only a few native speakers left [Institut russkoj literatury …, 2009; Kollekcija 

nacional'nogo jelektronnogo zvukovogo depozitarija ... , 2019]. However, at the time of writing this 

article, access to this resource was blocked. 
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Speech LIRs are also present in the “oral” and “multimedia” subcorpora of the RNC, as well as in a 

special project of the School of Linguistics at the National Research University, Higher School of 

Economics [Proekty Shkoly lingvistiki, 2021]. Other notable projects are the oral subcorpus of the 

Kalmyk Language National Corpus1 [Glavnaja, 2012], the Russian Oral Speech Corpus at St. Petersburg 

State University2 [Korpus russkoj ustnoj rechi, 2021] and the corpora created at the St. Petersburg 

Institute for Informatics and Automation of the Russian Academy of Sciences (SPII RAS) 

[Innovacionnaja produkcija, 2021]. 

Lexical resources and computer lexicography 

Historically computational linguistics started with constructing and using electronic (machine-

readable, digital) dictionaries, the area that still remains popular. A special discipline, computer 

lexicography, has long been established, and lexical resources are the most common type of LIR. 

Lexical resources. According to the most common definition, an electronic dictionary is an ordered, 

relatively finite array of linguistic information, presented in the list or table format, convenient for storing 

in computer memory and equipped with software for automatic processing and upgrading [Komp'juter-

naja leksikografija, 2021]. 

There are many classifications of electronic dictionaries, since traditional lexicography has created 

a great many varieties. For example, in [Popova, 2012], 155 classification parameters of various 

dictionaries were identified. It seems that too detailed classification is irrelevant for computer 

lexicography, since all these varieties can be structurally combined into a limited number of LIR classes. 

For example, CLARIN initiative distinguishes only 5 classes of LIRs [Resource families, 2021]: 

o Lexica primarily used in NLP applications. They typically contain an extensive lexical 

inventory with specific linguistic information (e.g., morphosyntax); 

o Dictionaries were primarily created for human use (e.g., language learning/teaching, 

translation, lexicology) and are typically semasiological, which means that they are organized around 

words and contain information on their meanings, definitions, pronunciation, etc.; 

o Concept-based resources include lexical resources such as wordnets, framenets3, thesauri 

and ontologies. Such resources are typically interlinked with semantic relations (e.g. hypernymy, 

hyponymy4); 

                                                 
1 Created in 2012–2014. at the Kalmyk National Center (KIGI) of the Russian Academy of Sciences with the financial 

support of the Russian Humanitarian Science Foundation. 
2 Established in 2009 with a grant from the Russian Foundation for Fundamental Research. 
3 A specific way of representing knowledge in artificial intelligence technology, which is a scheme of actions in a real 

situation. 
4 Hierarchical relations reflecting the relationship between a more generic (hyperonym) and specific (hyponymic) 

concepts. 
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o Glossaries are specialized dictionaries that contain domain-specific terminology and/or 

expressions. They also include terminological databases; 

o Wordlists are lexical resources which only provide alphabetical or frequency-based lexical 

inventories (concordances). 

Currently, Internet users have access to hundreds of both digitized traditional dictionaries in various 

languages and specialized lexicographic databases for various purposes. For example, the Rambler “Top 

100” catalog provides almost 300 links on the query “dictionaries” (https://top100.rambler.ru/search? 

query=словари). 

The most popular aggregators of lexicographic resources in Russia are: Gramota.ru («Грамота.ру», 

http://new.gramota.ru), Slovaronline («Словари онлайн», https://slovaronline.com), Multitran 

(«Мультитран», https://www.multitran.com), Academician («Академик», https://translate.academic.ru/), 

Slovar.cc («Словарь», https://slovar.cc). 

Information about Russian lexicographic LIRs for scientific research is collected in the Navigator of 

information resources in linguistics, created in 2019–2020 [O proekte, 2021]. In total, the Navigator 

describes about 100 lexicographic LIRs developed at various institutions of the Russian Academy of 

Sciences, including various dictionaries based on the RNC. Different lexicographic LIRs are used in all 

modern linguistic processors: translators, educational resources, speech analysis and synthesis systems, 

search engines. 

Terminological databases and glossaries. Most specialists consider this type of LIR as a 

independent category, since terminological databases are created not so much to solve linguistic problems 

as to help industry specialists, translators and editors. There are several terminological databases in 

Russia, among which the most famous is the Russian Terminology database (DB ROSTERM) 

[Rossijskaja terminologija ... , 2021], created in the 1980s on the basis of an array of standardized terms 

and maintained by the Federal State Unitary Enterprise (FSUE) STANDARTINFORM (formerly All-

Union Scientific Research Institute for Classification and Coding of Technical Information – VNIIKI). 

Concept-based resources. Russia has accumulated extensive experience in creating information 

retrieval thesauri – in the 1970s – 1980s, hundreds of them were developed in various fields of science. 

Later, however, thesauri fell out of use as simpler and cheaper full-text search methods appeared. 

However, traditional information retrieval thesauri continue to function in a number of organizations: the 

Institute for Scientific Information in Social Sciences of the Russian Academy of Sciences (INION 

RAN), the Central Scientific Agricultural Library (CNSHB), the Central Scientific Medical Library 

named after I.M.Sechenov (CNMB) of the Ministry of Health of the Russian Federation, Integrum Media 

LLC (ООО Интегрум Медиа). Reviews of thesauri application are contained in [Lukashevich, 2011; 

Antopol'skij, 2003]. The emergence and spread of ontologies, as a universal method for representing the 
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concept domain structure, once again attracted attention to thesauri, which are an intermediate stage in the 

creation of ontologies. 

In Russia, the leader in the field of ontologies is the Information Research Laboratory LLC 

[Laboratorii informacionnyh issledovanij, 2021]. The RU TEZ thesaurus developed here serves as the 

basis for many ontological projects and is used in the university information system (UIS Russia, 

https://www.uisrussia.msu.ru). One of the notable Russian LIRs is the RussNet computer thesaurus 

[RussNet, 2005], built at the St. Petersburg State University (SPbSU). 

A valuable source of ontological and lexical-semantic information is the Russian Wiktionary 

[Russkij Vikislovar', 2021]. Another notable recent project is YARN, an open electronic thesaurus of the 

Russian language, created on the crowdsourcing principle [Yet Another RussNet, 2018]. YARN was 

developed by D.A. Ustalov who also implemented a project to integrate several thesauri of the Russian 

language into the LLOD semantic network [Ustalov, 2017]. 

Computer lexicography in Russia. In Russia, computer lexicography has developed very actively 

since the 1970s, when various machine dictionaries were created. In the 1990s, commercial lexicographic 

products appeared on portable media, among which the most popular was ABBYY's Lingvo system1. The 

company's products are now widely available online [Lingvo Live, 2021]. 

One of the important trends in the development of computer lexicography is the organization of 

exchange and reuse of lexical LIRs, since building them is a rather laborious and costly process. Even 

before the Internet era, special communication formats appeared for the exchange in lexical LIRs, the last 

of which was named MARTIF [Computer applications in terminology …, 1999]. Today this standard has 

been canceled to be replaced by modern exchange formats based on markup languages, primarily XML. 

The most popular method for presenting formalized linguistic information in digital form has 

become the TEI (Text Encoding Initiative). The use of this method for coding dictionaries is described in 

detail in [Zaharov, 2013]. On the basis of this initiative, international standards for the presentation of 

lexicographic data have been developed. Currently, there is a whole series of such standards, which are 

presented on the portal of the International Organization for Standardization (ISO) [Management of 

terminology resources ... , 1985]. Some of these standards have been translated into Russian and approved 

as national ones. In Russia, this is accomplished by the Technical Committee for Standardization 

“Terminology, data elements and documentation in business processes and electronic commerce” (TC 

055) [O Tehnicheskom komitete po standartizacii ... , 2016]. 

For concept-based lexicographic resources reflecting semantic relations, the main presentation tool 

is SKOS (Simple Knowledge Organization System), a knowledge organization model developed by the 

                                                 
1 Established in 1989 in Russia. Currently – a successful international company – a developer of solutions in the field of 

intelligent information processing and analysis of business processes, text recognition and linguistics 
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W31 Consortium, designed to facilitate the interaction between various information systems by 

standardizing thesauri, classification schemes, taxonomies, folksonomies2, etc. [Home Page, 2012]. 

Leading Russian organizations in the field of computational linguistics 

There are several research centers and commercial companies operating in Russia with significant 

achievements in computational linguistics: 

Yandex LLC. The company started its activity with language technologies. It even received the 

name “Language INDEX” («Языковой иНДЕКС») from a morphological analyzer (developed by one of 

the founders of the company, I. Segalovich (И. Сегалович)). This “Mystem” analyzer is still one of the 

best for the Russian language. The company has developed and operates a system of dictionaries and 

machine translation, as well as a voice assistant Alice with a built-in system for analyzing and 

synthesizing speech. Yandex technologies, including linguistic resources, are described on a separate 

page of the company's portal [Tehnologii, 2021]. 

ABBYY LLC. The company offers dictionaries and products for translators (for example, ABBYY 

Lingvo x6) on various platforms, as well as the popular FineReader optical character recognition tool. 

ABBYY products and solutions are described on the company's portal [Lingvo Live, 2021]. 

Information Research Laboratory LLC. The company has developed the following technologies 

[Laboratorii informacionnyh issledovanij, 2021]: 

– text analysis (classification, annotation, multilingual search) based on large linguistic ontologies; 

– sentiment analysis, extraction of factual information from the text; 

– clustering, classification and overview summary of the news feed. 

The Speech Technology Center group is a developer of innovative systems in the field of speech 

synthesis and recognition technologies [Gruppa kompanij CRT, 2021]. 

PROMT LLC, a developer of machine translation systems; is also engaged in AI R&D. The 

company's website offers a variety of automatic translators for diverse applications and platforms in 

40 languages [Produkty, 2021]. 

School of Linguistics, National Research University at the Higher School of Economics. Scientific 

groups of the School conduct research in the field of typology, sociolinguistics and areal linguistics, 

corpus linguistics and lexicography, ancient languages and the history of language. In addition, linguistic 

technologies and resources are being developed: corpora, training simulators, dictionaries and thesauri, 

                                                 
1 The World Wide Web Consortium (W3C) is an independent international community assembled to develop and 

implement open standards for the Web based on unification, accessibility and security. Founded in 1994. W3C currently has 
over 400 members. 

2 Social indexing, the practice of collaborative tagging of information (texts, links, photos, video clips, etc.) through 
randomly selected labels called tags (based on Wikipedia). 
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technologies for the electronic presentation of cultural heritage texts. The School's projects are listed on 

the website [Proekty Shkoly lingvistiki, 2021]. 

Department of Mathematical Linguistics, St. Petersburg State University. Specialists of the 

department conduct research in the field of automatic text processing in different languages, linguistic 

semantics, syntax, modeling theory, terminology, automatic lexicography, stylometry, automatic 

attribution of texts, quantitative linguistics1. The results of their research are reflected, for example, in the 

collective monograph [Nikolaev, Mitrenina, Lando, 2017], and the projects are listed on the department's 

website [Nauchno-issledovatel'skie proekty kafedry ... , 2021]. 

Laboratory of Computational Linguistics at the Institute for Information Transmission Problems 

(Kharkevich Institute IITP RAS). The Laboratory specializes in [Laboratorija N 15 ... , 2021]: 

– development of the “meaning <=> text” language model; 

– upgrading the “ETAP-3 multipurpose linguistic processor”, a computer system for the analysis 

and synthesis of texts based on the “meaning <=> text” model; 

– maintaining one of the RNC components, a deeply annotated linguistic corpus. 

The Digital Documentation of the Russian Language Laboratory IITP RAS is working in the 

following areas [Laboratorija N 20 ... , 2021]: 

– development of linguistic corpora; 

– corpus and experimental studies of the Russian language; 

– Russian corpus grammar. 

Department of Corpus Linguistics and Linguistic Poetics at the Institute of the Russian Language 

named after Vinogradov, Russian Academy of Sciences. The main area of activity is the RNC 

development [Otdel korpusnoj lingvistiki ... , 2021]. 

Laboratory of General and Computer Lexicology and Lexicography, Faculty of Philology, Moscow 

State University named after Lomonosov carries out a variety of projects in this area. Their list is 

presented on the website of the Laboratory [Glavnaja stranica, 2021]. 

The Institute of Applied Semiotics at the Academy of Sciences of the Republic of Tatarstan 

specializes in R&D in LIR and processors for automatic processing of the Tatar language; a detailed list is 

available on the Institute's website [Fundamental'nye i prikladnye razrabotki, 2021]. 

A wide range of research in the field of computational linguistics requires coordination and an 

increased reuse of LIRs. In this regard, the European experience, in particular the activities of CLARIN, 

are especially noteworthy [The research infrastructure ... , 2021]. 

                                                 
1 A branch of mathematical linguistics, explores the language using statistical methods of analysis. 
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Proposals on the infrastructure of linguistic information resources in Russia 

With the extensive work on LIR development, the coordination of these activities in Russia are 

obviously insufficient. 

In particular, standardization is one of the effective tools for ensuring compatibility and reuse of 

LIRs. The specialized TC 055 developed and adopted as national several ISO standards for LIR 

management. However, the choice of these standards appears to be random, and the quality of the 

translations remains poor. The main shortcoming of TC 055 is that its newly developed standards are not 

applied in LIR development. The Technical Committee practically has no LIR developers among 

employees, it is completely divorced from practical activity and does not influence it. 

At the same time, among Russian LIRs there are many that duplicate each other, and their reuse is 

minimal. 

In order to improve theoretical and practical activities in the area of LIR development, the following 

steps seem necessary. 

First of all, the LIR development strategy has to be adopted as obligatory for the heads of 

institutions that formulate various scientific and educational programs. The Strategy must determine what 

LIRs and services should be centralized, and which should be established and supported locally. 

Obviously, centralization can be implemented at different levels, for example, only at the metadata level. 

It is also desirable to distribute centralized services to different institutions and cities (as is done, for 

example, in CLARIN). 

For LIRs and services in need of centralization, it is necessary to determine whether to do this at the 

national level, or whether it is wiser to join the global or European structure. For example, the created 

LLOD cloud is a completely satisfactory tool, and it makes no sense to create an alternative to it. 

In addition, many European linguistic structures form special zones on Wikipedia, where 

information is posted that this community believes to be correct. The same can be done in Russian 

Wikipedia for Russian-language linguistic terms. 

In general, Wikipedia is an excellent example of collaboration. It seems convincing that the rapid 

and high-quality development of LIR can be organized only with the help of collaborations. However, 

collaboration is effective when it is generally accepted and equally motivating for individual scientists 

and research teams / institutions, especially in terms of remuneration (and not always financial). 

Of course, in the present conditions, when in fact the only instrument for assessing the quality and 

effectiveness of scientific activity in Russia is the “integrated score of publication activity”, this approach 

looks like a utopia. Consider this fact: all modern declarations on the development of science and its 

infosphere, from the DORA declaration [Declaration on … , 2021] and up to the latest draft UNESCO 

recommendations on open science [Preliminary report … , 2020], unanimously call for a change in the 
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system of assessing scientific activities. The special attention is paid to the reporting of scientific results 

in the form of open scientific data oriented towards exchange and reuse. Obviously, this fully applies to 

LIRs. Probably the best modern form for presenting LIR as open scientific data would be to host it in the 

LLOD cloud. 

It goes without saying that Russia needs a centralized LIR archive. Foreign experience of creating 

such archives is very extensive; it is sufficient to give the example of archives included in OLAC [Home, 

2011]. 

It is also necessary to reconsider the attitude towards LIR standardization. On the one hand, the 

standards must correspond to the real needs of the industry (today this is not so). On the other hand, it is 

necessary to demand that the LIR developers actually comply with these standards, which should be 

reflected in projects, grant applications, expert opinions, in general, in all documentation related to the 

LIR development. 

In the program “Concepts for digitalization of science” posted on the website of the Ministry of 

Education and Science [Sovet po cifrovomu razvitiju i IT, 2021], the improvement of digital 

infrastructure is singled out. Obviously, the development of domestic LIRs and services should proceed in 

this context. 
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Introduction 

The banking sector, with its tendency towards technological innovation, became one of the first 

sectors of the economy to actively introduce artificial intelligence (AI) technologies. AI technologies are 

powerful tools for deep transformation of banking activity and provoke significant shifts in the structure 

of financial markets and their regulation. AI technologies trigger radical changes in the business models 

of traditional banks, their corporate structure and the driving forces of competition, as well as the 

emergence of completely new operating models, methods and tools for customer interaction. Banks 

around the world, including Russia, are using AI to improve customer service by studying customer 

needs, increase revenue, reduce operating costs, and ultimately strengthen their competitive position in 

the markets. 

In general, AI technologies have enormous potential to improve the efficiency and competitiveness 

of banks. However, there are numerous external and internal factors that impede AI implementation. 

Opportunities for using AI in the banking sector 

In recent years, the pace of AI adoption has accelerated. The volume of corporate investment in AI 

technologies in the world, according to the Stanford University analysts, increased in 2020 by 40% 

compared to 2019, i.e. from 48.9 billion to 67.9 billion dollars despite the pandemic and economic 

downturn. 2020 saw a sharp jump in the volume of AI-related investments compared to the dynamics of 

this indicator in 2017–2019 (in 2017, the volume of corporate investment was about $ 44 billion) 

[Artificial Intelligence Index Report 2021 ... , 2021, p. 93]. 

In the short term, AI will emerge as an important driving force behind the developments in the 

financial services industry. This is the opinion, in particular, of 77% of participants in a survey1 

conducted by the Cambridge Center for Alternative Finance to study the experience of introducing AI in 

the financial sector [Transforming paradigms ... , 2020, p. 11]. 

The vast majority of global finance companies have either already adopted or are currently adopting 

AI in business areas such as risk management (77%), revenue generation through new products or 

processes (80), customer service (74), process reengineering and automation (73), customer acquisition 

(69%) [Transforming paradigms ... , 2020, p. 26, 27]. In the coming years AI is expected to become the 

main vehicle for increasing the return on investment among asset management companies. Lending 
                                                 

1 The survey involved 151 financial services professionals from 33 countries, of which 54% of respondents were from 
fintech companies and 46% represented traditional financial institutions. 
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institutions are looking to profit from AI through credit analytics, and payment service providers are 

looking to benefit from customer service and risk management. 

At the same time, the mass AI adoption in financial services is associated with certain market risks, 

such as privacy breaches, cyber attacks, increased market concentration, exacerbated biases and 

discrimination in the use of AI, weakening of service accountability mechanisms, and increased level of 

instability in the external environment. About 20% of surveyed respondents believe that their companies 

are unable to mitigate these risks. Of particular concern is the increasing bias and discrimination and the 

risk of massive violations of personal data privacy (58% of all respondents) [Transforming paradigms ... , 

2020, p. 64]. According to a recent study by Business Insider Intelligence, one of the world's leading 

research companies, the cumulative potential savings that banks can derive from AI adoption are 

estimated at $ 447 billion in 2023, with most of this amount going to the front and middle offices1 

(respectively 119 and 217 billion) [Digalaki, 2021].  

Most banks (80%) are well aware of the potential benefits of AI and machine learning, according to 

a survey2 by OpenText3. However, only 45% of respondents confirmed that their organizations have 

already implemented some kind of AI technology. More than half of respondents (61%) believe that AI 

has become mainstream or will remain so in the coming years [AI in financial ... , 2018, p. 11]. 

The survey demonstrates the AI potential for financial institutions. According to 52% of 

respondents, AI in commercial banks will be primarily implemented in such areas as fraud and money 

laundering prevention and compliance risk management4 [AI in financial ... , 2018, p. 14]. In addition, the 

respondents named other potential areas of AI application, in particular, quantitative trading5 based on 

machine learning, expanding customer base, smart contracts in derivatives trading. 

Customer service and retention is seen as part of the value chain, where AI will have the greatest 

impact (according to 66% of respondents), closely followed by back office operations (61%) [AI in 

financial …, 2018, p. 19]. 

The scale of AI adoption is highly dependent on the size of the bank. Large banks are implementing 

AI technology more widely. According to a Business Insider Intelligence survey, 75% of banks with 

                                                 
1 Front-office is a group of departments in banks that are directly responsible for working with clients. Back-office is a 

group of operational divisions that perform settlements on funds and securities in accordance with transactions concluded by 
the front-office, prepare reports on completed operations, monitor compliance with limits and provide information for 
accounting, etc. Middle offices are divisions that are the link between the front and back offices. They are responsible for 
checking and directly processing client transactions, checking credit history, entering information into a database, etc. 

2 The survey involved 102 representatives of the financial services sector from 32 countries. Of these, 39% were 
specialists in the field of information technology, digital products and operations, and 61% were top managers of banks [AI in 
financial ... , 2018, p. 10]. 

3 OpenText (Canada) is one of the world leaders in the field of information management. 
4 Compliance is the practice of identifying potential risks of non-compliance with the requirements of legislation, 

regulations, rules and standards of supervisory authorities, industry associations, codes of conduct, etc. 
5 Quantitative trading is based on statistical and mathematical models, as well as on quantitative analysis to process 

huge amounts of data and make strategic decisions for any financial markets. 
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assets over $ 100 billion are currently implementing AI strategies versus 46% of banks with assets under 

$ 100 billion1 [Digalaki, 2021]. 

In particular, banks are introducing biometric customer identification in the front office, replicating 

real human interaction using chatbots and voice assistants, deepen relationships with customers by 

providing with personalized offers (information) and recommendations. In the middle office, AI assists to 

assess risks, detect and prevent payment fraud, combat money laundering and conduct regulatory due 

diligence in accordance with the international “know-your-customer” (KYC) principle. In the back office, 

AI takes over time-consuming, routine operations and helps employees efficiently perform their 

functions. 

The world's leading banks, which are heavily investing in AI, demonstrate that the greatest cost 

savings can be achieved with a comprehensive strategy for the implementation of AI in all structural 

divisions. 

Banking Transformation powered by AI  

Many banks, having faced the increased competition in the financial services market from new 

players – fintech companies and large high-tech companies (Big Tech companies) – have intensified 

efforts to move from experimenting with AI technologies in separate divisions to implementing them 

throughout the organization. However, such initiatives are not always successful, unless supported by a 

clear strategy in AI adoption [AI-bank of the … , 2020]. To compete successfully with numerous 

nontraditional intermediaries and to grow steadily, incumbent banks must deploy AI technology as the 

basis of their business model, strategy and operations. Otherwise, they risk falling behind the competition 

and losing customers. 

For several decades, banks have continuously adapted the latest technological innovations to their 

needs. So, in the 1960s they introduced ATMs, in the 1970s – electronic payment systems and bank 

cards. The early 2000s saw the widespread adoption of 24/7 online banking, followed by the proliferation 

of mobile banking.  

The world has now entered an AI-driven digital age, and this dictates the need for the banking 

business to adapt again. Numerous examples show that AI technologies help to boost revenues through 

increased personalization of services to customers, lower costs through efficiencies generated by higher 

automation, and uncover new and previously unrealized opportunities based on an improved ability to 

process and generate insights from vast troves of data. In general, AI technologies can significantly 

improve performance of banks in four key outcomes: higher profits, at-scale personalization, distinctive 

                                                 
1 The report contains data from the world's leading banks such as Capital One (USA), Citibank (USA), HSBC (UK), 

JPMorgan Chase (USA), Personetics (Israel), Quantexa (UK) and U.S. Bank National Association (USA). 
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omnichannel experiences (by consolidating the website, applications, social networks, e-mail, SMS, chats 

and a call center), and rapid innovation cycles [AI-bank of the … , 2020]. 

Four factors complicate the banks' shift to AI technologies in the coming years. First, the increased 

use of digital banking services, which has received an additional impetus in the context of the COVID-19 

pandemic, is driving consumer expectations. They are increasingly counting on receiving non-standard 

services and methods of service. Leaders in digital banking are taking this into account and are raising the 

bar on personalization, often anticipating consumer needs. This increases their competitive advantage 

over other financial institutions. 

Second, while for many financial services firms the use of AI is episodic and focused on solving 

specific use cases, an increasing number of banking leaders are taking a comprehensive approach to 

deploying advanced AI, and embedding it across the full lifecycle, from the front- to the back-office. This 

process affects the competitive environment, changes the balance of power between individual players in 

the financial services market. Banks that have gained a competitive advantage through AI adoption are 

squeezing out weaker competitors from the market. 

Third, digital ecosystems, created by new market players to enable access to a diverse set of 

services through a common access point (application), destroy traditional channels for providing financial 

services and reducing the role of banks in the financial services market. For example, WeChat users in 

China can use the same app not only to exchange messages, but also to book a cab, order food, goods, 

etc., schedule a massage, play games, send money, and access a personal line of credit. Given this trend, 

banks will need to rethink how they participate in digital ecosystems. 

Fourth, large technology giants entering financial services have extraordinary market advantages 

due to a large and engaged customer network, troves of data, and the scaling of innovative technologies, 

including AI. Big-tech players have already gained a foothold in financial services in select domains 

(especially in payments and, in some cases, lending and insurance), and they may soon look to press their 

advantages to deepen their presence in other financial market segments. 

In the course of deploying AI capabilities, incumbent banks face two sets of objectives, which at 

first glance appear to be contradictory. On the one hand, banks need to achieve the speed, agility, and 

flexibility innate to fintech and bigtech companies. On the other hand, they must continue managing the 

scale, security standards, and regulatory requirements of a traditional financial-services enterprise. 

Despite billions of dollars spent on technological innovations each year, few banks have succeeded 

in diffusing and scaling AI technologies throughout the organization. Among the obstacles hampering 

banks’ efforts, the most common is the lack of a clear strategy for AI, a weak and inflexible core 

technology, an outmoded operating model and talent strategy, the lack of reliable interaction between 

offices managing business processes, IT technologies, etc. Built for stability, banks’ core technology 

systems have performed well, particularly in supporting traditional payments and lending operations. 
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However, in the context of digitalization, these systems often lack the capacity and flexibility required to 

support the variable computing requirements, data-processing needs, and real-time analysis. Core systems 

are also difficult to change, and their maintenance requires significant resources. 

What is more, many banks’ data reserves are fragmented across multiple departments (separate 

business and IT teams), and analytics efforts are focused narrowly on stand-alone use. Without a 

centralized data backbone, it is practically impossible to analyze the relevant data and generate an 

intelligent recommendation or offer at the right moment [AI-bank of the … , 2020]. 

Banks’ traditional operating models further impede their efforts to meet the need for continuous 

innovation. Most traditional banks are organized around distinct business lines, with centralized financial 

technology and analytics departments. Business owners define goals unilaterally, and alignment with the 

enterprise’s technology and analytics strategy (where it exists) is often weak or inadequate. Isolated 

working teams and “waterfall” implementation processes invariably lead to delays, cost overruns, and 

suboptimal performance. 

To overcome the challenges that limit organization-wide deployment of AI technologies, banks 

must take a holistic approach and invest in AI in four major areas: the client engagement, the AI-powered 

decision making, the core technology, and the operating model [AI-bank of the … , 2020]. 

Client engagement. The prevailing models for bank customer acquisition and service delivery are 

beset by missed cues: incumbents often fail to recognize and decipher the signals customers leave behind 

in their digital (or physical) journeys. As a result, banks fail to anticipate the desires of customers in time 

and offer them solutions that may interest them. On the contrary, new non-bank intermediaries (fintechs, 

bigtechs) pay great attention to studying potential customer needs and, using the possibilities of 

information technology, analyze their behavior in order to offer value propositions and stimulate new 

purchases. Accustomed to the service standards set by non-bank intermediaries, today’s customers have 

come to expect the same degree of consistency, convenience, and personalization from their financial-

services institutions across all access channels, etc. Conversational interfaces are becoming the new 

standard for customer engagement. They open up new possibilities for conversational communication 

between a computer and consumers. This format is attracting more and more consumers [Reimagining 

customer … , 2020]. 

In the face of growing consumer expectations, banks must rethink their model of interaction with 

customers in order to be ubiquitous in customers’ lives, solving their latent and emerging needs [Agarwal, 

Singhal, Thomas, 2021]. This requires a few key changes. First, banks will need to move beyond highly 

standardized products to create integrated propositions that target “jobs to be done”1. This requires 

                                                 
1 This approach is used in product design and is aimed at creating only those products that are needed by the consumer 

and meet his needs. Any product is expected to “do the job” and can be “hired” to meet existing needs. 



Semeko G.V. 
Artificial Intelligence in the Banking Sector : Opportunities and Challenges 

 88

personalization and designing value propositions as well as integration of the core banking and non-

banking products to complete customer satisfaction. 

Secondly, it is necessary to embed customer journeys seamlessly in partner ecosystems and 

platforms. The customers would then take advantage of partners’ additional data and ecosystem platforms 

while the bank would attract new clients. 

Third, banks will need to redesign overall customer experiences for omnichannel interaction. This 

involves allowing customers to move across multiple access channels (e.g., web, mobile app, call center, 

smart devices1) and designing a clear strategy on how to engage customers through channels owned by 

non-bank partners [AI-bank of the … , 2020; Reimagining customer … , 2020]. 

Reimagining the customer experience model provides the AI-driven bank with a deeper and more 

accurate understanding of the behavior, needs and preferences of service consumers. The bank must 

analyze customer data in real time and use the results of such analysis to quickly fulfill customer requests. 

AI-powered decision making. Delivering personalized messages and decisions to millions of users 

and thousands of employees, in real, will require the bank to develop an at-scale AI-powered decision-

making system. In many cases AI techniques can either fully replace or augment human judgment to 

produce significantly better outcomes (e.g., higher accuracy and speed), enhanced experience for 

customers (e.g., more personalized interaction and offerings), actionable insights for employees (e.g., 

which customer to contact first with next-best-action recommendations), and stronger risk management 

(e.g., earlier detection of likelihood of default and fraudulent activities), etc.  ... [AI-bank of the … , 2020; 

Agarwal, Singhal, Thomas, 2021]. 

To establish a robust AI-powered decision layer, banks will need to shift from attempting to 

develop specific use cases and point solutions to an enterprise-wide “road map”. This road map must 

include ways for deploying advanced-analytics models for processing vast data arrays using complex 

machine-learning algorithms. The roadmap should also include plans for integrating AI into the standard 

business process. Often underestimated, these efforts require rewiring the entire business processes. 

Meanwhile, they are of particular importance in the era of digitalization, when the quality and speed of 

information and analytical support are becoming a key condition for a successful business. 

In addition, banks need to create an enterprise-wide digital marketing system for translating 

decisions and ideas generated by the decision-making system into a set of coordinated interventions. 

Strengthening the core technology and data infrastructure. Deploying AI capabilities across the 

organization requires a scalable, resilient, and adaptable set of core-technology components. A weak 

core-technology backbone, starved of the investments needed for modernization, can dramatically reduce 

                                                 
1 An intelligent device is generally understood to be a device that contains one or more parameters of digital 

communication networks. 
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the effectiveness of the decision-making and engagement processes. The core-technology-and-data layer 

has the following key elements: Tech-forward strategy, Data management for the AI-enabled world, 

Modern API1 architecture enabling controlled access to services, products, and data, both within the bank 

and beyond; Intelligent infrastructure ensuring the seamless integration of information technology. 

Additionally, cloud-based infrastructure reduces costs and flexibility for IT maintenance and enables 

rapid innovation cycles [AI-bank of the … , 2020]. 

During the transformation of technological infrastructure, it is essential to ensure its compatibility 

and rapid integration with the infrastructure of banking partners. To solve this problem, such tools can be 

used as a “sandbox” application for fast and safe execution of computer programs, as well as modern 

possibilities of shared storage and use of data [Reimagining customer … , 2020]. 

Transitioning to the platform operating model. Today most banks are transforming their technology 

platforms to achieve more modular and flexible architecture. However, working teams (group of 

departments) within the bank continue to operate in functional isolation and often lack alignment of goals 

and priorities. The platform operating model envisions cross-functional teams that include specialists in 

the business-and-technology areas. Each platform team controls their own assets (e.g., technology 

solutions, data, infrastructure), budgets, key performance indicators, personnel, etc. [Agarwal, Singhal, 

Thomas, 2021]. 

In return, the team delivers a family of products or services either to end customers of the bank or to 

other teams within the bank (for example, consumer lending, corporate lending, and transaction banking). 

By integrating business and technology in jointly owned platforms run by cross-functional teams, banks 

can break up organizational isolation, increasing agility and speed and improving the alignment of goals 

and priorities across the enterprise. 

When the transformation at all the four levels discussed above (interaction with customers, AI-

based decision-making, underlying technologies, operating model) occurs in concert, then the bank has a 

high chance of becoming a high-tech financial institution with competitive advantages comparable to 

those of non-bank financial intermediaries. Investments in each of the four areas should be carried out in 

conjunction with investments in other areas. Whereas insufficient investment in any one direction will 

create a ripple effect that will hinder the overall transformation processes for the whole bank. 

Artificial intelligence in the banking sector in Russia 

To guide and stimulate the development of AI, countries and regions around the world are 

developing strategies and initiatives to coordinate government and intergovernmental efforts. Since 

Canada published the world's first national AI strategy in 2017 (followed by China and Japan in the same 

                                                 
1 API (application programming interface) is an application programming interface or application programming 

interface, i.e. a set of tools with which one computer program can interact with another (based on Wikipedia). 
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year), more than 30 other countries in 2018–2020 approved similar documents (including Russia). In 

addition, more than 20 countries reported that they are developing an appropriate strategy [Artificial 

Intelligence Index Report 2021 ... , 2021, p. 154–155]. 

In Russia, the National Strategy for the Development of Artificial Intelligence for the Period up to 

20301 was approved in 2019, and a year later, in 2020, the government adopted the Concept for the 

development of regulation of relations in the field of artificial intelligence technologies and robotics for 

the period until 20242, which defines the basic principles, goals and objectives of regulating relations in 

this area and also highlighted the existing problems and ways to overcome them. 

However, the work on the tasks set in the National Strategy began with a delay (due to the COVID-

19 pandemic) only in 2021 within the framework of the national project “Artificial Intelligence”. It is 

planned to allocate Rub 31.5 billion for financing the project in 2021–2024. Of these, the bulk 

(24.6 billion) is taken from the federal budget, and the rest of the funds will be attracted from extra-

budgetary sources. The above-mentioned fundamental documents proceed from the fact that AI 

technologies are already actively used in various sectors of the economy, including the financial sector. 

Therefore, this national project, which is part of the national program “Digital Economy of the Russian 

Federation”, combines a large number of various additional measures to promote AI adoption, including 

support for startups and R&D projects, the development of additional education, the preparation of new 

training programs in universities etc. 

In Russia, as in other countries, the central bank plays a key role in the implementation of the 

national strategy for the development of AI in the financial sector. It integrates AI into its operations as 

well as big data analytics, forecasting, risk management, and financial supervision. Of course, the top 

priority for the central bank is to establish a regulatory framework that encourages the development and 

use of AI technologies in the public interest, as well as limit their possible negative consequences. 

In recent years, leading banks in Russia have also undergone digital transformation, in which AI 

technologies have played an important role. There are many successful cases with integration of AI 

technologies in various banking spheres, including customer service, processing data arrays on banking 

operations, streamlining financial reporting, etc. 

The leader in the new digital financial technologies in Russia is Sberbank (hereinafter – “Sber”), 

which has actually become a federal center of AI competence. It was one of the first in the Russia to 

approve the principles of AI ethics and apply technologies for language processing and speech analytics, 

computer vision, decision support, document recognition, etc. Modeling based on data analysis and AI 

                                                 
1 Ukaz Prezidenta RF ot 10.10.2019 N 490 “O razvitii iskusstvennogo intellekta v Rossijskoj Federacii” // Prezident 

RF: oficial'nyj sajt. – 2019. – URL: http://www.kremlin.ru/acts/bank/44731 (date of access 04.09.2021). 
2 Rasporjazhenie Pravitel'stva RF ot 19.08.2020 N 2129-r “Ob utverzhdenii Koncepcii razvitija regulirovanija otno-

shenij v sfere tehnologij iskusstvennogo intellekta i robototehniki na period do 2024 g.” // Informacionno-pravovoj portal 
Garant.ru. – 2020. – URL: https://www.garant.ru/products/ipo/prime/doc/74460628/ (date of access 04.06.2021). 
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technologies is used in all business processes of the bank. Interactions with clients are carried out through 

chatbots and automatically generated personalized offers. Currently, “Sber” makes all decisions in the 

field of retail lending using AI (in 95% of cases, without human intervention at all, automatically). 

Among private banks, “Tinkoff Bank” has achieved the greatest success in AI adoption. To 

accelerate the implementation of the AI Banking concept, a special AI unit has been established in the 

bank's organizational structure. The following technologies were introduced: voice assistants, chatbots, 

callbots, recommendation engines1, a speech analytics service for business (which allows to decrypt 

phone calls), etc. In addition, the bank's specialists have developed a number of proprietary AI 

technologies with no analogues in Russia and the world. In particular, the bank launched its own 

algorithmic cashback technology and the AI Research Engine information and analytical service, which 

has no analogues in the Russian brokerage market and provides clients with additional data for making 

investment decisions, etc. 

AI strategies are actively implemented by such banks as “Gazprombank”, “VTB”, “Rosbank”, 

“Home Credit Bank”, “Rosselkhozbank”, “Moscow Credit Bank” and some others. According to the 

“Expert RA” and RAEX-Analytica rating agencies, in addition to “Tinkoff Bank”, the above average 

level in AI use among commercial banks can be seen in “Gazprombank” and “MTS Bank” [Iskusstvennyj 

intellect … , 2018]. 

However, the adoption of AI technologies in Russian banks is not fast enough and is lagging behind 

the pace observed in the leading Western countries. Generally, Russian banks use AI technologies to 

improve the quality of customer service (technologies for understanding natural language, image 

recognition) and personalize customer offers, as well as to combat fraud. Additionally, banks express 

interest in automating routine functions for processing payment documents and customer requests, 

monitoring various kinds of risks, etc. 

Business analytics has not yet become widespread in Russian banks. In particular, a certain lag is 

observed in the application of machine learning methods in order to provide an analytical basis for 

decision-making in financial management, including strategic and financial planning, capital 

management, liquidity, profit analysis, etc. In these areas the digital transformation is just beginning. It is 

expected that in the coming years this gap will be closed, banks will begin to actively master business 

analytics, introduce recommendation systems and intelligent systems2 to improve financial risk 

management. 

                                                 
1 Recommendation engine is an analytical system for filtering content that allows to make personalized offers to the 

user after taking into account his behavior and preferences. 
2 Recommendation systems and intelligent decision support systems is a class of decisions that allow to implement the 

process without human participation, to support the choice of decisions. 
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In the coming years, Russian banks anticipate the greatest AI-related benefits in areas such as fraud 

detection, debt search and collection, and credit scoring. Banking experts consider the automation of the 

work of call centers, algorithmic trading, marketing and control of compliance with standards and 

regulations to be less promising areas [Iskusstvennyj intellect … , 2018]. 

How Russian banks relate to AI technologies, why they are adopting AI and what it does for their 

business can be judged by the results of a survey conducted in 2019 by the international analytical 

company SAS and the Global Association of Risk Management Professionals (GARP) [Artificial 

intelligence in ... , 2018]. The survey drew 21 Russian financial institutions, including 14 banks and 

7 investment companies. It was found that 11 organizations use AI, five do not use it, but plan to 

implement it, and the plans of the rest are unknown. 

The top area of AI use is automation of manual processes (52%), followed by credit scoring (45%), 

data cleansing and enhancement (43%) [Artificial intelligence in ... , 2018, p. 3]. AI is used by large 

Russian banks to detect fraudulent transactions, as well as conduct customer identification and monitor 

compliance with regulatory requirements and regulations. AI is also used in marketing. 

According to the survey, 81% of finance and risk professionals indicated that AI technologies are 

already benefiting their institutions. The majority of respondents anticipates that over the next three years 

AI adoption will lead to increased productivity (96%), faster collection and increased amount of 

information, as well as simplified processing (95%) [Artificial intelligence in ... , 2018, p. 2, 6]. 

In the rating of the main difficulties limiting the development of AI in banks, the six first places 

were distributed as follows: 1) low availability and quality of data (59% of respondents); 2) stakeholders’ 

lack of understanding of AI (54%); 3) shortage of qualified personnel (52%); 4) a sufficiently long period 

of time required to obtain a return on investment in AI (50%); 5) high costs of implementing AI (49%); 

6) problems of interpretability of mathematical AI models (47%) [Artificial intelligence in ... , 2018, p. 4]. 

It seems that at the current stage of development of the Russian economy, there are three most 

serious factors that hinder the use of AI in the banking sector. First, the insufficient level of AI technical 

equipment. Technological innovations (including AI technologies) reach the Russian banking sector 

mainly from abroad with a one-two year lag (although this time gap tends to narrow). Secondly, 

significant initial investment costs (in particular, for primarily foreign technologies) limit the range of 

banks that have the financial resources to implement projects in the field of AI. Practice shows that only 

large Russian banks are engaged in the implementation of AI. This automatically puts smaller banks at a 

competitive disadvantage. Third, there is a shortage of personnel skilled in the field of AI implementation 

and subsequent control of AI-based services. According to a survey by the All-Russian Center for the 

Study of Public Opinion (VTsIOM) in December 2019, 69% of business representatives noted a shortage 

of qualified personnel in the field of AI in Russia [Iskusstvennyj intellekt v bankovskom … , 2018].  
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The introduction of AI in banks is also hindered by the low quality and availability of data, lack of 

experience in data collecting and processing, as well as the excessively long purchase and implementation 

cycle of technological solutions, misunderstanding of the fundamentals of using AI in organizations, lack 

of competence in the field of AI, and a number of other factors. 

In connection with the shortage of qualified specialists in the field of AI, financial institutions and 

the educational system as a whole need to take urgent steps to train such personnel. It should be noted that 

the National Strategy for the Development of Artificial Intelligence for the period up to 2030 provides for 

the expansion of AI-related training programs. The encouraging fact is that the country has world-class 

universities with high international ratings that possess the necessary pedagogical experience and 

scientific and technological base to solve this problem. 

Thus, in a survey of training programs in the field of AI at the faculties of computer science, 

computer technology and informatics in 73 leading universities in the world, conducted in 2020 at 

Stanford University, two Russian universities were included in the Group of 18 most advanced 

universities in AI education: the Higher School Economics (NRU HSE) and the Moscow Institute of 

Physics and Technology (MIPT)1. According to the results obtained using the online survey, the 

universities in the selected group have increased both the number of AI courses and the number of AI-

focused faculty [Artificial Intelligence ... , 2021, p. 111]. 

Despite the existing difficulties, in the context of the digitalization of the global economy, the 

introduction of AI technologies is one of the most important conditions for increasing competitiveness of 

the Russian banking system. Currently, financial institutions cannot survive in the market without AI. 

Obviously, AI-driven innovation creates problems and challenges. Therefore, risks must be minimized the 

risk by preliminary testing of business ideas, by thorough study of consumer preferences and the 

successful cases of competitors, an in-depth analytical study of the project, ROI, etc. 

Conclusion 

New technologies are rapidly changing the foundations of a successful financial services business. 

Until now, the best results in the banking sector could be achieved by following main rules [The new 

physics ... , 2018, p. 6]: 

– the size of assets: the bigger the assets of the bank, the more significant the economy at scale; 

– offering massive, standardized products that drive revenue growth; 

– close and trusting relationships with clients: the stable core of the client base of banks is made up 

of regular clients who use their services for a long time (often all their lives); 

                                                 
1 The Group also included universities from the USA (8), Germany (2), China (2) and one university each from 

Belgium, Canada, Switzerland and the United Kingdom. 
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– high “transition costs”, i.e. costs for customers to switch from one financial service provider to 

another. Such costs can arise for various reasons, including long-term service agreements that “tie” 

customers for a long time, and financial sanctions for premature termination of the agreement, etc.; 

– the efficiency of banking, which is a function of the benefits created by human labor and know-

how. 

AI technologies are transforming each of these conditions of success. High-tech financial 

transactions have become so efficient that asset size, while still an important parameter, is no longer a 

sufficient condition for building a successful business. Cutting costs at scale is no longer relevant. AI 

technologies allow the financial services provider to accumulate an unprecedented amount of data, which 

transforms into a competitive cost advantage. It is predicted that the greatest success in the future will be 

achieved by financial institutions focused primarily on creating a large-scale and adequate database, and 

not on increasing the size of capital and its diversification. 

Income growth can be achieved not only through standardization and unification of banking 

products, but also through their personalization. AI technologies help adapt standard banking products to 

the customer needs and promptly resolve individual service issues. 

In the digital world, success in the financial services market increasingly depends on the ability to 

quickly build trust with customers and expand the customer base. Modern technologies, in particular AI, 

have created numerous opportunities for obtaining data about potential consumers and for organizing 

effective engagement (via the Internet, social networks, telephone, e-mail, etc.). In turn, consumers give 

preference to a particular service provider, not because it is difficult to leave it and that switching to 

another provider will require costs, but because of its certain advantages over competitors. Banking 

efficiency has always been a function of the benefits created by human labor and technology, but in a 

digital transformation age, this aspect of banking is becoming increasingly relevant. 
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Introduction 

The dramatic spread of coronavirus infection COVID-19 around the world in 2020-2021 provoked 

a “coronacrisis”1 in almost all areas of social life. A very difficult, in fact, critical situation has developed 

in the modern educational space2 (“learning crisis”). According to estimates from UNESCO, around 

1.6 billion students across more than 190 countries were forced out of school at the peak of the crisis. The 

pandemic undermined the prospects for the implementation of long-term social and economic strategies 

in the field of education in many countries and international alliances [Goldberg, 2021]. In this regard, 

despite the “coronacrisis” financial and economic constraints, one of the primary tasks today is to develop 

and implement the latest educational technologies [Goldberg, 2021]. The solution to this problem largely 

depends on the competent implementation of teaching methods based on artificial intelligence 

(hereinafter referred to as AI). 

In this context, an increase in the level of digital competence of everyone involved in education and 

the development of digital educational space around educational AI technologies become a priority 

[Amirov, Bilalova, 2020, p. 86]. Already in 2020, with pandemic rapidly spreading, most organizations in 

the global educational space switched to distance learning. In particular, in Russia, according to domestic 

experts, the pandemic served as “catalyst” for the technologization of the Russian education system 

[Luchsheva, 2020, p. 85].  

Experts describe the educational space as one of the most conservative areas of social life. 

However, under the current conditions, the accelerated introduction of digital educational resources 

(including AI) is growing in demand: “new online courses are appearing, visual control programs are 

increasing in numbers, video lectures are becoming commonplace, tests and exams are being taken 

remotely”, etc. [Luchsheva, 2020, p. 84]. At the same time, the technologization of the modern 

educational space is “an integrating driving force in the educational process” [Lavrenov, 2019, p. 661].  

In order to evaluate the problems and prospects of using AI in the modern educational space in the 

context of the "coronacrisis", it seems appropriate to study the AI concept, its content and features, its 

                                                 
1 In the chosen context, the term “coronacrisis” includes the whole range of negative consequences in the world 

economic system caused by the new dangerous disease COVID-19. 
2 In a broad sense, the concept of “educational space” covers a special area of mental and social spaces, including 

elements of the cognitive activity of educational subjects, pedagogical and educational processes, organizational, economic and 
administrative aspects of education at all its levels from preschool organizations to research institutes, centers for vocational 
education and training. 
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main methods and products, as well as foreign and Russian experience of using AI in pedagogical and 

educational processes. 

Artificial Intelligence: Key Features 

Today, it is becoming obvious that the digital educational space is the result of a long evolution of 

educational and pedagogical techniques and methods (a kind of educational “intermediaries” between the 

subjects of education) – from educational and methodological literature to specially equipped premises 

[Lavrenov, 2019, p. 661]. AI in the educational space has some pre-history, starting with the convergence 

of classic offline educational resources and learning media formats. Modern digital educational content is 

constantly evolving and becoming more complex depending on the accompanying market situation (in 

this case, the global “coronacrisis”) and is divided into two areas: microlearning1 (“I need a direct answer 

right now”) and macrolearning2 (“I want to learn something new“) [Luchsheva, 2020, p. 86]. 

For a better understanding of the possibilities and risks of using AI in the educational space in the 

“coronacrisis” period, it is important to trace the history and content of the concept of AI itself. Some 

researchers believe that the idea of creating AI belongs to Ramon Llull (XIV century)3, who made an 

attempt to develop a mechanism for “solving problems based on the classification of concepts”. But only 

in the late 1930s and early 1940s, when the first electronic computing machines (ECM) were created, AI 

research was developed as a separate research area. One of its first results is considered by Russian 

experts to be the Theorist Logic program4 (1956) [Kathanova, Avetisjan, Levashova, 2019]. In the 1950s, 

Alan Turing attempted to find out which system, developed by man, can be considered “intelligent” using 

an imitation test game. And in 1956, John McCarthy proposed one of the first interpretations of AI, 

according to which “the study (of AI) is to proceed on the basis of the conjecture that every aspect of 

learning or any other feature of intelligence can in principle be so precisely described that a machine can 

be made to simulate it” [Pavljuk, 2020, p. 65]. 

Modern scientific and social discourse offers many definitions of AI: 

– “property of intelligent systems”, their ability to perform creative human functions; 

– “science and technology of creating intelligent machines” and software [Pavljuk, 2020, p. 65–66]; 

– “a system of software products and their algorithms” capable of performing specific functions of 

human intellect [Rakitov, 2018, p. 46]; 
                                                 

1 Microlearning is generally a digital study of small segments of educational material over a short period of time. Based 
on materials from Wikipedia. – URL: https://ru.wikipedia.org/wiki/Микрообучение (date of access 04.15.2021). 

2 Macrolearning is generally a continuous acquisition in a technologized format of a significant amount of material on 
selected topics. 

3 Raimund (Ramon) Llull – Catalan philosopher of the European High Middle Ages, one of the founders of European 
Arabic studies and combinatorics. Based on materials from Wikipedia. – URL: https://ru.wikipedia.org/wiki/ 
Раймунд_Луллий (date of access 04.16.2021). 

4 Logic Theorist is a computer program, the first AI software, written in 1956 by Allen Newell, Herbert A. Simon and 
Cliff Shaw. Based on materials from Wikipedia. – URL: https://ru.qaz.wiki/wiki/Logic_Theorist  (date of access 04.16.2021). 
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– intelligent systems specializing in modeling mental, cognitive and educational processes [Amirov, 

Bilalova, 2020, p. 81]; 

– “modeling the processes of human intelligence by computer systems”, which includes the 

processes of “learning” (receiving and processing information), “reasoning” (formulating certain 

conclusions, identifying patterns), “self-correction”, recognition of verbal (speech) and non-verbal signs 

(“machine vision”1) [Paskova, 2019, p. 117–118]; 

– in an educational context, “augmented (enhanced) intelligence”, the use of which allows all 

stakeholders to receive and process additional information necessary for making more “informed” 

decisions [Daggjen, 2020, p. 12]; 

– a tool for improving teaching methods, that accelerates and simplifies educational, production and 

communication processes [Luchsheva, 2020, p. 88]; 

– according to the National Strategy for the Development of AI for the Period up to 20302, this is a 

complex of technological solutions that allows “to simulate human cognitive functions (including self-

learning and search for solutions without a predetermined algorithm)” and to obtain, when performing 

specific tasks, results at least comparable to human intellectual achievements [Amirov, Bilalova, 2020, 

p. 81]; 

– one of the most attractive areas for investment. For example, according to the IDC analysis, 

investments of Russian companies in the AI development already in 2019 significantly exceeded the 

projected indicators ($ 139.3 million) and amounted to $ 172.5 million, which is 83% higher than in 

2018. Later this trend was additionally supported by the influence of the “coronacrisis” [GUU adaptiruet 

... , 2020]. 

According to domestic experts, AI might perform the following functions in the educational space: 

a) the ability to distinguish and identify visually and acoustically perceived images of objects; b) the skill 

to formulate and solve professional tasks; c) the ability to search, process and appropriately use all types 

of information and knowledge; d) “the ability to understand the meaning of individual acts of social and 

cultural human activity and speech” [Rakitov, 2018, p. 46]. 

AI is a complex structure that includes the following elements: a) an information retrieval system 

that allows to form a database for educational processes on the basis of various resources; b) an 

automated library of electronic teaching materials; c) a digital system for monitoring the level of 

knowledge, progress, and activity of students; d) an automated database of teaching tasks, that takes into 

account the effectiveness of each student; e) an automated system for the distribution of educational, 

                                                 
1 Computer (machine, technical) vision is the concept and practice of “creating machines that can detect, track and 

classify objects”. Based on materials from Wikipedia. – URL: https://ru.wikipedia.org/wiki/Компьютерное_зрение  (date of 
access 04.09.2021). 

2 Ukaz Prezidenta Rossijskoj Federacii ot 10.10.2019 N 490 “O razvitii iskusstvennogo intellekta v Rossijskoj Fede-
racii” // Prezident RF :  Oficial'nyj  sajt. – 2019. – URL: http://www.kremlin.ru/acts/bank/44731 (date of access 04.09.2021). 
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pedagogical and educational tasks; f) a communication system for the interaction of everyone involved in 

education [Amirov, Bilalova, 2020, p. 84]. 

AI technologies in education plays an important role in teaching and development of a person 

throughout life. They include: the Internet of Things (“remote learning laboratories”); additive 

manufacturing (3D-printers, 3D-modeling, manufacturing of robotic parts and devices); machine learning 

(“using avatars and chatbots in the educational process for consulting, testing and designing individual 

educational routes”); big data, blockchain and cloud computing (“the assembly of secure portfolios for 

students and teachers”; reinforcement of educational and professional competencies); virtual and 

augmented reality (the use of various installations with elements of augmented reality in the educational 

process) [Amirov, Bilalova, 2020, p. 84]. 

Based on the above definitions, features and characteristics of AI, it becomes obvious that the 

modern educational space is much in need for AI innovations. AI technologies will allow not only to 

overcome the limitations and consequences of the “coronacrisis” and to ensure the effective development 

of the educational system as well as the high quality of its results in the form of intellectual capital in the 

“post-crisis” period. 

AI technologies in foreign and domestic educational space 

In modern domestic and foreign educational discourse, the transformation of traditional forms of 

education into remote educational formats proceeds in the following areas: a) organization of educational 

processes using educational online platforms; b) broadcasting educational content on various television 

and radio channels; c) utilizing resources of social networks, instant messengers and e-mail in educational 

processes; d) replication of “physical” teaching aids and delivering them to students “at home” 

[Luchsheva, 2020, p. 85]; e) the introduction of various digital products based on AI. 

The main types of AI products and systems that are successfully applied or can be introduced into 

educational processes include: 1) “smart assistants” capable of simultaneously performing several 

intellectual functions from speech recognition to analyzing and interpreting personal information (Cortana 

from Microsoft, Siri from Apple, GoogleNow, Echo from Amazon, etc.); 2) sensor-based robotic 

systems, algorithms and technologies that allow to observe and analyze online the changes in various 

surrounding parameters (temperature, humidity, pressure, etc.); 3) highly intelligent self-learning AI 

systems, capable of gathering and analyzing factual information of various complexity levels (Watson 

from IBM, Wolfram Alpha from Wolfram Research, etc.); 4) gaming self-learning AI systems that can be 

used as gamification tools in the educational space (GoogleAIphaGo, etc.) [Amirov, Bilalova, 2020, 

p. 82]; 5) finally, educational AI systems proper (AIEd)1. The latter include online training courses 

                                                 
1 Abbreviation from Artificial Intelligence and Education. 
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(Coursera, Edx, Stepic, Udacity, etc.); platforms for remote assessment, control and validation of 

examination and certification activities (Duolingo, Proctoredu, etc.), which help to supervise and predict 

the effectiveness of educational processes; information assistants in the format of adaptive courses that 

imitate the activities of a teacher (AutoTutor, etc.); multimedia interactive educational courses (MIOC) 

that can be used at all stages of teaching (TeachPro, TeachPro-3 D, etc.) [Kathanova, Avetisjan, 

Levashova, 2019]. 

In the context of the “coronacrisis” of the educational space, UNESCO experts have developed the 

following universal classification of tools for organizing distance education using AI: digital resources for 

psychosocial support for all involved in education; digital learning management systems (Google 

Сlassroom, Moodle, Blackboard, Canvas, etc.); educational mobile applications; Massive Open Online 

Courses (MOOCs)1; self-learning services; digital readers (books); programs for online interaction of all 

participants in the educational and pedagogical process (Skype, Zoom, WebEx, etc.); means for creating 

digital educational content and electronic databases of educational materials [Luchsheva, 2020, p. 85]. 

Reforms in UK, USA, Germany, France, China, Japan, leaders in the educational space, 

demonstrate how effective are the ERP systems2 in management of educational processes. This is a 

specialized “smart” assistant software, which can be adapted to the special requirements of educational 

organizations of various levels. For secure archiving of the “individual” ERP-system, many foreign 

educational institutions use one of the above-mentioned materialized forms of AI – the “supercomputer” 

IBM Watson3. For example, at Deakin University, Australia, IBM Watson allows to effectively store 

educational and methodological information and advise students around the clock [Pavljuk, 2020, p. 67]. 

At the end of 2017, the EU launched the “Digital Opportunity” program with the goal of training 

students in skills and competencies in areas such as cybersecurity, data analytics, programming, and AI. It 

is assumed that “digital schools”4 will not be burdened with “physical facilities” (premises, etc.), and the 

educational process will be provided in a remote mode [Kathanova, Avetisjan, Levashova, 2019]. 

For example, experts refer to Century Tech (UK) as a successful example of introducing AI into the 

educational space. In 2019, Century Tech signed an agreement with the government of Flanders (province 

of Belgium) and provided the Century AI-based platform containing tests for assessing the knowledge 

                                                 
1 MOOC – massive (geographically and quantitatively not limiting the number of course participants), open (free for all 

subjects of the educational process), online (using online tools). 
2 ERP (Enterprise Resource Planning) is a resource planning system developed by the Gartner Group. ERP is usually 

referred to as a strategy for the integrated management of production, finance, assets and personnel, which is focused on 
optimizing organizational resources using specialized application software. 

3 IBM Watson is an IBM supercomputer with a built-in AI system, the main task of which is to find and formulate 
answers to questions asked in “natural” language. 

4 Today, a striking example of this kind of “digital school” is the start-up “Coursedot”, launched by Bulgarian 
specialists in the UK, which is a “digital marketplace” helping more than 2 thousand IT trainers around the world to reach 
organizations interested in increasing the digital literacy of employees, as well as companies providing IT training services 
[Kathanova, Avetisjan, Levashova, 2019]. 
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and interests of students, the results of which are available to teachers and can significantly streamline the 

educational process. According to A. Polekhin (А. Полехин), head of the Programming Department at 

the “Netology” online university, since 2018, similar projects have been implemented in Australia, China 

and even Belarus. In his opinion, there are many instances with using educational AI technologies in 

Russia, however, the effective development of AI-based educational processes calls for total 

computerization of domestic educational and scientific institutions [Iskusstvennyj intellekt v obrazovanii: 

perspektivy primenenija v Rossii, 2021]. 

Studies of various elements and technologies of AI in Russian educational institutions began to 

appear at the end of the 20th century. However, this trend received particular relevance in the 21st 

century, when new AI tools were developed and new requirements for the competencies in education and 

IT field were formulated. Considering that the basis of information systems is the creation of knowledge 

databases, initially Russian specialists (S.G. Grigor'ev (С.Г. Григорьев), E.A. Erohina (Е.А. Ерохина), 

V.A. Kajmin (В.А. Каймин), N.D. Ugrinovich (Н.Д. Угринович) and others) believed that the AI 

courses must include the study of expert systems and the logical programming language as part of basic 

computer science courses [Sadykova, Levchenko, 2020, p. 203]. 

Since 2019, the development, implementation and application of AI in the modern Russian 

educational space is regulated by the aforementioned Decree of the President of the Russian Federation 

“On the Development of Artificial Intelligence in the Russian Federation” dated 10.10.2019 N 490. Since 

then, the situation in this sphere has significantly improved. The Higher School of Economics (HSE), the 

Moscow Aviation Institute (MAI), the Peoples' Friendship University of Russia (RUDN), the Moscow 

City Pedagogical University (MGPU), the Moscow State Institute of International Relations (MGIMO), 

the North-Eastern Federal University (NEFU, Yakutia), the Russian University of Chemical Technology 

(RCTU) named after Mendeleev, Tomsk Polytechnic University began to conduct joint programs with 

Microsoft in the areas of AI, machine learning, business analytics, etc. According to some data, more than 

260 Russian colleges and more than 1600 departments are currently developing and implementing 

educational technologies and AI-related programs [Luchsheva, 2020, p. 86]. 

Good results have also been achieved in school education. At the end of February 2020, it was 

announced that a new AI subject was included in the school curriculum. In 2021, the Ministry of 

Education plans to test the training module “Artificial Intelligence” within the framework of basic general 

education programs in at least 1% of educational institutions, and by the end of 2024 – in at least 50% of 

schools. In addition, the All-Russian Olympiad in AI will be conducted in all regions of the country from 

2021 [Iskusstvennyj intellekt v obrazovanii, 2020]. 

The AI introduction into the Russian educational space is hampered by an acute shortage of 

qualified IT personnel. According to the All-Russian Center for the Study of Public Opinion (VTsIOM), 

69% of companies in the IT field alone reported a shortage of such specialists. The lack of IT personnel 
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calls for the Russian education system to train and retrain competent employees, to revise and develop 

more flexible curricula that meet the digitalization trends in all spheres of life, as well as to increase 

competitiveness of educational organizations in the field of AI [GUU adaptiruet … , 2020]. 

Among the positive examples of AI adoption in the Russian educational space are: 

– the electronic resource “The Academy of Artificial Intelligence”, a platform for implementing 

educational programs, holding competitions and olympiads for schoolchildren in order to stimulate 

students' interest “in digital technologies, including the development of artificial intelligence 

technologies, machine learning, big data analysis and programming” [Sadykova, Levchenko, 2020, 

p. 204]; 

– the project “Artificial Intelligence – 2021”, the main goal of which is to provide open access to 

“practice-oriented educational programs on artificial intelligence from the best Russian and world 

universities (115 courses)”1; 

– International Scientific Forum “Step into the Future : Artificial Intelligence and the Digital 

Economy”, which for the fourth year in a row is initiated and conducted by the State University of 

Management (SUU) to share experience with foreign colleagues in the field of AI [GUU adaptiruet … , 

2020]; 

– online course “Legal regulation of artificial intelligence”, which is developed and remotely 

conducted by the Federal State Autonomous Educational Institution of Higher Education “National 

Research Nizhny Novgorod State University named after N.I. Lobachevsky” (UNN)2; 

– The NTI Competence Center “Artificial Intelligence” created on the basis of Moscow Institute of 

Physics and Technology (MIPT) conducts numerous AI-related activities: basic educational programs 

(courses within bachelor's and master's curricula, qualifying research works of students, etc.); additional 

education programs (retraining and advanced training programs, corporate education); “thematic courses” 

(programs, master classes, the NTI Olympiad movement); events on “developing talents and 

competencies” (open seminars, conferences, lectures, etc.) [Obrazovanie … , 2021]; 

– some services of the Moscow Electronic School (MES), a “one-stop shop” platform (electronic 

textbooks, diaries and class journals, etc.) that connects more than 1.5 thousand Moscow educational 

institutions already [Iskusstvennyj intellekt v obrazovanii: perspektivy primenenija v Rossii, 2021]. 

It is obvious that “coronacrisis” has intensified development, implementation and use of AI 

products and programs both in foreign and domestic educational space. The effective transfer of a 

                                                 
1 Proekt «Iskusstvennyj intellekt» // Universitet 20.35. – 2021. – URL: https://ai.2035.university (date of access 

08.04.2021). 
2 The first Russia online course “Legal regulation of artificial intelligence” has been created at UNN // Lobachevsky 

University website. – 2021. – 04.02. – URL: http://www.unn.ru/site/about/news/v-universitete-lobachevskogo-sozdan-pervyj-
v-rossii-onlajn-kurs-pravovoe-regulirovanie-iskusstvennogo-intellekta (date of access 06.04.2021). 
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significant part of educational processes into the remote format would be impossible without 

achievements in the AI field. 

Risks and prospects of using educational AI technologies 

It is obvious that the introduction of AI into the modern educational space carries certain risks to 

educational processes and the well-being of people of education, including: 

– “digital divide”, refers to the unequal access to AI technologies in education; 

– inconsistency in the ethical aspects of using AI in education (confidentiality, protection of 

personal data in education, lack of transparency and control over the use of AI, etc.); 

– excessive dependence on technology and the decrease in the cognitive and creative abilities 

educators and students; 

– requirement to continuously improve technical competencies of participants in educational and 

pedagogical processes, regardless of the available technical resources [Daggjen, 2020, p. 34–37]; 

– inability (today) of AI supercomputers to perceive a wide range of socio-psychological 

interactions and emotional states (joy, surprise, irritation, excitement, etc.) [Pavljuk, 2020, p. 67], the 

superficiality of AI conclusions in the emotional and psychological field1; 

– unification of skills and competencies in main scientific and educational disciplines, the 

formalization of professional knowledge, a decrease in the labor productivity of graduates [Rakitov, 2018, 

p. 45]; 

– lack of “live interaction”, which affects the effectiveness of educators and students [Rakitov, 

2018, p. 45]; 

– deterioration of the operative memory of students (especially in the system of pre-college 

education) due to biological changes in the structure of brain activity caused by a new significant load on 

their mental condition [Rakitov, 2018, p. 46]. 

At the same time, AI adoption in the educational space offers new opportunities, in particular in the 

formats of adaptive and personalized learning. 

AI allows to effectively implement adaptive learning models that rely on the following educational 

technologies: applied software training, expert assessments method, the multi-agent approach2, generation 

of complex educational systems (for example, BiGOR, WebCT, Moodle, etc.) [Luchsheva, 2020, p. 87]. 

AI-enabled adaptive learning systems help to continually assess progress, select the “order of 

demonstration of educational materials” to fit students’ interests and needs. However, experiments with 

                                                 
1 Although AI products are already being created that can recognize some emotions and express them in points, for 

example, the AI developments by SLL [Kathanova, Avetisjan, Levashova, 2019]. 
2 In this case, the multi-agent approach implies the participation of several human and digital (AI and its derivatives) 

“intelligent agents”. 
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adaptive technologies in education are mainly carried out in HR departments of such commercial projects 

as Сompetentum, Ispring, E-mba, etc. [Kathanova, Avetisjan, Levashova, 2019]. 

Adaptive learning is closely linked with personalized educational techniques, the importance of 

which is recognized by about 80% of education professionals. Personalized learning is an effective tool 

for the involvement and communication of all participants in educational processes that contributes to 

faster learning progress. These formats optimize and differentiate as much as possible the goals and pace 

of learning, teaching methods and approaches depending on the needs, abilities and competencies of 

students [Paskova, 2019, p. 115]. 

Experts are developing the following approaches to personalized learning: individual (adjusting the 

pace); differentiated (adjusting the approach); competency-based progression. There are several key 

functions of personalized learning: development of social and emotional skills in accordance with the 

established educational standards; real time feedback; ample opportunities for adjusting various aspects of 

educational processes, taking into account each student’s strengths, needs, skills and interests [Paskova, 

2019, p. 115–117]. 

Prospects of AI-assisted personalized learning are as follows: automation of the main types of 

educational activities (attendance, examination, etc.); adaptation of educational software to the interests of 

individual students; timely feedback and communication during the educational process; teaching the 

basics (but not creativity and thinking); transformation of a teacher into a facilitator1; the possibility of 

using the “trial and error”2 method, etc. [Paskova, 2019, p. 118–119]. 

The adaptive-personalized learning format based on AI technologies contributes to developing 

“cognitive independence” skills (CI) in students, including their intellectual abilities and the ability to 

“independently isolate the primary and secondary signs of objects, phenomena and processes  ... by 

abstracting and generalizing to reveal the essence of new concepts” [Pavljuk, 2020, p. 66]. In this context, 

the main CI components include : the ability to independently receive, master, analyze new knowledge, 

abilities, skills (ZUNs) using various methods of independent learning (from “memorizing” to “scientific 

discoveries”); the ability to competently and effectively apply ZUNs for self-education in the future; 

readiness to apply ZUNs in practical educational and work activities [Pavljuk, 2020, p. 66]. 

In addition to adaptive-personalized AI-based learning in modern education, experts highlight the 

following numerous research and educational potential of AI technologies: 

– social and emotional development of students, easy mastering digital skills of the XXI century, 

including persons with disabilities [Kathanova, Avetisjan, Levashova, 2019], through open access to 

                                                 
1 Facilitator (from lat. facilis “easy, convenient”) – a specialist in organizing effective group communication. 
2 The “trial and error method” or the method of “going through the options” is “an innate empirical method of thinking”. 

Based on materials from Wikipedia. – URL: https://ru.wikipedia.org/wiki/Метод_проб_и_ошибок (date of access 
05.04.2021). 
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domestic and foreign educational resources, abundant opportunities to study educational materials of 

interest “at a convenient time and place” [Rakitov, 2018, p. 45]; 

– improved effectiveness of teaching, saving time, engagement and satisfaction with the use of 

educational AI technologies, strengthening cooperation and communication, increasing the level of 

professional development and introspection; expansion of professional tools by optimizing various 

visualization educational tools, teaching aids, as well as AI and digital educational resources; minimizing 

routine jobs, transition to “expert mentoring” by the teaching staff [Kathanova, Avetisjan, Levashova, 

2019]; 

– involvement and interaction of the environment (family, friends, etc.) in the course of educational 

processes; 

– effective and continuous control, as well as analytical assessment of educational processes and 

results, effective educational resource management, social protection and support of teaching staff and 

some social groups of students from the administrative and management departments of educational 

organizations; 

– optimized planning and management of educational resources, development of coordinated 

curricula at the local, regional, national and international levels by government authorities [Daggjen, 

2020, p. 18–33]; 

– the variety and flexibility of educational techniques, methods and formats, for example: learning 

in a game format (“gamification”); “intermediate learning”, which implies the use of special programs for 

revision of the previously studied material at various stages of the educational process; “smart 

campuses”1, which allow students to quickly receive the necessary information, such as : the schedule of 

classes, the location of classrooms, etc.; interaction between all participants in educational processes; 

access to educational audio and video materials, test and examination tasks, electronic resources of the 

library, etc.; 

– “proctoring” as a process of direct monitoring and invigilation of examinations, which is 

implemented using AI technologies, and is subsequently assessed by the teaching staff [Luchsheva, 2020, 

p. 87–88]; 

– safety and risk management of digital AI technologies based on the Internet of Things (IoT), i.e. a 

computing network of devices with built-in AI technologies for mutual and external communication, 

excluding the need for human participation from some operations [Pavljuk, 2020, p. 68]; 

                                                 
1 A “smart” campus is a physical or digital environment in which people and technological systems interact within 

increasingly open, connected, coordinated and intelligent ecosystems. For example, a successfully implemented project at the 
Polytechnic School of Lausanne (EPFL), organized for scientific and educational activities and the development of 
technologies, including AI [Pavljuk, 2020, p. 68]. 
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– predictive analytics, which in the educational space will allow its subjects to mutually evaluate 

educational and methodological resources, their readiness, as well as the compliance of educational 

content with the requirements of the internal (students) and external (employers) environment [Pavljuk, 

2020, p. 68]; 

– AI Nudge Technology, which allows for educational organizations to use information to correct 

deviant behavior patterns and popularize “proper lifestyle” “in an increasingly global and digital 

educational ecosystem” [Pavljuk, 2020, p. 69]; 

– “hybrid integration platforms” generated as a result of the implementation of various business 

applications in education, which leads to “hybrid distribution of cloud systems” in the educational space 

(LMS1) [Pavljuk, 2020, p. 69];  

– CRM2 system in which building a career cycle becomes an integral part of a comprehensive 

educational process using an AI-based communicative interface [Pavljuk, 2020, p. 68–69]; 

– wireless presentation technologies for sharing via Wi-Fi materials from personal gadgets to the 

“educational screen”, which is of particular relevance within the educational policy “bring your own 

device” (BYOD) [Pavljuk, 2020, p. 69]; 

– automation software for “animation” of educational resources “by inserting static images into 

moving objects and changing forms” (Midas Creature, etc.) [Kathanova, Avetisjan, Levashova, 2019]; 

– reducing “traditionally routine” activities and saving time for conducting research, introducing 

and mastering digitalized educational and methodological materials, developing the latest production 

solutions for scientific, engineering and managerial systems implemented in a “coronacrisis” market 

environment. 

Conclusion 

Back in 2019, before the pandemic, UNESCO experts conducted a study on the application of AI 

technologies in the educational space. The results obtained demonstrated that: a) AI technologies can be 

effectively used to ensure inclusive access to educational resources; b) though most countries are not 

ready for “intelligent automation”, active work is underway to prepare curricula and courses that 

contribute to the acquisition of AI competencies by education professionals; c) AI adoption in educational 

and pedagogical processes is associated with certain risks, that can be prevented if a comprehensive state 

policy in the field of AI is developed [Iskusstvennyj intellekt v obrazovanii: problemy i vozmozhnosti ... , 

2019]. 

                                                 
1 LMS (Learning Management System) is an educational process (training) management system // iSpring. – URL: 

https://www.ispring.ru/elearning-insights/chto-takoe-lms (date of access 04.18.2021). 
2 Customer Relationship Management system. Within the context of this article, it is a software application for 

automating the organization of educational strategies, analysis and forecasting of educational processes and their results. 
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By now, both foreign and Russian educational systems have accumulated considerable experience 

in using AI. In particular, to create individual educational routes, new educational AI modules are 

recommended and implemented [Kathanova, Avetisjan, Levashova, 2019], which accumulate world 

achievements in this area, directly affect the cognitive, emotional and psychological characteristics of 

teachers and students alike [Pavljuk, 2020, p. 69].  

Nevertheless, it should be stated that AI cannot yet fully replace the “live” feedback in the “teacher-

student” system. Nonetheless, AI technologies can already successfully perform the functions of a 

“tutor”, “automate knowledge assessment”, “analyze student behavior” [Iskusstvennyj intellekt v 

obrazovanii, 2020], select a personalized learning format based on the analysis of students’ individual 

abilities and skills, contribute to implementation of the “life-long self-education” concept [Luchsheva, 

2020, p. 88].  

In addition, it should be borne in mind that improved educational activities include not only 

advancement in the learning process, but also optimization of teaching and educational processes. It 

seems obvious that the next stage in the development of the AI-facilitated modern educational space 

should be the integration of local educational spaces of individual territories, regions, countries and their 

associations into the global educational space [Lavrenov, 2019, p. 663]. At the same time, the mentality 

of people involved in education and the peculiarities of the educational systems of individual countries 

during the “coronacrisis” and “post-coronacrisis” periods should be taken into account. 
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as Christie's. However, the legal status and authorship of such «works» has not yet been determined. This 

survey examines Russian and foreign legislation as well as the doctrine on how copyright law should 

resolve the issues raised. 

Keywords: digitalization; digital culture; neural art; Artificial Intelligence. 
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Introduction 

In recent years, digital technologies have been developing at an unprecedented rate and penetrating 

into various areas of public life. Digital technologies in medicine, transportation, agriculture, retail, 

security etc., subtly affect our everyday lives, and might even radically change our future. In this regard, 

we are witnessing the digital transformation of society, the formation of a new social environment with 

modern methods of communication and infrastructure of the virtual world – the so-called Internet of 

People (IoP). This process includes the digitization of scientific and cultural heritage (creation of 

electronic libraries, museums and publications); conducting online social events (online broadcasts, web 

conferences, etc.); the spread of social networks, even, the formation of an electronic state [Polozhihina, 

2020]. 

Digitalization affects even the sphere of creativity, where artificial intelligence is no longer just a 

tool. More and more often AI is becoming a co-author in activities that until now have been the 

prerogative of humans. In the past few years, algorithms have been created for parametric architecture, 

generative clothing design, and procedural video games that have allowed designers to expand their 

creativity. 

Artists around the world are using deep neural networks to create artefacts that are commonly 

referred to as “neural art” or “artificial intelligence art”. The interest of the art market in this trend is an 

important indicator that the relationship between art, technology and society is changing, that it is time to 

rethink the role of art and technology in our lives and how autonomous systems can change the modern 

development paradigm. 

However, we believe that one more issue, no less important, should be resolved in the near future – 

who is the creator of digital art? And who should hold the rights to digitally created works? 

Neural art: history and modernity 

Human brain can no longer process and absorb huge volumes of data that are extracted from 

modern systems. This is where artificial intelligence (AI) and machine learning come to the rescue, 

performing tasks impossible for humans, such as correlation, prediction, modeling, and knowledge 

gathering on a massive scale. 

AI carries out many mundane and everyday functions that we don't even notice. For example, 

chatbots analyze customer requests and generate quick responses instead of real people; “smart assistants” 

use artificial intelligence to extract information from large datasets in arbitrary form and optimize 
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planning; recommendation systems on Twitch or YouTube match similar videos based on previously 

viewed clips. But manufacturing and trade are not the only areas where neural networks are widely and 

actively used. As was noted above, recently the “era of creative neural networks” began in art. 

The history of this technology is very interesting and dynamic. For instance, specialists agree that 

AI was born in the 50s of the XX century. In 1956, a scientific conference was held at Dartmouth College 

on the modeling of the human mind. At the Conference a new scientific discipline dealing with the 

development of AI was established. Among other things, questions were raised about the ability of 

algorithms to create art objects, make inventions and various scientific discoveries. At the turn of the 

XXI century, the scientific community of the developed countries eagerly held disputes about AI and 

creativity. Most eminent scientists agreed that a computer will never become a creator, arguing that no 

matter how powerful a computer (even close in power to the human mind), its functioning will still be 

based on a program written by a human. Therefore, proponents of this point of view consider any research 

in this area to be a waste of time [Boden, 2009]. 

But time has proved the majority to be wrong. Scientists have achieved incredible success in this 

field. In early 2000ies, they made attempts to put into practice their ideas about creating artworks by 

neural networks, then in the mid-2010ies, first such artefacts were publicly presented. The French did it 

first using an AI system called Flow Machines. This system takes as a basis some musical genre or some 

artistic style and creates a variation. Yes, it was only an instrumental version, since the system was unable 

to write the text at that time, but the music itself is very similar to the basis that is used for creativity 

[Ihalainen, 2018]. Today, it is possible to create a work of art, be it an image, a melody or a poem, 

literally at a click. However, this requires knowledge and skills in programming: what ready-made 

algorithm to apply, how to collect a list of references for the machine's creativity and how to set a task 

based on the knowledge gained. 

For example, as it was recently reported that AI replaced a full-time designer at the “A. Lebedev 

Studio” for a year with excellent results [Bondarev, 2020].  

Digital technology helps artists become famous or helps become artists for those who only dreamed 

about it. 

In October 2018, the Christie’s auction house in New York for the first time exhibited a painting 

that was created, according to the brochure, by AI. The artefact was an unfinished portrait of a man 

seemingly from the XVIII–XIX centuries. The auction house estimated the printed painting “Portrait of 

Edmond Belamy” at 7-10 thousand dollars. The selling price at an auction reached 432.5 thousand dollars 

[Bondarev, 2020]. 
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Fig. 1. AI-generated painting “Portrait of Edmond Bellamy” 

The authors of such artefacts are neural networks, one of the varieties of machine learning 

algorithms. A neural network is a combination of many simple, interconnected elements that add up to a 

simplified semblance of a brain. The neural network analyzes artworks uploaded to the database, 

recognizes images, techniques, style parameters, and then, according to the prescribed task, uses the 

knowledge gained to create paintings. 

The machine learning algorithm is able to find similarities, typical features and rules in any set of 

uploaded objects, be it painting, music or poetry. When processing a large amount of data, the neural 

network generalizes them and draws conclusions in different ways. 

The most successful algorithm that underlies most modern AI-based creative programs is Ian 

Goodfellow's Generative Adversarial Network (GAN). It is built on a combination of two neural 

networks. The first acts as a generator-artist; it uses acquired techniques to create images. The second, the 

discriminator, acts as a critic; it compares the generated results with the original artworks. If the 

discriminator cannot distinguish the generated image from the original picture painted by a human, the 
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result is considered accepted. If the discriminator decides that the proposed picture is a fake, then the 

generator starts anew.  

The discriminator can be configured to indicate what exactly seemed doubtful when evaluating the 

AI-generated artefact. The generator will take note of this and will not repeat the error again. That is, it 

will continue to train, learn and improve.  

 
Fig. 2. The AI-generated image with Google’s DeepDream effect based on the works  

of Van Gogh  
Source: https://news.artnet.com/app/news-upload/2016/03/google-dream-starry-night-1024x811.jpg  

Legal status of digital artefacts : main approaches in Russia and abroad 

The main approaches in the Russian legal doctrine. Today, AI in the vast majority of cases is a tool 

controlled by humans: it prepares the foundation for training a neural network, sets the creativity 

parameters and selects the results. There are unique rare experiments when the algorithm is given the 

maximum freedom. This practice of using AI is accepted by legislators, refusing to recognize AI in civil 

law as an independent subject of copyright. 

However, recently, a discussion about the legal status of copyright objects and the results of 

intellectual activity in general, created by neural networks, has become extremely relevant. In our 

opinion, the active use of AI in this area can significantly change the current copyright system due to the 

legal uncertainty in qualifying the subject of such artefact of art or literature. 
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It should also be noted that the legal status of AI in general depends on resolving numerous 

problems, such as determining the legal nature of AI in terms of attributing it to an object or subject of 

law, taking responsibility for actions committed by AI, including the issue of determining the legal status 

of intellectual results, generated by neural networks. 

In accordance with paragraph “E” clause 24 of the “National Strategy for the Development of 

Artificial Intelligence for the Period up to 2030”, approved by Decree of the President of the Russian 

Federation N 490 dated 10.10.2019, the development of a comprehensive system for regulating social 

relations in AI-era is one of the main tasks for Russia. However, given that today only the Development 

Strategy in this area has been adopted, the issue of legal regulation, undoubtedly, remains very relevant 

and causes much scientific dispute. 

To date, the Russian doctrine is developing around two opposite points of view. One group supports 

the need to recognize the legal status of AI, which would accept AI as the author of the computer-

generated artefacts, for example, a painting or musical composition. For example, R.R. Safin 

(Р.Р. Сафин) and K.A. Maskin (К.А. Маскин) maintain that the user cannot be recognized as the author 

of an AI-created piece, just because the question of his personal contribution is dubious. The creative 

process is always associated with choice, and in the case of AI, the choice is made by the properly trained 

neural network [Safin, Maskin, 2018]. 

Undoubtedly, AI, when creating an object of intellectual property, is guided by the already existing 

skills uploaded by the software developer, and the artefact created by this algorithm appears as a result of 

machine self-learning. At the same time, the programmer does not have the skills necessary to create a 

work. However, this point of view seems to be ambiguous. Regardless of the presence or absence of skills 

in an AI and a person at the start of a project, in both cases the choice is made on the basis of the available 

experience. In addition, in accordance with Article 1228 of the Civil Code of the Russian Federation, only 

an individual is recognized as the author of the result of intellectual activity, which, today, excludes the 

possibility of recognizing AI as such. 

Another group supports the opposite view: AI is denied the legal status, while AI developers or its 

users are recognized as authors of the result of the intellectual activity in the event that they make a 

significant contribution to the creation of a copyright object.  

For instance, V.N. Sinel'nikova (В.Н. Синельникова) and O.V. Revinsky (О.В. Ревинский) 

maintain that the development of a program capable of creating new copyrighted objects gives rise to the 

right of authorship to such objects from the developer of the original software, if only because AI 

creativity is the result of the intellectual activity of the “human creator” [Sinel'nikova, Revinskij, 2017]. It 

may also be noted that many scientists adhere to the same point of view and consider AI developer to be 

the author of the copyrighted object created using such an algorithm. 
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V.A. Laptev (В.А. Лаптев) believes that within the framework of legal regulation, in the near 

future, AI robots will receive the status of an autonomous legal personality. In the medium term, AI will 

acquire an official standing of a full-fledged participant in legal relations, acting on the basis of the 

principles of autonomy of will within the framework of the goal of its creation – serving for the benefit of 

humanity. In the long term, AI legal personality will extend to the virtual (digital) space that is 

disconnected from the material world [Laptev, 2019].  

There are some non-standard approaches to the legal regime of the AI intellectual activity and 

generated results.  

For instance, Ju.S. Haritonova (Ю.С. Харитонова), supports the idea to establish a legally 

recognized register for the output of intellectual activity generated by neural networks. The registry 

should function on the basis of distributed ledger technology, combining and classifying the objects 

included in it. At the same time, the author deems possible to classify such artworks as allied rights 

objects, but considers this undesirable, since in this case the connection with copyright would be lost 

Haritonova, 2019]. 

P.M. Morhat (П.М. Морхат), in turn, proposes to introduce into legal circulation the term “concept 

of legal personality of an electronic person” for complex robotic systems with AI. He calls this concept 

"hybrid", since it includes elements of both physical and legal entities [Morhat, 2018]. 

In a comprehensive study G.N. Andreeva (Г.Н. Андреева) identifies several models of legal 

regulation [Andreeva, 2021]: 

1) “machine-centric concept”, in which AI is a full-fledged author of the created artwork; 

2) “hybrid authorship concept”, in which a human and AI act as co-authors in creating the result of 

intellectual activity; 

3) “anthropocentric concept”, in which a human physical entity is the author of the result of 

intellectual activity, created with the help of AI; 

4) “contamination concept”, dealing with especially difficult situations when the above concepts 

intersect. 

Among doctrinal positions expressed by Russian scientists on the legal status of AI-created objects 

of copyright in literature and art there are numerous approaches and concepts, including quite innovative. 

However, the key principles underlying these approaches should be based on rational, objective and fair 

legal regulation. 

Foreign approaches to the legal status of digital works  

There is still no consolidated opinion of foreign scientists on the legal regulation of neural art. 

Lawyers are taking only the first steps in this area, doing mostly theoretical research. Indeed, this issue is 

very complex, and the very phenomenon of neural network creativity is very young, no more than ten 
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years old. Therefore, at the moment everything is limited to scientific articles in which the authors are 

considering the possibility of legal regulation of such works. Accordingly, there is no legislative 

regulation of this issue. 

For example, J. Ihalainen believes that the legislature intentionally refrains from regulating this 

issue, because granting copyright protection to digital works will create a problem: those who plan to 

mass-produce AI-generated artefacts will become monopolists. The author writes that in the UK, for 

example, objects created by a computer with human assistance are protected by the copyright of the 

programmer who wrote the computer code. But if a similar approach is applied to works created without 

human participation, problems may arise, in particular, the era of author's trolling may begin [Ihalainen, 

2018]. 

In Australia, copyright law explicitly requires a so-called “qualified person” to be the author. 

Consequently, works created by neural networks clearly do not fall into this category and remain outside 

the legal regulation. The situation is roughly the same in Canada. The copyright law clearly states that the 

author of a work must a Canadian citizen or a person residing in Canada [Ihalainen, 2018]. It turns out 

that the legal regulation covers cases where the computer acts exclusively as an auxiliary tool in creating 

a product, but in not the cases when a work is created by a neural network entirely. 

Let us consider Asia, namely Japan. This is the only country in the world so far that discusses 

creativity of neural networks. The prevailing idea is to limit the protection of AI-assisted outputs, and to 

treat them as a trademark, diverting the legal regulation to the area of unfair competition. In this case, the 

rights to digital works will belong to the human creator of the corresponding algorithm. However, this 

approach leaves popular works practically unprotected, taking them out of the scope of copyright. 

Conclusion 

The analysis of Russian and foreign approaches to the issue of protecting rights to neural art 

demonstrates that so far this area is practically not regulated at the legislative level. The legislator does 

not keep pace with modern trends and rather attempts to catch-up. The variety of views and approaches is 

too great, ranging from proposals to recognize the legal personality of AI to the innovative approach 

proposed by Japanese lawyers. Thus, it is still difficult to predict how the industry will be regulated. Only 

one thing is obvious – the legislator must cooperate with software developers who create algorithms, 

because only they will be able to explain how neural networks operate. Legal scholars, in turn, must listen 

to the explanations and draw the right conclusions, implementing them in copyright law. 

It should be emphasized that the legal status of products of neural networks capable of imitating 

human mental activity should be defined and legislatively regulated in order to form a clear position on 

this issue and to prevent legal uncertainty and gaps in law. Moreover, the normative legal regulation 

should be developed on the basis of an analysis of both domestic and foreign experience. 
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Introduction 

Modern digital technologies are gradually, imperceptibly, but radically transforming the world 

around us, penetrating deeper and deeper into everyday life. The ways of communication, business 

practices, creative self-realization are changing. These changes affect not only our tools, when the brush 

in the artist's hand turns into a computer mouse, and the canvas – into a monitor screen. The creative 

process itself is changing, where algorithms start playing an ever-increasing role. For example, in the 

fashion industry, digital technologies have penetrated all stages from the creation to sales of new 

collections. Artificial intelligence analyzes data from social networks and determines future fashion 

trends. Modern platform solutions drastically transform the manufacturing business processes, algorithms 

establish new communications channels with consumers. But, more importantly, artificial intelligence 

algorithms (hereinafter referred to as AI) assist designers in solving a wide variety of tasks, starting from 

automating routine functions (for example, turning sketches into 3D models of a future clothing) and 

ending with the automatic creation of new models (in particular, based on the data collected from social 

networks about fashion trends). Thus, AI becomes a designer, artist or composer, creating new products. 

Modern technologies also affect the development of other areas, such as the sphere of scientific and 

technological development or investment activities. These changes raise questions about the possibility to 

extend the regime of intellectual property to the artefacts created by AI. Addressing these problems is 

timely and necessary; the society needs to assess the existing risks in doing business and protecting the 

intellectual property of entrepreneurs. 

The International Scientific and Practical online Conference “Artificial Intelligence and Intellectual 

Property: Legal Issues”, organized in April 2021 by the Law Department of Moscow State University 

after M.V. Lomonosov, was devoted to a comprehensive discussion about AI in the intellectual property 

legislation [Mezhdunarodnaja nauchno-prakticheskaja konferencija ... , 2021]. The main topics of the 

conference included: 

artificial intelligence and creative industries; 

creative tools for building artificial intelligence; 

Digital Art and artificial intelligence technology in terms of intellectual property rights; 

ways to protect technical solutions obtained using artificial intelligence; 

the art of artificial intelligence: the copyright system in the era of neural networks. 

The current article reviews the most significant issues raised during the conference. 
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Artificial intelligence and industrial property 

The conference was opened by the report by Ju.S. Zubov (Ю.С. Зубов)1 on the problems of patent 

protection. The speaker subdivided patenting issues arising in connection with the development of AI into 

three groups:  

– patenting of the AI itself;  

– patenting inventions that incorporate AI;  

– patenting AI-generated inventions.  

Ju.S. Zubov noted that the five leading world patent agencies (USA, Japan, China, Europe and 

Russia) adhere to conservative approach in matters related to AI extend the already existing legal 

regulation to this technology. 

Referring to the problems of patenting neural networks, the speaker noted that usually patents are 

granted to inventions that improve AI, for example, the architecture of an artificial neural network, AI 

training method, method for preparing input data, inventions related to the operation of data centers and 

various services. At the same time, Ju.S. Zubov emphasized that such inventions have to satisfy the same 

standard requirements: to disclose the essence of the invention and to meet the conditions of patentability 

(novelty, inventive step and industrial applicability). He also noted the positive dynamics of patenting by 

Russian companies of their developments in the field of AI.  

Ju.S. Zubov explained how AI technology is used by the patent agency itself, for example, for 

information search on patent applications, or image recognition and expert analysis on declared 

trademarks. However, he noted that while AI is a useful tool for simplifying the work of experts and 

application process, the final decision on applications is still made by humans. 

The speaker emphasized that the current pace of technological development poses a dilemma for the 

patent agency: to find the balance of interests in order to ensure adequate legal protection for authors and 

copyright holders, on the one hand, and not become an obstacle to technological development, on the 

other. The main debate today is centered on the legal personality of AI. Until the answer to this question is 

found, AI inventions are treated as ordinary man-made inventions using AI as a technical tool. Although 

practically in all the leading countries (USA, Great Britain, Australia, Europe, etc.), including Russia, there 

are cases of filing patent applications on behalf of AI as the author. However, these cases can rather be 

considered publicity stunts aiming to attract attention and funding to AI development projects. 

The topic of the AI legal personality was further developed in the report of M.A. Rozhkova 

(М.А. Рожкова)2, who agreed that at the present stage mankind is not ready to give an unambiguous 

                                                 
1 Deputy Head of the Federal Service for Intellectual Property 
2 Doctor of Law, Senior Researcher at the Institute of Legislation and Comparative Law under the Government of the 

Russian Federation, member of the Expert Council of the State Duma Committee on Information Policy, Information 
Technologies and Communications, expert of the Russian Academy of Sciences, President of IP CLUB. 
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answer to this question. Although, since the results of the AI work clearly have a commercial value, the 

rights to these results have to be protected as well. Then the speaker gave an overview of the most 

relevant approaches. All over the world, AI is not recognized as the author, so personal non-property 

rights cannot belong to it. More debatable is the ownership of exclusive rights. The most radical approach 

is to automatically transfer AI works and inventions into the public domain. However, given the 

commercial value of these creations, this approach is hardly realistic. Other proposals call to recognize 

exclusive rights of the developers of the neural network, of the owners of the material medium where the 

neural network is stored, or of the operator who uses AI. 

According to M.A. Rozhkova, there is no need to incorporate property rights provisions for AI 

creations into intellectual property legislation. Instead, a special legal platform of property rights should 

be established, where specific cases would be addressed. Further, the speaker offered the analysis of the 

Resolution of the European Parliament dated February 16, 2017 N 2015/2013, which proposed to create 

an electronic identity system that would grant legal personality to robots. At one time this Resolution 

caused a wide discussion and predominantly negative reaction, since the consolidation of the legal 

personality of AI potentially reduces the protection of rights for people. Nevertheless, according to M.A. 

Rozhkova, the Resolution reflected the emerging problems and raised issues that need to be addressed in 

the long term. Particular attention in the Resolution was paid to civil liability for harm caused by a robot. 

It was proposed that an electronic identity should bear the responsibility. In this regard, the speaker 

emphasized the importance of distinguishing between robots and AI. A robot is a cyber-physical system 

that includes material structure and AI. But since the material structure itself does not make decisions, it 

cannot bear responsibility, unlike AI. Accordingly, only AI should be recognized as an electronic identity. 

In conclusion, the speaker noted that in a number of countries, AI is endowed with the legal 

personality of a legal entity. For example, in South Korea, the relevant legislation will enter into force 

from 2023. However, within the existing Russian legal system, this is impossible, since in accordance 

with the domestic doctrine and legislation, a legal entity is an organization. M.A. Rozhkova conceded 

that, if endowing AI with the legal personality of a legal entity becomes a worldwide trend, then the 

Russian approach will have to be radically revised. 

Using digital investment tools 

The legal status of NFT tokens1 was discussed in the report by L.V. Sannikova (Л.В. Санникова)2. 

The speaker noted that non-fungible tokens have been widely used for a long time for a variety of 

                                                 
1 A non-fungible token, also a unique token, is a type of cryptographic token. Each token (digital asset) is unique and 

therefore not interchangeable, although tokens are usually fungible in nature. This technology was created in 2017 based on the 
Ethereum blockchain smart contracts (based on Wikipedia). 

2 Dr. of Law, Professor of the Russian Academy of Sciences, Head of the Center for Legal Research of Digital 
Technologies of the State Academic University of the Humanities (GAUGN). 
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purposes, ranging from CryptoKitties1 to international social projects. For example, within the framework 

of the World Wildlife Fund project, an animal token can be “leased” and funds donated for the 

conservation of a specific species. 

Recently, however, this type of tokens has been significantly monetized, which raised questions 

about its legal regime. 

Traditionally, there are three types of tokens: security (investment) tokens, utility (service) tokens, 

and cryptocurrency (payment tokens). NFT tokens do not fit into this classification. However, their 

monetization has been growing lately, and they are increasingly performing an investment function. 

Under the current legislation, security tokens are understood as a type of securities and authenticate 

corporate rights. At the same time, the value of an NFT token is not in what rights it protects, but in its 

form – what image (information) it captures. In this sense, for example, the NFT token of the first tweet2 

is a kind of antique collectible item. 

From the above data L.V. Sannikova draws a conclusion about the imbalance of the current 

legislation and the need to clarify the legal status of NFT tokens as objects of copyright.  

The topic of digital investment tools was continued by Ju.S. Haritonova (Ю.С. Харитонова)3 who 

stressed the importance of a market-based approach to new digital technologies. Indeed, from the legal 

standpoint, some digital objects may not be recognized as objects of law. However, many such objects are 

easily monetized and acquire real market value.  

AI-generated artworks and non-fungible tokens are good examples of such digital objects. The most 

famous example is the sale at Christie's of the AI created "Portrait of Edmond Bellamy" for $ 432,500. 

The speaker then outlined the main characteristics of such tokens. Firstly, it is a crypto asset, secondly, 

this token is unique and, thirdly, it secures the ownership of a unique digital asset. 

Today, NFT token is understood exclusively as digital art or crypt art, i.e. a certain object of 

copyright (music, text, picture). This is due to the fact that tokens allow to create any media file. 

However, not only copyright objects can be tokenized, but any other objects as well. So, in accordance 

with Liechtenstein's legislation, an NFT token is a platform-based container program that is transferred 

using smart contracts, etc. This “container” may be related to any object: an object of personal (movable) 

or real (immovable) property, or AI-generated object. The legal regime of what the "container" refers to is 

governed by general law. 

It follows that the NFT token has two components: digital representation of unique assets and the 

ability to use these assets. Thus, the buyers of NFTs may pursue two goals. Some collect or buy them as 
                                                 

1 An online game in the form of a decentralized application (DApp) that allows players to buy, sell, collect and breed 
virtual cats of various types (based on Wikipedia). 

2 The first tweet NFT token is the first tweet in Twitter history, owned by the founder of that social network, Jack 
Dorsey. This tweet was sold in March 2021 as an NFT token for $ 2.9 million on the “Valuables” auction platform. 

3 Dr. of Law, Professor of the Department of Business Law, Faculty of Law, Lomonosov Moscow State University. 
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an investment to sell later at a higher price. Others acquire them for the purpose of using them. For 

example, tokens hardcoded to domain names or objects used in virtual worlds freely circulate on NFT 

token marketplaces. Accordingly, the buyer uses such tokens for solving practical problems (marking 

certain assets, participating in a sports game or in the virtual world event, for hosting websites, etc.). 

Thus, Ju.S. Haritonova makes a conclusion about a convergence of technologies: first, a software 

program is used to create an object of copyright, then another program links copyrighted object to tokens 

(tokenization), and that opens various options for using tokens. In this regard, according to the speaker, 

the legislation on digital financial assets cannot be extended to NFT tokens, since they do not perform the 

corresponding functions. Rather, such tokens can be used as a tool for the protection and commercial 

circulation of intellectual property objects. For example, a singer records a new song, links it to a token 

and sells this token through a special platform for smart contracts. Thus, Ju.S. Haritonova believes that 

the main question today is whether NFT tokens are the tools for protecting exclusive rights, and are 

therefore subject to the norms of the current legislation, or whether new legal institutions have to be 

created to secure the legal status and rights that arise from the ownership of NFT tokens? 

Artificial intelligence in creative industries 

Dr. P. Singh1 drew the attention of the audience to the negative aspects of the AI development and 

the lack of legal control mechanisms. Particular attention in the report was paid to AI as a tool for 

spreading fake news and disinformation on the Internet (in particular, using bots, trolls, etc.), gaining 

access to confidential and personal information, as well as to exerting psychological pressure (online 

intimidation, threats and defamation). The speaker pointed out significant difficulties in identifying 

offenders and bringing them to justice. In this regard, it is important to introduce adequate technical and 

legal mechanisms for the detection and prevention of such offenses. However, it is essential that humans 

maintain key roles in the regulation and use of AI. In other words, algorithms cannot replace people who 

must maintain constant control over their work. 

V.S. Savina (В.С. Савина)2 spoke about the influence of AI on contemporary art. She noted that AI 

penetrates quite deeply into the world of human creativity. However, algorithms do not create something 

fundamentally new, they only reproduce what people program them to do. The perception of an artwork 

is inseparable from the personality of the author. Without the imprint of the author's personality, 

creativity turns into a craft. Therefore, according to the speaker, AI only helps to create complex (for 

example, multimedia) works, but does not replace humans. Therefore, it is still premature to talk about 

                                                 
1 Prabhpreet Singh Dr. School of Law. Manipal University Jaipur India. 
2 Dr. of Law, Professor of the Department of Copyright, Related Rights and Private Law Disciplines of the Russian 

State Academy of Intellectual Property (RGAIS). 
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both the legal personality of AI and about the ownership of exclusive rights created with the help of this 

technology. 

The discussion of this issue was continued by R.Sh. Rahmatulina (Р.Ш. Рахматулина)1, who 

shared her views on the issues of copyright protection of artworks created both with the help of AI and 

with the use of other digital technologies, such as photo processing. Technology directly affects the 

content of contemporary art, and it is necessary to draw the line between creative content and the 

embodiment of the surrounding world in creative activity. According to the speaker, two categories of 

copyright objects should be distinguished: original works of a human author and artworks created with a 

significant technological contribution. The criteria for establishing copyright should include the criterion 

of originality (dissimilarity) of objects, as well as the criterion of uniqueness.  

S.I. Kodaneva (С.И. Коданева) devoted her report to the legal regulation of the creativity of neural 

networks in the fashion industry. The fashion industry is an example of applied art historically riddled 

with disputes about the presence or absence of copyright for new collections, about their originality and 

borrowing trends from other collections. This is partly due to the spread of “fast fashion”, which 

replicates well-known brands, and partly to the fact that collections, as a rule, are inspired and created 

under the influence of other fashion trends. At the same time, for example, the European Court has 

established the case-law with requirements of uniform standards of originality both for all member states 

and for different categories of works, i.e. and for works of applied art. Accordingly, most of new fashion 

models simply do not fall under copyright protection since they lack the required level of originality. 

These problems are greatly exacerbated by the inclusion of AI in all stages of creating and selling 

fashion collections. For instance, at the stage of creation, neural networks extract unstructured data from 

the Internet to predict future fashion trends. Technologies can play different roles in the process of 

creating new collections: from visualization programs that turn sketches into color 3D models, to AI, 

which creates new collections based on uploaded data. 

This raises questions related to both the protection of the copyright holders of those works that are 

used in training AI, and the legal status of the created collections. The speaker noted that along with the 

approaches to solving these problems given in previous reports, Western legal scholars offer other views 

as well. For example, the recognition of the right to a new collection for the person with the greatest 

contribution to its creation (this is relevant for those cases when new artworks are created on the basis of 

an intellectual analysis of the collections of one fashion house, since in this case the right holder will be 

this fashion house) or the introduction of the Work-for-hire concept. According to the speaker, the 

compromise in these cases would be to use flexible contractual mechanisms (license agreements securing 

                                                 
1 PhD (Law Sci.), Associate Professor, Department of Legal Regulation of Economic Activity, Financial University for 

the Government of the Russian Federation 
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the contribution of all participants in the creation of a new work) in combination with technical means of 

identification (digital tags with information specifying that a work is created by AI, as well as about the 

AI developer and operator, and whose works were used to train it). 

The conference ended with a report by A.V. Gurko (А.В. Гурко)1 on the legal status of pseudo-

works. The speaker noted that the existing approaches to the regulation of property rights to AI-created 

artworks are not fully satisfactory. He proposed to approach this problem from the point of view of well-

established legal institutions. For example, use the concept of the beneficiary, i.e. analyze who benefits 

from the results of the AI-generated product. For instance, the created artwork or invention is of interest 

to the user of the neural network, and the additions to the algorithm that appeared as a result of the work 

of AI benefit the original developer. Accordingly, depending on the result of the work of the same AI, 

there may be a different beneficiary in different situations. 

Conclusion 

Summing up, it should be noted that a meaningful, in-depth discussion took place at the conference, 

the most pressing issues of legal regulation of various aspects of the creation and use of AI technologies 

were analyzed. However, all the speakers agreed that it is premature to talk about the legal personality of 

neural networks at the current level of their development. Nevertheless, in the future, obviously, a certain 

transformation of the existing doctrine and legislation in Russia will be required in order to properly 

regulate the emerging legal relationship. This is especially important due to the fact that most of the 

digital technologies being created demonstrate their commercial attractiveness and are of interest to 

investors. Accordingly, the lack of proper legal regulation can lead, on the one hand, to restrictions in the 

technological development of the country and even its lag behind the leading countries. On the other 

hand, it could lead to the emergence of “gray zones” in the economy or to the violation of the rights of 

bona fide copyright holders. Therefore, today the scientific community is faced with the extremely 

important task of finding optimal legal instruments for solving the issues identified during the debate. 
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