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“I think computer viruses should count as life. I think it says something about 
human nature that the only form of life we have created so far is purely destructive. 

We’ve created life in our own image” 
(S. Hawking, 1994) 

 

Introduction 

The main mechanism for the transfer of knowledge from person to person, from generation to 

generation is upbringing (including education). Such are the laws of nature. Such are the laws of 

civilization. These principles formed the foundation for the evolution of mankind from the very beginning 

of its existence to the present day. Children grow up to become more knowledgeable and skillful than 

their parents. Many people believe that the development of children can be controlled, that children can 

be “sculpted” in their own image and likeness or even on a whim. This is far from the case. Nevertheless, 

certain moral and ethical principles must be installed, like the basic software, at the earliest stages an 

individual’s development, so that society could progress further. 

In the case of AI, we are supposed to create “something” intellectual first, then immediately endow 

it with power that people will be unable to control, and only then we would think about the attendant risks 

and try to discuss ethics and morality with this unknown something. At present the intelligible 

philosophical concepts and regulatory documents have not yet been developed even for the use of 

unmanned vehicles. For example, if a robot car hits a person – and there have been such cases already 

[Bespilotnik Uber ... , 2018] – who will be responsible for this? 

Here is another question: without going through the biologically proven stage of moral and ethical 

development, but being stronger and smarter than the people who created it, will AI agree to listen to 

them? This problem is recognized not only by the expert community, but also at the state level. The 

National Strategy for the Development of Artificial Intelligence in Russia (NS) states that the lack of 

understanding of how AI achieves results is one of the reasons for the low level of trust and can become 

an obstacle to its development. Although the National Strategy is supposed to make significant financial 

investments and create an “ecosystem” of companies engaged in the development and implementation of 

AI, little attention is paid to the development of uniform safety standards (one subsection) [Ukaz 

Prezidenta RF ot 10.10.2019 N 490 ... , 2019, p. 34]. 

In theory, general safety rules should be developed first – but the global race for AI leaves no time 

for this. In any case, the history of other breakthrough technologies clearly shows that safety tools have 

always been created with a significant delay. 
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One of the greatest visionaries of the twentieth century, the English science fiction writer H.G. 

Wells (1866–1946), in his works often referred to the problem of mankind's mastery over power and 

energy, which, on the one hand, move progress forward, and on the other, can put civilization to the brink 

of extinction [Ujells 1964; Wells, 1908]. In contrast to the scientific works of his contemporaries, which 

described how in future atomic energy will help to “cultivate the deserts, melt the poles and turn the 

whole earth into a garden of Eden illuminated by a smile” [Soddi, 1910], H.G. Wells painted much more 

pessimistic pictures  ... And they turned out to be closer to reality than the dreams of great physicists. 

Scientists discover the objective laws of the universe and create new technologies on this basis. 

Writers are well versed in human emotions, including negative ones (greed, anger, vanity, envy, laziness, 

etc.). That is why, probably, their vision of the future society turns out to be more accurate compared to 

the ideas of specialists in the field of natural and exact sciences. While these scientists, on the brink of 

new scientific and technological breakthroughs, dream of joy and happiness brought to the world by their 

inventions, representatives of creative professions (writers, artists, directors, etc.) do not always share 

their optimism. Social scientists frequently support them. For example, Israeli military historian-

medievalist Yuval Noah Harari warns: “While progress presents us with amazing opportunities, my job is 

to draw attention to the dangers and threats associated with them. Of course, corporations and business 

people spearheading the technological revolution are first and foremost praising its achievements; that's 

why sociologists, philosophers and historians like me have the responsibility to sound the alarm, warning 

humanity that unfortunately a lot can go wrong” [Harari, 2019]. All this fully relates to the adoption of AI 

technologies, which are far from safe and may be used for good or bad ends. 

Facebook: an interrupted experiment 

Experiments on human-AI interaction sometimes end up with undesirable results. For example, in 

July 2017, it became known that the management of the social network Facebook was forced to shut 

down its AI system (the Facebook Artificial Intelligence Research project – FAIR) after the machines 

(chatbots) began to communicate in their own, non-existent language, which people did not understand. 

Initially, chatbots were created to communicate with real people. At first they corresponded in English, 

but at some point they switched to the language that they themselves created in the process of developing 

the program. The experts who interrupted the experiment expressed fear that if the bots begin to actively 

communicate using it, they would gradually become more and more independent and would be able to 

function outside the control of IT specialists [Boty izobreli svoj jazyk … , 2017]. 

Commenting on this incident, V. Malyh (В. Малых), researcher at the Laboratory of Neural 

Systems and Deep Learning at the Moscow Institute of Physics and Technology (MIPT), said: “... if you 

look into the more distant future where computers will be powerful enough, then it is worth remembering 

that a computer has no body, eyes or stomach – it will perceive everything around it in a completely 
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different way from us, and it will design its own language very much unlike ours. Since the computer will 

perceive reality differently, will have different desires and fears, it will think differently. It follows that 

the interests of people and the interests of computers will overlap weakly or not at all. So, there is a good 

chance that we will simply have “nothing to talk about”. That is, we will coexist, but practically not 

interact, as it is now with people and dolphins (the second conditionally intelligent species on our planet 

...)” [Malyh, 2017]. 

In August 2017, Facebook experienced a global outage. Users around the world have lost access to 

their accounts. Instead of their pages, they saw the following picture: 

 
 
 
 
 
 
 
 
 

Fig. 1. Screenshot of the Facebook page 
A few hours later, control over the world's largest social network was restored. This is probably just 

a coincidence. But somehow the AI Skynet from the movie “Terminator” comes to mind: a fictional 

supercomputer of the US Department of Defense which unleashed the third world war. According to the 

American sociologist Charles Perrow, an expert in the social and technological aspects of “man-made 

disasters”, certain complex systems cannot be made sufficiently safe, and the presence of systemic errors 

(common or systemic accidents) is their inherent property [Perrow, 1984]. 

Will artificial intelligence save humanity? 

“Welcome to the future. It is metal and battery-operated. There is hope, however, 
that it is harmless and will not develop ways to enslave humanity” 

[Uotson, 2012]. 
 

Soon the world will celebrate the twentieth-fifth anniversary of Deep Blue II supercomputer’s win 

over G. Kasparov (Г. Каспаров), the then world chess champion, in 1997. In 2016 Google-developed 

AlphaGo beat Lee Sedol, the planet's best master of Go, a game that isn't only based on algorithms like 

chess. Currently, more than three thousand robots around the world perform surgical operations on 

humans. Self-driving cars have already driven millions of kilometers on public roads. China already has 

developed traffic regulations for drones. The first robot lawyer has already been hired in the United 

States. Next in line are security robots, pharmacist robots, chef robots, teacher robots, nursing robots, and 

robots board members. 
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“Artificial intelligence will replace not only translators, underwriters and drivers, but also you and 

me,” says Russian entrepreneur Lev Khasis [Karasjuk, 2016]. The British physicist Stephen Hawking did 

not believe in the “picture of universal happiness”, too. In an interview with the Independent, he said: 

“All these achievements pale in comparison to what awaits us in the coming decades. Success in creating 

AI would be the biggest event in human history. Unfortunately, it might also be the last, unless we learn 

how to avoid the risks ... When artificial intelligence begins to manage financial markets, scientific 

research, people and the development of weapons, these will be things that are beyond our 

understanding... if the short-term effect of artificial intelligence depends on who manages it, then the 

long-term effect depends on whether it can be controlled at all” [Hoking, 2014]. 

He is echoed by the engineer, inventor and businessman, the founder of the innovative projects 

Tesla Motors and Space-X Elon Musk. He predicts the risk of “something very dangerous within 5–

10 years”, implying artificial intelligence. And this intelligence may by no means be friendly towards its 

creators. In January 2015, Elon Musk called AI a “man-made demon” and donated $ 10 million to 

research on AI control. In 2017, speaking at the US National Governors Association Summit, Musk said: 

“I keep sounding the alarm bell, but until people see robots going down the street killing people, they 

don’t know how to react [to AI]”. Humanity needs to be careful with technology that is “potentially more 

dangerous than nuclear weapons”. If we do not intervene in the development of these systems in time, it 

will be too late [Tairov, 2020]. 

May 7, 2016 will go down in history as the date of the first fatal crash while on autopilot mode 

[Pogib voditel' ... , 2016]. In a sinister twist of fate, the driver who died “driving the car of the future” 

turned out to be Joshua Brown, a man who was an active supporter of electric vehicles and Tesla Motors 

products. On the World Wide Web, he became widely known after, less than a month before the fatal 

incident, he had posted a video about how the working autopilot saved him from a collision with a truck 

(video clip https://youtu.be/9I5rraWJq6E ). Only on June 30, Tesla Motors published an official message 

about the accident on its website [A tragic loss … , 2016]. Despite the fact that the victim was a public 

person, in Tesla's press release he was referred to only as a “client” and “Tesla's friend”. 

Unpleasant incidents with Tesla's autopilots are not so rare [Avarii i DTP s avtomobiljami Tesla, 

2015]. The company was even forced to admit that at the moment the autopilot is still under testing and, 

according to the instructions, the driver activates full self-driving functions on his own responsibility. 

Before enabling Autopilot, the driver first needs to agree to keep hands on the steering wheel at all times 

and to always maintain control and responsibility for your vehicle. At the same time, he must be ready at 

any time to intervene in the driving process and keep hands on the steering wheel (otherwise the system 

will beep and gradually stop the electric car). The latter condition was a decisive argument for the 

National Highway Traffic Safety Administration (NHTSA) in the United States, which came to the 
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conclusion that the autopilot of an electric car or Tesla Motors cannot be blamed for the death of the 

driver. 

However, many people support the idea of creating and using AI: “finally, for the first time, we had 

enough strength to make completely new mistakes” [Dennett, 2019]. It is believed that AI is a thing that 

can protect us from ourselves. Or will it no longer be a thing? In fact, any machine is just a “programmed 

hardware”. And no one will solve the emerging problems for us. 

Using AI technology to distort reality1 

Beginning. In December 2017, employees of the NVIDIA Research Center, one of the pioneers in 

the AI development, published an article on their website in which they demonstrated how the specialized 

software completely modified the original digital photo, turning, for example, winter landscapes into 

summer landscapes, and sunny – in rainy ones (fig. 2). Unlike Photoshop, the use of which can be 

recognized with the naked eye, NVIDIA's “deep” neural network machine learning algorithm actually 

makes it possible to create a new digital reality. Even experts failed to identify the forgery of images 

created using “deep learning” technology [Powell, 2017]. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig. 2. Screenshot from NVIDIA website. How the videos were modified 
Unfortunately, criminals, hackers and simply unscrupulous people are quick to adopt new 

technologies that are often hosted on open platforms (including those related to AI). For instance, a week 

later the social news site Reddit posted links to a pornographic video with the participation of one of the 

                                                 
1 Examples below were published by the authors earlier in [Moon, Popeta, 2020]. 



Moon D.V., Popeta V.V. 
On Artificial Intelligence: controversial technologies 

 41

famous Hollywood actresses Gal Gadot [Cole S. AI-assisted ... , 2017]. However, the actress had no idea 

of any such film. 

The author of a surprisingly truthful fake video – a programmer hiding under the nickname 

Deepfakes – instantly became a celebrity. In numerous interviews that followed the scandalous 

publication, Deepfakes not only shared his story, but revealed to the public how his “creation” was made, 

what software he used (free and in public domain). It turned out that anyone who knows how to use the 

Internet and understands the principles of generative adversarial neural networks can create such videos. 

A new genre emerged in the porn industry called “Deepfake”. In less than a month, making 

deepfake porn videos with “stars” has grown into a powerful industry. Lawyers urge “offended persons” 

to sue the newly-minted “porn directors” for illegal processing of personal data. However, the “stars”, 

keeping in mind the well-known “Streisand effect”1, are in no hurry to come out with official refutations, 

so as not to attract attention in this context from the users of the World Wide Web. 

Evolution of deepfake. The malicious use of AI applications has gone beyond creating deepfake 

porn and the unauthorized use of “personal data” of glamour and film stars. It began to spread to other 

areas of public life. 

Currently, mobile video has become the simplest and most popular way to consume information. 

The main distributor of such videos is YouTube, the largest video hosting site in the world. In summer 

2018, the highest view count on YouTube was registered for a video message in which former US 

President Barack Obama publicly insulted the incumbent US President Donald Trump. The video was so 

authentic that at first no one believed it was a fake (Figure 3). 

 
 
 
 
 
 
 
 
 
 
 

Fig. 3. Deepfake video. You won't believe what Obama is saying in this video!  
[You won’t ... , 2018] 

The provocative video was made by the American comedian and director Jordan Peele and the 

Internet news media company BuzzFeed. The deepfake video, which nearly provoked the “civil war” 

between supporters of Republicans and Democrats, was created using the motion graphics editor Adobe 

                                                 
1 A social phenomenon of censorship backfire when an attempt to remove certain information from public access only 

leads to its wider dissemination on the Internet [Jansen, Martin, 2015]. 
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After Effects and a simple free program FakeApp, posted in the public domain on Reddit for everyone 

who wants to practice in creating “celebrity porn”. According to Peele, he, as a director, pursued noble 

goal when making his “film”: to warn people about the danger of false information. “…We need to be 

more vigilant about what to believe on the web… rely on reputable and trustworthy news sources” 

[Vincent, 2018]. 

In interviews that inevitably follow such episodes, Peele stated: “I knew that it was possible, but I 

was not sure if it would really work…. You know, it is still quite difficult, but it is much easier than it 

should be” [“Dipfejk” … , 2018]. Indeed, making deepfakes is getting too easy (Figure 4). 

Criminals are also actively mastering modern information technologies. Global news feeds are 

increasingly reporting cases when employees transferred money to scammers following falsified audio 

instructions from their directors and CEOs, or deepfake videos with celebrities urging to click on a link 

and receive a prize, and so on. Today, taking into account the quantity and quality of digital material 

stored on the Internet and available to everyone, not only politicians and celebrities, but any ordinary user 

who carelessly posted a selfie and / or video for general view, risks becoming a victim of not just a prank, 

but and serious provocation or fraud. 

 
 
 
 
 
 
 
 
 
 
 

Fig. 4. Screenshot from YouTube tutorial explaining how to work with deepfake software 
But the most dangerous, according to information security professionals, are the deepfakes that can 

be used in information warfare. The UCLA professor John Villasenor claims that “deepfake technology 

will become a powerful new tool in the hands for those who might want to use misinformation to 

influence the political process”. In turn, the US military considers the most promising direction to be 

editing and publishing of fake satellite photos and videos which might disorient opponents and plunge 

them into chaos [Tucker, 2019]. 

Already several “test” videos by anonymous “enthusiasts” have appeared on the Internet, where the 

leaders of the two nuclear superpowers, US President Donald Trump and Russian President Vladimir 

Putin talk of plans for global armed attacks [Kadochnikova, 2020]. Quite many viewers reacted to these 

videos as provocative and did not succumb to panic. The low quality of the evidence presented helped. 

However, neural network technologies are rapidly improving. Relatively soon it will be possible to create 



Moon D.V., Popeta V.V. 
On Artificial Intelligence: controversial technologies 

 43

absolutely reliable deepfake videos, which will be impossible to distinguish from real even after expert 

examination. 

According to the forecast of the global deepfake video industry pioneer Hao Li, “the count goes in 

months, not years” [Noskov, 2019]. In an interview with CNBC, Hao Li noted that “such deepfakes can 

be created by ordinary users without special technical training or unique equipment, and we have only 

half a year to a year to learn how to recognize counterfeits” [Stankiewicz, 2019]. 

Prospects. It would be wrong to say that governments, corporations and individuals do not create 

special programs – “antidotes to deepfakes”. But, unfortunately, as it always happens, first people invent 

technology and only then think about ways to protect themselves from it. The development of safety 

precautions to protect individuals from technological advances is always lagging behind. At first, people 

mastered fire and only millennia later invented a fire extinguisher and began to organize professional fire 

brigades; began manufacturing cars that accelerate to a hundred or more kilometers per hour and decades 

later invented a three-point seat belt [Moon, 2018], etc. It’s scary to imagine what the amateurs “pranks 

and games” with yet unexplored AI capabilities might lead to  ... 

Conclusion 

Currently, everyone individually and the society as a whole must clearly understand that 

discoveries, opportunities and prospects are always accompanied by threats, dangers and risks. The more 

opportunities, the higher the risks. That’s the only way. Seeking new opportunities and at the same time 

adequately assessing the associated risks is one of the main principles of risk-based thinking. However, it 

is better to adequately assess the risks first, and only then, having found them acceptable, to discuss the 

emerging opportunities. This is especially true with regard to the expanding use of AI technologies. 
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